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Secure Private Access ;RS EFEINTEZ3F TCP DNS, NFFER FQDN IERILUER TCP ##
o

2024 £ 12 B
« ¥ FIPS ¥4 A Secure Private Access ESRA R

Secure Private Access B & /R A ZMEERFSEFRE RLIBIE (FIPS) #3517 13.1-37.219
REBRA FIPS kAR NetScaler F& £, BXFHAER, ESH BHERREIRE

2024 £ 10 B
UTEDIBETEX 2024 F 10 BNEZEE,

iahRZ

BT EEERZEM Citrix Secure Private Access JUiFZE P A A StoreFront #1 NetScaler
Gateway A LEFEEMLLIRIR (ZTNA) RFE, FHER Citrix Cloud™ REIREE. EEMI

EIhEE,
UTEERTFEESEREM Citrix Secure Private Access FI—EEFEEIhEE,
« Web/SaaS ] TCP/UDP %iF :

ERTEEEREM Citrix Secure Private Access £ Web/SaaS # TCP/UDP N BfEF. B *
FEAER, BRRUTER !

o RGERMAgREZME,

o Edi& Web/SaaS N EHEF

o BZi& TCP/UDP N AIERE
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Add an app X

To add an app, complate the steps below.

Where is the application located?
() Outside my corporate network

® Inside my corporate netwark

App type " Appicon
HTTR/HTTRS Av s Change icogn LUse default icon
HTTRHTTRS
[ Do not display application icon in Workspace app
TCR/UDP
(0 Add application o favarites in Workspace app
A eSO _

App category (5

| Ex: Category\SubCategory\SubCategory

URL*® App Connectivity * (7
| Application URL fhttps:.) Nl
Related Domains " App Connectivity * (T

| nternal

.:E:. Add another related domain

« IBREVIHIRIPREYIEIR -

TR AEFEIEIHIRERERRY, ERILUEEN N N AEFR AT RIRE, XL 2RE
ARGPFEMEX N, EERATEENIRNNEMAS, AXFMAER, BEH LESRNREK

o
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Add/edit restrictions

0 selected

| Access Settings

v

O0o0oOO0OOOO0OODOO0OODO0OO0OO0OODODDODDODO

Clipboard

v

Copy

v

Download restriction by file type

R

Downloads

v

Insecure content

N

Keylogging protection

A

Microphone

W

Notifications

Paste

v

Personal data masking

v

Popups

Printer management

v

v

Printing

v

Screen capture

v

Upload restriction by file type

v

Uploads

v

Watermark

v

Webcam

Done Cancel

() View selected only

| current Value

Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

Search

. RLERi55 DaaS Monitor £5% :

Z2EAiA15 Monitor (Citrix DaaS IS MFIHIERIREZESS) £l BEEAMNBATIFAR
AL M DaaS Monitor M fFNHFELERR Web/SaaS #1 TCP/UDP AR SIEME ., & X i¥4H
8, BEBREZLTAIFIRIE DaaS Monitor £/
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Monitor > Sacure Private Access Session Datails

About - Yahoo finance ssb

Transaction ID
Resource Type
Accessed Resource
Configured Policy Rules

Reason
Applied Security Restrictions
Routing details

Routing context used
Evaluated policy name

| Endpoint

i Secur

f7a0c56¢-3462-4062-b129-9b5022361¢6 O cony
Web

finance.yahoo.com (180.222.114.12):443 (PROTOCOL TCP)

2

Application Launch was denied because of a policy

None

Access Policy
Yahoo finance ssb

Gieix Coud { Rosaurce Location
Policy Evaluaton: e
Onenied i :
App Launch: Z:‘ L No connection
Onenied la} I established &
Configured Policy Rules:2 i H Connector Appliance
Avaiable Aops:40 wa

Policy Evaluation
Detait of the svaluate policy rus forthis rescurce
Access  Session

@ This policy was setup to deny access f condiions match.
D 56eb9857-41e7-4d76-b129-c24a0c179490
Policy Name Yahoo finance ssb
Rule Name r
Status Policy conditions matched
Action applied @ Denied Access

ction-routing wa

Policy Condition Evaluation

Type. User Group

Conditon Crieria Matches any of

Value spauser001

Evalustion Status oTrue

Session Details

Session State
Start time

Last active time

Contextual Tags

Network boundary  — Applaunch

Active
Feb 19,2025, 6:36 AM GMT+05:30
Feb19,2025,10:19 AM GMT+05:30

[ Q search
HRBerry  Preview
S asalocallspauser001 @ Connected 5e..\DESKTOP- v
‘o aaalocallspauser00 2 ad6bSe..\DESKTOP-2359DDQ et O
Application Topology
it Cloud { Web app/saas app
=) Policy Evaluation: @Allowed Eﬁ i ‘m—:’
i Sosure Acsess | Pt Acsess |
aaalocalspauser001 Configured Poicy Rules 1 |
Available Apps: 40
o Launch: @Allowed
— Applaunch >
About-HRBerry Policy Evaluation Session Details
Detailsof the evaluated policy rules for this resource.
Transaction ID 14010f15-e510-4824-b66d-8240eb187869 D cony Session State Active
Access  Session
Resource Type web Start time Feb19, 2025, 6:36 AM GMT+05:30
Accessed Resource hrberry.com (121.242.181.232):443 (PROTOCOL TCP) D 70664705-Bebe-4560-9c14-1a7d52575a¢1 Last active time Feb19, 2025, 10:21 AM GMT+05:30
Configured Policy Rules 1 Policy Name spauser001 Gateway sessionID 08a4526-1176-00c9-20bd-a8368b942958
Reason Application launch s allowed Status Policy conditions matched Gateway address na
Applied Security Restrictions. None Action-routing Direct Gateway Virtual IP na
Contextual Tags PlatformDesktoy
Routing details Policy Condition Evaluation ”
Routing context used Session Policy
Evaluated policy name Spauser001 View Details Trpe User Group
Gonition Criteria Matches any of
Value spauser001
Evaluation Status oTre
Tyve Geolocation
Condition Criteria Does not match any
Value XA
Evaluation Status oTrue
o
Type Workspace URL
Gondition Criteria Matches any of
Value voyagers cloud.com
Evaluation Status oTrue |
Monitor > Socure Prvate Accoss Session Datas [ Q search
“a Yahoo finance ssb ' Preview
% aaalocal\spauser00] @ Connscted () ad6bSe...DESKTOP-2359DDQ
Refresh data (v
Application Topology

> Policy evaluation

- NAEFRRI :

N BEF R IR R B EIE R T AL P IEE A RNANGMAENABESF (HTTP/HTTPS #

TCP/UDP NFA#ER) o ULINRERI RIMHTIHFRE BE R HEARATRRIEYP itk

Ik, EEHEA

UEEMLESEYIP U EERIERR, HAEREENEAMANAER, NmAXERFRH
AR, BXFAER, BEHARKIMKLZAFIHIRBNEL 1P #hit,
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| Unique Users

App configuration App discovery Security groups
All protocol N l Last 1 Week AV @ Add filter
App discovery shows list of domains visited by end-users. Select one or more domains to add them to a new or existing application.
2Selected () View selected only ( Create application ) ( Add to an existing application )
| Domain/IP | Port | Protocol | Total Visits
meesho.com 443 HTTPS 3 1
(] www.google.com 443 HTTPS 2 1
O www.googleadservices.com 443 HTTPS 2 1
(] www.bbe.com 443 HTTPS 1 1
myntra.in 443 HTTPS 1 1
O www.apple.com 443 HTTPS 1 1
wikipedia.org 443 HTTPS 1 1
WWW.amazon.in 443 HTTPS 1 1
(] www.ajio.com 443 HTTPS 1 1
(] javatpoint.com 443 HTTPS 1 1
(] udemy.com 443 HTTPS 1 1
(] www.reddit.com 443 HTTPS 1 1

Most Recent Visit

2024-08-14 12:22:32

2024-08-14 12:16:21

2024-08-14 12:16:21

2024-08-14 11:58:01

2024-08-14 12:00:54

2024-08-14 12:00:54

2024-08-14 12:16:21

2024-08-14 12:16:21

2024-08-14 12:22:32

2024-08-14 12:22:32

2024-08-14 12:22:32

2024-08-14 12:22:32

| Assigned To App(S)

- SREREIRTE !

RERIBIET B (Jin)sRBE > REREE) ~AHEERIRM T NN ARRFFRER (RIF/RR
BERFPIILEER, HANLETXIRERNABR %

OIFAELE) MEEAIIE, BERAUEE
o BXIFARER, 155

HRRERTE,

Policy configuration Policy modeling

Model user access outcomes, given various contexts and conditions.

Device type Domain User name
Desktop spablri.com A4 l spa user01
(%) Simulate conditions ~Contextual tags = term &
Contextusltogs ) | =(oquals w

Application access

Clear filters

Application Name | Result

avanthika @ Access will be allowed

buddi_nani o No access policy found

ale

Display name: spa user01
Domain name: spablri.com

| Policy Name
avanthika_pol

N/A

Filter by app name Q

Page 1

o ZREREHUERIMLS

AELRETRBRPEENNARERF (AMBEEKR) RAOAREH AR,

RINBRT,

MRRENXENAREFRE fﬁhfﬂﬁﬂ%%,ﬁé?%ﬁﬂAE%ﬁﬂ%ﬁWMWwF'
BiEF. MTFrREHRMKEE Fﬁ&ﬁ%ﬁﬁﬂw&ﬁSwsf%&f,ﬁﬁmjuﬁ%
RIS PRIRE > REHANMEETF, &

XIFAER, BBAREH AL,

iT Citrix Enterprise Browser J3iFaiiE4 1518, ﬁ
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Domain ini i [ ioned Websites

Manage user access to websites not configured in SPA Web filtering is enabled

Default Website Traffic Settings
@ Allow all users to vsit unsanctioned websites

O Block all users from accessing unsanctioned websites

Website Traffic Overrides

Override default website traffic settings to specific websites by adding them to a grouping below. @

Blocked Websites (@) ‘ Allowed Websites (@) b, Download CSV template @

[ Search blocked websites Q l + Block a Website

T Delete

() website

0 @ www.facebook.com

O @ wwwdribble.com

Page 1 ofl 25rows v
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Bl

2511 kA&, Secure Private Access JEREZPEZEUTEMAIA,

+ M Citrix Workspace AR HET Web WEFREEMNBERN, SERAIREER,

R E L BUBIRRUSRE BN AR

« 7£7%%8 Chrome BREXHMIBER T, BIXXM Citrix Workspace N BIEFHET Web BN RE
EBoiRAREREN, TERNEEXHE, NAZEFRARE Chrome X2 FTH,

« 05 NetScaler £ Google Cloud Identity B955 =75 SSO F{EJ/3 OIDC B9 IdP i1, MEFEE
EERERREENMEEGE, TEER Chrome EEEX 4.

FRTTE L BIBRFHFEFTNIIFEEECE X o

« 7E Secure Private Access /&5 CEP Z3ZEH, HEMA SSL RIAREX 4 aEFS4HY, CEP IR
#0 Secure Private Access VIEZ[B]JBY mTLS EF LM,

MEAIEARSS SR CRINSMIBRIERS) LRREEEREEHRY.

BCi& Citrix Enterprise Premium BY, #18 Google EF XEEX, N4 B RAEMAIEIEFARER
HHEIRER,

RESIERT EAE TR RECRARBINAER.

« Secure Private Access XFRRFHIN BEEFEMNITHERAER SaaS N AEFHEINITE.

« Secure Private Access &Rk BIEERF B it BERF ER4A T EERAFRE E BRI
R,

M3ERTF Linux B9 Citrix Receiver Bz Web K 27, =&~ AM_ERROR_UNEXPECTED
"o

o IMITEEMIAIRERBFRE (Secure Private Access > i5inER) FIMEFiHENHERRE
o
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» nFactor B EIEREAZIFHAE SAML BNgEIRES.

* 7£ NetScaler £ECE OAuth IdP FREXHBY, BEFIHERFERPRDIFERFHARFT #
@\ !\ \A\ &\ %) o

 #1%R NetScaler Gateway P& T B IRIE PR D IIE, ERF Linux BY Citrix Secure Access
&P IR TTAE T

« WNRNFERFM FODN L local’EE, E&AT Linux B Citrix Secure Access & P i T5iERRE1L
R

- BAEMNARRN, ERELREXHHREIFEMEREIRED RS AAIA....

- INRECE THIEELLBAIF (DLP), Citrix Secure Access & P i 0 N IR F 118,
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RFEERMFTRFEM

TR RM T B X RAERMARFMHHESFER,

IR AR K

Secure Private Access ;RS ICE B ELL FIFIRA ¢

« NetScaler : 14.1-66.54 & EEhrA
 StoreFront : 2507 LTSR CU1 & 2511 CR REEARA

« Cloud Connector : 6.141.0 / 4.420.200 X EShRA
RARAPIRE LBEUTRERMGARA -
« 3F Web/Saas MR :
o BEUNYEE ¢ 142
o S&FF Windows B9 Citrix Workspace W AFER : 2507.1 LTSR 3% 2508

o &R Mac H Citrix Workspace W T2 © 2508.10
« ¥F TCPIUDP MR :

o AT Windows By BARZ£if(A) © 25.5.1.15

o 3EFTF Mac BY Citrix Secure Access : 25.11.1.1
o WFERIHT (EPA) :

o &FF Windows By EPA & Fif: 25.10.1.7

o EAT Mac B EPA B i%: 25.10.3

BIASEER

TR NIEERBESRE HTTPS i 443 BT StoreFront AR 280 StoreFront fa&i19f88, R

fERIFR RO, BHENNIREROIRE,
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HEXW

StoreFront
AR5 25

eSS

Dl

R

NetScaler

NetScaler

NetScaler

NetScaler

EIP

StoreFront
RSB ERITE
1P 3h3k

~iEEaRT
B 1P Hhuik

EIP

NetScaler
FM 1P
(SNIP) $thik

NetScaler
W IP
(SNIP) ik

NetScaler
FM 1P
(SNIP) 3tk

NetScaler
W IP
(SNIP) ik

Bt

NetScaler
W %

Secure
Private

Access 1 #

Hads

EEER

Bt

StoreFront

e

Eixd

ol

NetScaler

Hs

[EimN A
F (Web [z
RiEFEE
Fin/ARSS 2=
N FAtER)

Y

TCP

TCP

TCP

Y

TCP

TCP

TCP

BURF[5i%
Iz FAAE R T
P

443

443

389 3¢ 636

8|

443

8443

BURTF H ik
REBIHO

BURFf5i%
I A2 b
H

IR E— NetScaler @& StoreFront #l Secure Private Access FREMF X M HI9%2S :

i

{Ri&% Secure
Private
Access f#H
RN

HNER M % M StoreFront &z Secure Private Access B0 B 1 #1547 285 FERAARFER NetScaler :
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P BIp Bix 171304 %A Erpuiy

NetScaler NetScaler StoreFront TCP 443
SES FW P A= BT

(SNIP) ik
StoreFront StoreFront StoreFront TCP 443
k=R E k=B E AR5 25

IP it
NetScaler NetScaler Secure TCP 443
) % F™ 1P Private

(SNIP) ik Access fa#
Secure Secure ~iEEeR TCP 8443 iRi& Secure
Private Private Private
Access 1 # Access 1% Access £
B2 s IP FINE O
NetScaler NetScaler NetScaler TCP BURATF ik
SES FH 1P Hh IR RIBimO

(SNIP) ik
NetScaler NetScaler [EimR AT BURF 5% BURTF 5%
(SES FW IP F (Web [z [z A2 [ RIEF %

(SNIP) $hik BREFEE W O

Pim/ARS 3%
[ FATER)

FoRFMF

FIR Citrix Workspace™ RZFAFER5 Chrome Enterprise Premium Z BRI RIEER, A ELU
THRE, RINTERIX S REEIFEIRIEM Citrix Workspace N EEFSET Web BIAF RE
BN ARERNREESN. ELENAER,

NetScaler S/ R

MTFETHRMTE X NetScaler FoRFHHNEZER,
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Chrome (RIVEEAR + Citrix B35 AEE

« BREFEES Citrix £HEENARSS (DaaS) FTFIRER NetScaler Gateway, It NetScaler
Gateway F3F7E Citrix Workspace N F#2/Citrix Receiver for Web F#{Z¢ Secure Private
Access N 2R DaaS NAER.

- BEARASAEM X, EEIH H Citrix Virtual Apps and Desktops i&i& NetScaler,

o EI&IB NetScaler Gateway, BEEIR W{AIECE NetScaler,

- BERAFNTLIRTEES (FQDN) ZE—THHNAHE 1P tutfIENEE 1P #hlt, Rt 1P &%
7 NAT B)FLE IP, EE BT R Secure Private Access W FITZFECE HTHY NetScaler
Gateway, Itx FQDN AFEAEE Chrome BREXHiH0FAE Web NBER, RZXAFE
BILAfERT Citrix Secure Access Z P gtk FQDN ZE3ERIM X LUARINS N BI2F. LA IP
MR T Ul RESPIER IP A FER. B XIFAES, 1ESIM Secure Private Access ‘88
EE A,

o I{RIZIE NetScaler Gateway HY SSL fRSZ2RIE . IEBHNEZHENTEETEH %
(FQDN), @E#HY Secure Private Access NetScaler Gateway B FQDN, A& * 18 X BoEi¥ 415
B, EB NetScaler it &,

« W1R NetScaler LECE T SMIIEREX . EHa]UERINENES MR EX FMENNS
PIIEELIARSS 8. B XIFAER, 1FEH EES NI,

B X F¥ NetScaler Gateway FB{E Google OIDC B IdP, 1525 & NetScaler Gateway {EA

IdP_ {4 Open ID Connect FRiE S 4,

{%BB Citrix Secure Access Z3E

o BIMAFHTEREH S (FQDN) FE—THILH IP BN FAE 1P #illk, R IP &4
7 NAT B)FLH IP ik, SR ATF A Secure Private Access W FBTEFECE#HHY NetScaler
Gateway, It % FQDN AFEAEE Chrome ECEXHIHIEFAE Web NARIEF. REXAFPE
BILAfEF Citrix Secure Access 2 imBILL FQDN EERIW X LUK RINSN BIEF. B IP
bR TF Ul RS ISR IP Sl 7B, B XiFHER, 1ESR Secure Private Access iB&
EE A,

o BT EAT NetScaler Gateway B SSL ARSZ8RIEH. ZIEBHA TS HENTEREL
% (FQDN), TFEATFHHI Secure Private Access NetScaler Gateway B FQDN, B X8 %t
BIFAER, ESH NetScaler BRi&.

+ HA{RTE NetScaler LECE T B RIEACE X Ko
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WA AERILA B S 17 30 AC B X A AIAE R Y & 0 JUIE R AR S5 250

ZEEMBI S MIIEEEX M, 1§21 BB S DIE.

Cloud Connector ¢/ R

« HB{R7E Cloud Connector 2B Secure Private Access IR, HIRIFFEEEE), FEER Citrix
F ¥

o H{RITIF Cloud Connector 1@33 %[ 443 Xt Connector Common #1 Secure Private Access

FQDN #iTHihiEA. B XBZFMELR, 15217 Cloud Connector FIRFGFIEZEER,

B XIFMER, 1527 Cloud Connector B,

StoreFront g/ REMH

« FA{RTE StoreFront E8IET —NERETIiZfEiH (BECE NetScaler Gateway) BY Store, iFE
i%] StoreFront 341,

« J¥ Secure Private Access #NI079 StoreFront N FEfEEF AL = ¢

o FIFHEBIN IS IEE BEEIGR.

o BAT FRMNBGER, 1% Secure Private Access {ERZER!, SAEHMA R RGN Secure
Private Access fa #3525 FQDN,

TNRIF{US Secure Private Access FiF TCP/UDP (R PFim/iks328) NMARERE, NI
StoreFront =A%,

BXEMEER, 15EH StoreFront EEi&,

ZE2WB MR FTRENF

 BA{R Windows Cloud Connector A& 71 B HB3EFOINLERIGE 8443, Citrix Z2FhE
WHIaEERO 8443 NF—14E HTTP RS

« WIRAT Citrix T2 B IERIAER 1 HI5% 28R Cloud Connector fRiw{EA BT, AN
8443,

- BIREAT Citrix Z2BIHRNRERRFHITEZ LECE T SSL 781 SSL HH.

B XIFHEE, 1215 Secure Private Access services
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Google Jo R M

MTFETREE X Google FoREZMHHNEZER,

Chrome I B4k ARiFATIiE

HIRIZBAE BRI Chrome Enterprise Premium ¥FAJIE, ZiFRIIEANET Citrix Cloud Platform
License (CPL) it%I3%X%5,

Google Workspace ERiZH&

« Google &P ID : M Google BIEZEHISIREVUER Google EF ID, It ID 2A2E Google ARSS
MERFAHEN, FHNEF ID ALLET Google BIBZEEIAHH A > HAIGE HITHRER,

* 7£ Google EEZHSPEIEBENXAR® | ZNZEFMA Chrome Enterprise Premium (CEP)
F /2 Google Chrome 55, EIERWMMTE Google BEEHIEFEE B EXAEHD BN
PR, B XFHER, FEH Admin roles and privileges,

- REBRIEE | SAEENREN RITAFEERE, BRERRKIMEEDR, fITAR
B “BREREAEESERLLARE

R Google BEEZHISIRBENERLRARIBIZE, WITERBXHITENA Citrix 227
BiHEFRENARIEEE, FHS5 Chrome Enterprise Premium HIEEpLIF KK

- BR% DevTools §" B | HNZFEHIZRLEY B Chrome DevTools, MUBLEBURBIE#E. X
& Google EIEFEHIE HHIRRINEI,

 I7ETE Google Admin console for Chrome Enterprise Premium FREZE S RIPRE] : LARITE
Secure Private Access 1§ & BB IA IR RFI{ER F Citrix Enterprise Browser, 2 Google
Chrome LIS 256, HTTE Google Admin console HFi/ 18] FRHIER & o SREEFOAR NI,

- $RB&TE Google Admin console > Devices > Chrome > Settings FARE, XLEIGERDIFE
BN SINLE, FIROFELE JavaScript F1FIFFTENNSIR,
- #M7E Google Admin console > Rules A&, XLEFMNES DLP X HBRIKE,
WARINZKED. FELE TFTHESHAETESHEIXHUKR URL iZE,
& X £ Google Workspace Admin console FEIZEFERAFMUIFHAER, BERUATER :

o 9 Chrome Enterprise i&& Chrome Enterprise ZE#%23 558
o BUBRFRIPAN
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« ¥FAE[E © FARIEEE AR Chrome Enterprise Premium ¥ aIIE, ZiFaIIEA&EE Citrix Cloud
Platform License (CPL) it%I5%15,

AFX sIAE

MTFER31RM T HE X Google Chrome o RFZHHNEZER,

FEEM Chrome EEBS4

e RAL AP HBSIERITEERESHiFR Chrome, BB XA ERERERF 8% LREIHT
Chrome B, ¥ BHNZL2IKE,

F* Citrix Workspace HFEEBNAF BRS Google Cloud AR BREY
TRAZURF Citrix Workspace 3¢ StoreFront FECER AR BRS Google Cloud BFBREY ., EfK
Xin, ZFHUTHFBER

- JESHBER

« Microsoft Entra #5182 (LABI#RA Azure SESIE R)

EHETAFRER, UBREREHRITYAERER .

BFTERFEpM TR (5R%])

Google Cloud AR BREKIEF B FHM T, £S5 Google Cloud AR BRR®, Secure
Private Access PRI P AN RLMEG B FHpH#tE, /M, BEFHFEK,

MIRFAE EEIHIRIE/MA Chrome Enterprise Premium #1 Secure Private Access F=iafIBEF, Uk
FREA RIER RS EREEHA, HBEEFTBFIRHMILFER, BFHEMUAHER D B BEERR
Google BRI G HECEMIIEAYIEH,

EhB RES
R Google Cloud Directory Sync f¥&8J AD 5 Google Cloud BF ERRES, UAREER

MV AT REEERN—BRAFEE,

B X 20fAf¥ AD 5 Google Cloud [FE%# MU 7E B E X ZEH“Citrix-schema” T2 Z BHE X AD FERVIFA
£8, EEIR ¥ Google Cloud Identity 1F 8 &0 EFEREREER Citrix Cloud,
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& Entra ID

IR Microsoft Entra ID & Google Cloud AR BRE%, MUXI Google 1 Microsoft =¥ &
EINAFRMAEER, BXFEHAGER, E5H BREF AN,

BXEZER, 1BBIA Google BREY,

St TLS &
7R Chrome Enterprise Premium Iz s EX A TLS KE (¢ SSL 10ZE) ML LIEEE1T, &
DIFLLT EN B MEE R R,
* ingress.cloudproxy.app
* securegateway.goog
e *.securegateway.goog

XMBREXEE, AANFZ TLS ERRAZE (FII0 SSE HuEmAIERSER) FRexiF
Chrome Enterprise Premium {E#Y HTTP CONNECT /7%, Xrlge SR EZeAH1,

e, BRCRFIATENBMN TLS EHHERR, LB R BERIRZA AP EEER BAERIER,

e safebrowsingrealtime.googleapis.com

e secureconnect-pa.clients6.google.com

* secureconnect-pa.mtls.clients6.google.com
* secureconnect-pa.googleapis.com

e chromereporting-pa.googleapis.com
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Secure Private Access JESZBZE A 1]

AE TR T IGE Secure Private Access ;JESIFER 58,

= > Nescaer ey |

(App access)

‘ NetScaler Gateway

—

(Enumeration)

Invoke Chrome with
managed profile

NetScaler

Legends

C mmmmm ‘Web/Saa$S apps
enumeration

‘Web/Saas
#  Web/SaaS apps access

TCP/UDP

» TCPIUDP apps access

Common flow for policy
_— evaluation

vy

Saa$ Applications
el
ications

Friazel

LUTERD R T B X EFFA Secure Private Access ;B S SFE 2 IS THHITHR ETRIIFMAE S,

ISIFIRRY Secure Private Access $534%

&Y Citrix Cloud P 4B Secure Private Access FRSZBIE I,

« B F 3 Citrix Cloud Z#I&
o TE1Z=4Itk_E, 383F Secure Private Access IRSBHIEE S A W BB A,
o MNRIREAAII, MFTEMER, FEERIER Citrix (CRUBRRIZA 8],

IR
BIRARFTELER M. BXFAES, BEANERM,

WIER& M EFTEMBUESRMT. BXFBEYHROMBEERENTEIFAES, 175

SR E,
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EFFERERT

ARUDRER L, ©&F IRBRNEE UIFRECE,.

BT R

« ZB 1 igERTNRREI SRR
« T 2. REE—TEIEFO
« & 3 BEMDHT

% 1 . I8 Google Chrome IV ELRhR

ET B, RARTIEAE Google Chrome Enterprise Premium,

7Ei% & Google Chrome Enterprise Premium Z&i, BZEBUT/LA :

o MNERIT{VIF Secure Private Access B F TCP/UDP (R FiH/IRS28) WARR, T8 d Gk
o, BN, BEE IRE UFTHRESE Web T SaaS MARER.

- NREET GNP, WURLTEEARATESEBNER FEA Chrome Enterprise Premium,

« FNRIEKELF IEE Chrome Enterprise Premium, NFRREIEEEAIT Web/SaaS MEEFHE
o IEREREFEEE TCP/UDP (BFFim/ARSER) NMAERF. WRE TS Secure
Private Access FF Web I SaaS NAEF, NIMEXTET IRE,

Bt T B S, EFR Web 3¢ SaaS haeRIHE—A AR EEE ™ Secure Private Access fti&E.
Jﬂﬁ, i%ﬁ*% Citrix i?%o
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BEME

Secure Private Access

2 cifrix

Set up Secure Private Access Hybrid

[= &s needed. the

to complete the setup.

-®

[-© I

{ omz

Data Center

Step'l
Set up Gooale Chrome Enterprise Premium

View Prerequisites

Status

@ Not configured

€D Grood

Step 2
Set up first data center

View Prerequisites

Status

@ Complete Step1first

Gitrix Ghrome @ Gatoway @ SaaSapps | External | NetScalsr @ ntarnal SecuraPrivate @ StorsFront @ Internal apps
[ oo e firawall | Gatoway firowall “hcooss
Network boundary  @-----# Pending connection  @———=@ Pending analysis @———@ Successful connection

Step 3
Configure and analyze
Status

Google CEP
NetScaler Gateway

Secure Private Access

StoreFront

@ Not configured
E> Ready for analysis

E> Ready for analysis
E> Ready for analysis

.
1. Prepare

z

3. Upload reports and analyze configuration

4. Setup complste

Google Chrome VSR RECE
1. &EBRE LHHEALIE Google EERAME,

2. RERIREAE A Secure Private Access BB EIZENFA TSI ECL Citrix RSB,
M 1E15B8Y Google Workspace BIBIEHI SR HITHENERALE,

Citrix fEF Lt

Google Chrome Enterprise Premium

> View Prerequisites

Step1
Assign Service Account

Service account is used to configure Google Workspace and Secure Private Access integration

1. Copy the service account address:

tenant-sa-klcfyamnOrvv@verdant-bruin-438923-p6.iam.gserviceaccoun [ Copy
2.In the Google Workspace console, open Account = Admin Roles.

3. Create new role and select the recommended privileges.

4. In the new role, select Assign service accounts under Admins.

5. Paste the service account (tenant-sa-klcfygmnOrvv@verdant-bruin-438923-p6.1lam.gserviceaccount.com) and click Add. Then click Assign
Role.

3. RBRE _FMIHEATE Google Workspace BEIB{LH| & EHIZM Google FF 1D,
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Step 2
Enter Google Integration Details

You can find your Customer ID in your Google Account Settings

Google Customer ID @

‘ CXXXNXKXXKX ‘

Secure Private Access Gateway URL @

‘ https://spagateway.mydomain.com ‘

4. 8%l Google EF ID FHEFNIEE] Google & ID lAFE&H,

5. IARIEE N NetScaler Gateway T8 7 A3 IP #itF] DNS 2R,

£ Secure Private Access Gateway URL FEXFHIALLL/AH URL, Itb URL FRFEIETE (/zh-cn/
citrix-secure-private-access/hybrid/spa-hybrid-setup-netscaler-gateway.html) A2 ER
NetScaler Gateway I Hithit, MNREEFREZHIEFRO. JHRIKE, XNELEERSHE
A TFH (GSLB) 38 URL B9 #tidiE,

RTFLIEE R Bof¥ Google Secure Gateway EoiE H{EALLHNE, MMEEHBERIEZETEMN
NetScaler Gateway LUHITRERN BIZF A7,

6. IEFRNIIRFIHRINRABE A, REXLARE G FEESIRITE Secure Private Access FECE
BN R,

b= W

o IMRFENRAFPANTEEIETF Google Workspace Ao
o A, BRTAPACARNERRA, HEBNATIEER Google Directory 4R
filo BX*EZER, 1B5EIH (/zh-cn/citrix-secure-private-access/hybrid/spa-hybrid-

postonboarding-tasks.html#update-the-chrome-enterprise-premium-configuration).

\

7. B I UMARFTEECEBERIERS, 3B Secure Private Access B EZIFHIT Chrome
Enterprise Premium £,

8. B RTF-

S 2 IES— I REEFID

FLF B, RAESIRTEHEATE NetScaler EEZE Secure Private Access FRERNIFAE R,
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MR NetScaler HEFE FTRE M,

NetScaler Gateway X

> View Prerequisites

NetScaler Gateway Virtual Server Name @

| _XD_ J_443

Secure Private Access site URL @

| https://spa.r local
Secure Private Access Gateway URL @ Internal IP address @
https://spa_ _— n.com 10.C

Certificate-key pair name @

star_m “i_local

« NetScaler Gateway EE#IIRSS23RFT . WA B SEH StoreFront SPEELERY NetScaler
Gateway RS2/, LEEBIARSS 288 F M Citrix Store FECER Secure Private
Access N FETER

NREPT T Chrome Enterprise Premium &, MAZEZE A

<=

« Secure Private Access It URL : ARREEREEEB Cloud Connectors E3iE1THY
Secure Private Access ARSI #5185 URL,

I E It es i FERE A {EF HTTPS on port 443, SNSRI E KRG A Ei9%es, BFEF
Secure Private Access faZi39#2s LUREUREE, SAEBYRE,

+ Secure Private Access Gateway URL : |tlt URL @ 5FHFHZ=H/ NetScaler Gateway Y3
ik, ©RTFEERNENBER,
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MREBERREZSBUERO. ZUREE, XNEEHRSRNHFITE (GSLB) 5 URL YA

b, N5 URL Z&i7E £ 1 : 3&& Google Chrome Enterprise Premium ERiEIIAE, ©F
FEFR.

o PUEB 1P bkt : A FTFIEM Secure Private Access W x B9 FAF IPv4 H#idik, It 1P thilk7E S8
3 - EREF A RAVECERRE) 9 BC4A NetScaler Gateway FEHIBRSS 28,

o IEB-BIAMELI . WMABRTEERM NetScaler EEZERY SSL IEB-BREAFR FIL TR,

- BE RE ®REE, BET ) HERH. CFERREZERETEE PE 3 - EEN DR $
HITECE.

SR 3 EENSH

W AT LURFBER & N FB FA<#h StoreFront #1 NetScaler £H14%,

EdE a1, EHFEHRE StoreFront 1 NetScaler BPRA fo Rk &4,

THEH3iE1T NetScaler 1 StoreFront 2
LUTER 3R T B X NetScaler #1 StoreFront IAHEZE B,

NetScaler [

NetScaler EBIFRE Secure Private Access ECBER A AER M9 {THRE (CLI) H1T.

1. B NetScaler THZERA, HHAZR—MNMZEBITIE, 7/ Secure Private Access BREHD
BN ITIER NetScaler Gateway, HIWEFMERER. BXEZER, 1EZIA NetScaler

Gateway Analyzer.,
AL EEUTEIN :

gateway_analyzer_<customer-id>_<datacenter-name>_<timestamp>.tar.gz
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Download NetScaler script for data centers
A Caution: Running this script on any other datacenter may cause errors. Back up the configuration before
running.

Select Datacenter

‘ Blue NS ‘ Download NetScaler script

2. £ sCP B g (ff0 scp X WIinSCP) ¥ TFHE *.tar.gz X £ HIREHY NetScaler

o

3. IXHHMEIE /var/tmp/ BRH.

4. fE£M SSH (BIANMER PuTTY) & R% NetScaler BaS1T5RE (CLI), HEAEIE ( nsroot )
PR,

5. 1£ CLI {2 ~"f F# A shell’A3A18] NetScaler shell, SHEIGIFERE ¢ cd /var/tmp/

6. BEEME,

BRI B R T ERVEE X Mo

tar -xzf gateway_analyzer_<customer-id>_<datacenter-name>_<timestamp>.tar.gz

7. tar BOREIE—TER. £H 1s BEEHIXERNGT, ARSMENIZXMHE,

_—y—

8. £ python3 iEZ{T M 28MIZA | python3 analyzer.py
9. YMIAIRTEA NetScaler Gateway H 1550 IFFAFART ¢

a. R[EIX 2R HAY Secure Private Access IR EDH, AEEH HEMNST FLHNZEER

”
[e]
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a. £l NetScaler Gateway SR8 IEFAR.

. JSZREAKENER] NetScaler CLI 1, $AG3% Enter.

NetScaler Gateway L FHEE L FAF BETEAL Secure Private Access ECi&,

10. HIARINEITE, SEHIIXEERFER—HRDIRS
11. TEFHEMA scp/winscp FREFIIRS . BEDITBREEE,

StoreFront 4

T BT FNRE CSA BN ErER, BIUNREFE 1 - 1&E Google Chrome Enterprise

Premium/Bkid CEP BZ&.

1. B if StoreFront T#; PowerShell flZ<,
2. IEHAZR—MZWTIE, B :

a. &AL StoreFront ER &,
b. WEEERENEE,

ESEEEANRTE | EoXaUERANRIETTIL PowerShell i (Fla0, AR ET
FHIER UBBRAZMDBEIT) -
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b5, EFTREFEIFE PowerShell HITEREBEATTITFHIAIZTT. MNBXE, EALUMEFEY

PowerShell 1275 F351T Set-ExecutionPolicy Bypass (EUEBFIRALRIIEN FIR) K

AT (E,
BIAS BB T -

storefront_analyzer_<tenant-id>_<timestamp>.zip. .
3. FFTHEM zip X4 & HIR)IZEY StoreFront PR35 38-

4. 1% StoreFront fRS328 £, 1EEX .zip XHHIAZR (FIa0, ) C:\temp\\spa-sf-script\\) F3Z 4
F) o

5. UEEBRNRITF PowerShell EO0 (ARESL, “UESEBASZMIET) -
6. 1£ PowerShell EOR, St (EF cd) RIEHBRERANE R,

7. BEEITU TR HRITRIA
.\CollectAnalyzerStorefrontInfo.psil

BARINETE, RER—MORSE. THAREEUAE T —FER,

LR SHIEE
SEEAE AT A A A PR AR S SR VB

1. BEHESH
2. RARRTRELEDIRS . EEREERBR XM !

« NetScaler D¥ikE.

« StoreFront DR,

3. MTXHEmINLILZE, BEDH.
4. FEDHTH. RERETFIBERENRINIABLER.
5. BEREOMEGR !

a. MIRFABASMBLRBEES | EERNEIEENEE, USRS T—F,
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a
Analyze configuration X
> Prepare for analysis
v Secure Private Access @ Setup complete
Test Status
spa.check.cloud.access Q Success
spa.check.db.access Q Success
spa.check.tagservice.access Q Success
spa.check.cas.access Q Success
Showing 1-4 of 4 items Page 1 ofl 5rows Vv
v NetScaler Gateway @ Setup complete
Upload report to analyzer
Drag and drop report here or Browse
Test Status a
SPA vServer Configuration Check Q Success
SPA Profile High Cipher Check Q Success
SPA vServer SSL Profile Set Check Q Success
SPA Profile Configuration Check Q Success
SPA Profile Binding Check Q Success
Showing 1-5 of 25 items Page 1 ofS 5rows Vv v
v
b. MIREFZEREM :
i. IREREBENRTE.
ii. RIBEINAIITEEE § KA Y (NetScaler B¢ StoreFront) _EHIEIR,
i. BERdE, TZAYH LEFRSITIZHBAUERFIRS.
iv. RESEHER LERNSHIRS.
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Upload report to analyzer
Drag and drop report here or Browse

Showing 1-5 of 20 items Page 1 of4

SEREAFH R BN RAER
2T | RELARFUTRIEHRERS.

X5 T IEHNTRESEH A, IREEFRRESHEIETO. ZWHREE, I
fciE,

AREESS
W FERHT B X ARBASNESEL.

EENAERF
EHF—NEEESRATENE— VAT, BUEEIEHED—

Test | status a
Discover SPA URL Q Discovered View details

Discover StoreAuth Key enabled or not Q Discovered View details

DNS Resolutions for SPA address 0 Success

SPA Health Check (using health endpoint) o SPA health-check failed View details

SPA certificate validation 0 Certificate validation failed View details

Srows Vv v

PEBFRRETER O

NAER Web NARZFE—

N TCP/UDP N R FMRIERIEE, EETE (/zh-cn/citrix-secure-private-access/hybrid/spa-

hybrid-configure-apps.html) R A9I¥4035% B,

BoE i R B
« 7£ Secure Private Access BIEEZEHIEH, ST K& > HiRISKE
o NS RIEFOIERIHIRREE, WEREX BAPEH

- BEXEEEMESR, iBBIH (/zh-cn/citrix-secure-private-access/hybrid/spa-hybrid-configure-

access-policies.html),
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BHT Chrome (W S4hR B0E

& A A7 ABRfRE % Chrome Enterprise Premium (CEP) Bdi&, UESHEWRTEHMEF. MRTFREA
F#1 Google Directory BP9, EERILUFECER B Fi%EER Google Directory 4R 841, F
PAMBRRMHIFBESF, RitbBENEETURH S,

1. 7£ Secure Private Access IG5 ABRTER, 2 Chrome Enterprise Premium i&&EFHHY 44
1=

Google Chrome Enterprise Premium X

@ Orzanizational Units

‘ Search organizational units... o\ ‘

~ [F) sctel
~ (B site0l
> [ Finance
> HR
> Ensineering
> [ Sales & Marketing
> [ synthetics-ou
> [J SPACloud

V ) scte2 v

2. B AABN LIRIK 8 3% EMF X ERIEH Google Directory BREER], SARERET SHILA
LB,

IR

o EEMALBMRHAN, HREER T ZALBUNEFEFALBUHINAER, &
EUESIENEMFAL RN, ERRFEUSEREFALNSA, XEFHLABMRE
THBEFHERE, EENEESFE, BEBERREFERISENFALR AL

o RPLAMNKREMRPETR. BENFAEAESH CEP £/, BEXFFRERF

. BRENIZMERA Citrix RSP MIEH Google BRHIEEA, XEZ AL A > JEE
BB, BXIFAEER, BERNEERAENNE,

L J

3. BEHEIEUWIERE, AREHRE

NRFERINIVEEER T %R, BERTFLZABRSITRIE.
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RS EE
REEXR (FNARFEHER) /5§, 4Aih Cloud Connector Y Secure Private Access B4 TM
Citrix Cloud B It L&

2B ERERKK 10 SHF seTelo

SMATSEIE | ERINERRESEE TR (X RE8 > [RESERT) NEHRERSENA, UEEEN
HRBES AT AR,

NN AER (RELHAF)
ANNBRLAFNATEHIRE LBREXBHNNBERF.
XFigE
« Web/SaaS MR (&Y Google Chrome FEEECENXMY) AN EASEIRIERSGIHIA,
7E Linux. iOS # Android i&#& £, Web/SaaS N 2R al@id Citrix Secure Access & ifiA
18

« TCPIUDP RZAATEFE (&iT Citrix Secure Access B i) % 1F Windows. macOS. Linux.
iOS #1 Android,

518 Web 1 Saas N BEF

BRAELUEE =MEFEARNEEmMES LIHITE Web NETERF., PAEXLEREEFBEITE Google
Chrome REREXHHEINAERF.

&AL ERHSEREXSM Chrome FI%EE (%)
XENAPRENRETENER,
1. 2% Google Chrome %25

2. NRXZBEE—XER, BEREIHIEREE LEER L E B F B HALRINETRN K2R ELiE X
fro XREIE—TREREXMFo

3. EZERBEXHEF, SMBIIEH NetScaler Gateway URL (1 I8 2 | i§EE—NEEEFD &
FEERY URL) o

4. BERIVEHINBEIE,
5. i Web 8¢ SaaS WAEFERUBEHE,

N AR ER EREXFRBFERFHER,
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ik B ERIFZE Web X8R

A EERERIIGE L LEZZIFMAR Citrix Workspace N B ER.

1. BB REFNEENEER (FIa0, FEZE Chrome. Edge. Firefox) o

2. SMEEB NetScaler Gateway URL (£ FI% 2 | ZESE— 1 EIEHO 9 StoreFront BE&
B URL) »

3. BERIEHNAEE.

4. B Web 5 SaaS NAEFEGUBEIT,

5. MHERSBR—1MEE, FT&REITH Citrix Workspace Appo

6. P UREE ST

7. Citrix Workspace [ FBTEF#EEF7E Google Chrome HERBXH TSN AIEF. NRER
BIRECEX M, NEHM— I FUER T BB FHA IR ERSE, HIETREREX 4,

J3% C © M Citrix Workspace N

1. EIRAYIRE _EE T Citrix Workspace Appo

2. MR HKEIE, 151EF NetScaler Gateway URL (ff (/zh-cn/citrix-secure-private-access/
hybrid/spa-hybrid-setup-netscaler-gateway.html) H3 StoreFront E2iE8Y URL) ZINEBIR S
J&o

3. BRIEHNEEE,
4. BRI ERIMENN BEFYR,

5. B Web T SaaS MW BEFEIRUEME. ZNBER<BHEIEER Google Chrome EgiE
XHAFRITH

758 TCPIUDP (ZEFRIIRS2R) RAER
/18] TCP/UDP N 2R EZE Citrix Secure Access & F o

RN I R EZ T HFIRAAY Citrix Secure Accesso

4% Secure Access F i
1. [EZf Citrix Secure Access B,

2. YRR THEA URL BY, i5%iA Secure Private Access M % URL (7£ (/zh-cn/citrix-secure-
private-access/hybrid/spa-hybrid-setup-netscaler-gateway.html) FEZERY FQDN) o
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3. EHRERMB MR

4. BPmEEE, FERALZ2IE1T.

Emhe kBN AR

#NR Secure Private Access HREEDIF, RIMEAUNBERERANE RS H40 :

 FTFF Microsoft iR £ FHE#%EF RDP RSZ23HREBEN %0
o ¥TH SSH ZEPIHFHIERER Linux RSS2REIAEE 1P,
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BUEX =1L

Citrix Secure Private Access FRBVEHERXIS L % 7 REWS R 12013 5 1ot sth 3 X I S22 1) LB R 7 L
B, ZTRALUAERHEBIEFMEXE, EHMaERK. BUN (EU). TEAMKX (APAC) #1463 (NA). Fi
ERSEERESRETIMEREA, BEREFSBEFEEMEXE,

BRI ThRE R IA TS -

« BB RERIBREEAMEXIEA, HREARMIBEE BT,

 FENERH R MEMBIEENEK,

o BRI BER FHEE IR RIS SR IR E XL,

- XFEAEKEKEFT KR ELEME, EXPEBEEMXASEEERBR—HHNZRXNRE
e

_[-=r .

AR

IMRRBBIEXE, BREGEERNARTREIG™RIEREEENEMER, FERZ
HiRSBURFEERZES, MRZEXEHELR, BERIEAIESFEEFMFHIEXEZ
5%, MBI E NPLHRFI R AR 2R R T IR A,

XFFHIERE

IttIhEes&EFFFRA Citrix Secure Private Access 33E, SERBIRAFNESER, M FEBXEFHLK
BEHYE., SMMMEEERNALLEETE,

AcE

e X Secure Private Access IREBFES B EARBREMN—RMIRE. REG, PFIEHIEE
REBEFMEXIGH, MIEEHITHRESBEF TIEREB R,

1. B Citrix Cloud, $AJ5& i Secure Private Access,

2. %#% Setup for cloud 5§ Hybrid, $A/5& & Continue,

3. EEEREEBRE T, EFRNIFHEEIENXIY, AEEIHE,
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PRl

BRI LR — L RF 22 4E

« BUEKELER TRHSIERIE, HHERE (FluElgiEsERtdE) JEAZRT
PRI,

« FEXNEMESHCEERNIEITH Citrix Cloud ARSSBVEKH, XLEARSS A se M EERR XA
5o

- XEEARBEN—RIEEE, XEXEEH.
- WINEEBRINERTHEF.
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T BN

LiEEREE

Secure Private Access ARS51EN Windows ARS57E Cloud Connector 5517, igHa{® Cloud
Connector EZZEEZEMNRRMUE,. NEHXE, BHITIEE,

B XFMEE, 1527 Cloud Connector &3,

H{REH Cloud Connector (HEEBNIE) aTLUBE RO 443 iR E L XE!
allowlist.json Xf4H Connector Common and SPA FQDNs FH#IFRE FQDN,

ZE2MBHIRRS

BT EEERER Secure Private Access™ BRZ1eHFZF1EN Citrix Cloud Connector BY—E3 1%
IE, 223 Citrix Cloud Connector f§, BILATE Windows ARZ H 3% F! Citrix Secure Private Access AR
%5, Secure Private Access IRZB1EMLZIRSZ K T3817.

« Cloud Connector $f/5, Secure Private Access IREZSWEH, EEBILIIRE, R K

FBEZR Citrix &5,
- BAE, RERESHTHIETEESTT, Secure Private Access FREZFEIEESITEN LB
=8

Citrix Secure Private Access JRZ B O A E
o Citrix Secure Private Access {# im0 8443 {EN4 HTTP ARSS.
o HRANINIGO 8443 BYATLFIN, UARFMEIEF DML H TR, BILUEE Fahfc &ERh AEF
M 245517 Citrix Secure Private Access BtE T BT Fix0 8443,
- SfnE Citrix Secure Private Access ZZEX 3 (FRIABEEE - C:\Program
Files\Citrix\AccessSecurityService) o

o B1THRS .\Citrix.AccessSecurityService.exe [IENABLE_SPA_PORTS 8443,
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meRIEITE, BAERBRECE,

« Citrix Secure Private Access FIRER T & F#r23F A% 8443 710 Cloud Connector [5imAR

5o

Secure Private Access 1 #1285
Secure Private Access BRSZMI T E F #2380 NBECERNERA TLS, FRUTRMAEZ— !

o AETHTES FAY SSL HIE : Secure Private Access % Fgs@id iR 8443 FM HTTP 5
Cloud Connector £FY Secure Private Access BRS5@18, TLS/SSL IE PR EEREH T Ees L,
ET#E85 Secure Private Access RRSZ ZBIRVREZLE HTTP BRMNE. BXFHER, 15
SIFECE SSL HE

o SSL §HE . MEMERIIMBRARER LZ Cloud Connector EBY Secure Private Access B,
ATEE Cloud Connector E#1_E9 Secure Private Access fJREZ 3L TLS/SSL iFH, B XxiF
MER, BEREE SSL ik,

1E Cloud Connector _£J Secure Private Access [RSSHEZE TLS/ISSL iF+H

1. £ Cloud Connector BYA#ITEN N NIEBFEEPRLER M TLS/SSL IEH. WFRIEPRE
£, MNERE, FMiAk CAIEH,

MR TLS/SSL IEFaE Cloud Connector FQDN ERE /& AT (SAN) BI—ER 57

2. BFIMBIRSZ WP IHID ELRETERBIRR,
a. FTFF Microsoft BRI S H IR ER R TTRNBIAMIT BN, , BBESIRE, AR
BHHE"
b. 7£ Microsoft BEIE#ZEHI&H, ZEFEHERER > i > A > iEH
c. B ETACE Secure Private Access FIERIEH, AEEFREMES > BB
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ﬁ certlm - [Certificates - Local Computer\Personal\Certificates]

File
-

W

Action View Help

allaal(i b4

%) Certificates - Local Computer A
| Personal

| Certificates

| Trusted Root Certification

| Enterprise Trust

| Intermediate Certification
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certifical
| Trusted People

| Client Authentication lssu
| Preview Build Roots

| Test Roots

| Remote Desktop

| Runtime_Transport_Store_
| Smart Card Trusted Roots

| Trusted Packaged App Ins

Trisctad Navrirar

>

3 = | H 5

Issued To

€1 Jlocal

‘i;JWindows Az
:i;JWindows Az

<

Open
All Tasks

Cut

Copy
Delete

Properties

Help

'lew or change the access security settings for the certificate's private keys.

Issued By

dows Azure CRP Certificate G... 11
> Open

Request Certificate with New Key...
Renew Certificate with New Key...

Manage Private Keys...
Advanced Operations

Export...

a. EREREOF, RBERM, ARERMERS K, FHEF RIESER",
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Permissions for *.  ).local private keys
Security

GTUUD Oor user names.

SYSTEM

82 NETWORK SERVICE
82 Administrators (cc-uhg1\Administrators)
a? LogonSessionld_0_630161 (NT AUTHORITY)

Add... Remove

Pemissions for SYSTEM Allow Deny

Full control ~ []
Read M L]

Special pemissions

For special pemissions or advanced settings, anced
click Advanced. =

OK Cancel Apply

3. {E TLS/SSL IEPIELECE Secure Private Access BRSSo

a. M“TLSISSL IEHi¥4EE" 8 Flissl,

b. SMiZ) Citrix Secure Private Access X HH (BUIAEEE - C:\Program
Files\Citrix\AccessSecurityService) F3E1T .\Citrix.AccessSecurityService.exe /
CERTIFICATE_THUMBPRINT <ThumbprintValue> .

c. E¥ETh Citrix Secure Private Access IR
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4. HAR Secure Private Access BRZ{EN TLS BRS3E1T (EAFIYERE cURL) © https://

<Cloud connector address>:<port>/secureAccess/health .

FIEAZESE ¢ response 200 OK with status “Ok” o

NetScaler
AF B ] EEBN TR E NetScaler ELEMIPRB JoiR &,

« ERLITAEZ—R Citrix Virtual Apps and Desktops 1% & NetScaler Gateway :

- JfEH Citrix Workspace TR Web %2589 F €22 NetScaler Gateway FEE#IARSS
8%, WUEmFZIH1A) StoreFront, B XIFAEE, 1EE ¥ NetScaler Gateway 5 StoreFront
£

- ECE& NetScaler Gateway L& E. B X FHMER, BEER FHERSEE NetScaler

Gateway 1%,
AE

XenApp and XenDesktop M SEEBEEARG DI, Secure Private Access RE @R E R
iE. Fik, EIUBkiE XenApp and XenDesktop A SR BQIRITS B, BRI UEERME
S 4% NetScaler Gateway 5B E B R IIEA B 4

\

o ¥ SSLIEEANME] NetScaler, B XIFMER, 1B5EI1R 7€ NetScaler 32| EZ& % SSL IEH,

79 StoreFront ECiE 71 & 128, B X IFHEER, 1BEH FH NetScaler #1751 & F18,

ECE S RIE

BITUTT BERESHIEIE
- EBEHMRIIELIRSSS. X FAER, 5817 SHNKIIELARSSS.
- BESMKRIIRRENXH. BEXFAER, F5R BES MR EXH,
o BIE& nFactor HAWIE, B XIFMER, 1EEH nFactor S50,
A nFactor BRWIFAE

o LDAP B2I&iE
o RADIUS B2 353IF

o %X Entra ID
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https://docs.netscaler.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication/azure-saml-idp.html
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BREIRERG
UFEBRET B X FASARIEBHESES,
BEERRIES R4S RRIE

s FHANEEZEAE ((N—XAFHEA) #8Y LDAP 1 RADIUS #{TNEZE S/ I0IE

- IRIBALRFAFREMN (RT. &FKH. #HEE) NEMEIEERAE, HRMHEHTARSELE
FEEBI']

- RIEAFENSMNIIEERTGE, HH MRS

« FEBEFHEHE ID (HAFR) WAEBNE—HR, AETE—RERPHBFERH ID #HITHR
LSRR, BENASMAREARNERER

- NEERRPIEBHNARERIERSMIIE, HAIREFRAFERRE OTP EMHIZESMIVIE
- RIEAP ENRBANRESHIIEER S RGP
- ERRE OTP SMIEIERNE RS 17 IIE

B=AENEZESHRIE

* ¥ Azure AD BCE79 SAML IdP (¥ T—RZRECE /Y LDAP 5B - NO_AUTH LU5EAL OAuth 15
(59)

« RHEFMWIE, HRE-FERZ SAML, ASIRIE SAML Bt BEXEREIEHEL LDAP
« M webauth BRENE—RHZE, #EZ LDAP

RHIREHE (EPA)

- RERSHUERTRARE, HERHNEMAR (RADIUS) IIFEHAF (LDAP) FIEEXE
xR

« LDAP BRI, #HEERANIKERESHE
« 7 AD BRIz A Z EHITIEEREKE - I EPA F1/5 EPA fEREAE
o RFIUEFRIEN EPARE

Hitigs
o ANINHEHRICIERY EULA

« BREX nFactor ZRE{ITE. BRI
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https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/configure-domain-drop-down-username-and-password.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/email-username-based-decision-for-nfactor.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/configure-check-user-certificate-ldap-otp.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/configure-login-mechanism-authentication.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/authentication-methods/native-otp-authentication.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication/azure-saml-idp.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/configure-saml-ldap-cert-as-factor.html
https://docs.netscaler.com/us/en/home.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/configure-preauth-epa-scan-as-factor-in-nfactor.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/configure-postauth-epa-scan-as-a-factor.html
https://docs.netscaler.com/us/en/home.html
https://docs.netscaler.com/us/en/netscaler-gateway/current-release/vpn-user-config/endpoint-policies/device-certificate-in-nfactor-as-an-epa-component.html
https://docs.netscaler.com/us/en/citrix-adc/current-release/aaa-tm/configure-eula-as-auth-factor-in-nfactor.html
https://docs.netscaler.com/us/en/citrix-adc/13-1/aaa-tm/authentication-methods/multi-factor-nfactor-authentication/nfactor-extensibility.html
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StoreFront

EEAM Citrix Store FE T Secure Private Access Web TR, EMNMTE StoreFront EI%
Secure Private Access ARSZERE NFTRIA F1EHIES,

EEELETE, IR LEE S Citrix DaaS HEEMEN (RAEARFEERNE
StoreFront) o

1. 7f StoreFront fR5528 £, ¥TF StoreFront EIRHEHI S,

2. SMBATFEEREHSEED (FIa0, ¥%E4F Store H 2T Manage sites) o
3. B Add LABIEERTIEHIER,

4. BRGHRTICEFEFIZEZEENY, %4 Secure Private Access 3£

5. 7f Server FEXH, KA Secure Private Access f1E39%23H9 FQDN,

6. EFERAER HTTPS ik 443,

7. RFIEHNER,

EZEHT Store
IR Store HAIFTE, BRESTIFM StoreFront kA, FAIGI%ZEE Create Store [ Si#H1Ti2(E, W
1R Store BBE A :
o mF2iIAN | EARIHIRECEHE NetScaler Gateway RS 2833E, ZtitFE FAUATE Secure
Private Access & #RY Web/SaaS N HIEFo
- BMRWIESE . BEREERM Citrix Gateway Ei&,

B XIFAER, BBIH G2 Store,
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A othas

HEDeEsE—TET Web BWTE, FHTFH1T Secure Private Access RS BEFTENEEKX T,

HEBERIREE, ShRIIRAEE, FREIFMAEIRESMNERE, 2ERNEIR StoreFront

FEFIRTG. ZTEERYHAREIRSREAETE N EIERE.
MR RIERE, ERREFTITONE, UBIAFREEENEYE®EI.

K ME Y StoreFront BR B IR A,

Upload report to analyzer
Drag and drop report here or Browse

Test | status

Discover SPA URL o Discovered View details

Discover StoreAuth Key enabled or not Q Discovered View details

DNS Resolutions for SPA address Q Success

SPA Health Check (using health endpoint) 0 SPA health-check failed View details

SPA certificate validation 0 Certificate validation failed View details
Showing 1-5 of 20 items Page 1 of4 » 5rows v

a

v

v
NRZBEIR, PMERETAERERNMKINGR,
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a
Analyze configuration X
> Prepare for analysis
~  Secure Private Access @ Setup complete
Test Status
spa.check.cloud.access Q Success
spa.check.db.access Q Success
spa.check.tagservice.access Q Success
spa.check.cas.access Q Success
Showing 1-4 of 4 items Page 1 ofl 5rows Vv
~ NetScaler Gateway @ Setup complete
Upload report to analyzer
Drag and drop report here or Browse
Test Status a
SPA vServer Configuration Check Q Success
SPA Profile High Cipher Check @ success
SPA vServer SSL Profile Set Check @ success
SPA Profile Configuration Check @ success
SPA Profile Binding Check @ success
Showing 1-5 of 25 items Page 1 of5 » 5rows Vv v
v

ZehBHRDTE

Secure Private Access 912511 Secure Private Access ZPERFEM X & Citrix Cloud A4RIFLLE
BHRekY,. TELEIRE, ©2BmKES Cloud Access. #IBERSMEMPIERIRIRSE S
EARRSIIEE,

B RIESMNMAGNRA MR TIRES, ZTErSEHEERPERINFINENE &R, BEFT
A Citrix Cloud #&k#iInERA] B FH1E&551T, LS Secure Private Access %%
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NetScaler Gateway 34725

NetScaler Gateway S #ras@:id Bohfb X RES MR H BB BRIKE{L Secure Private Access
WE. CHRITET MRS, ERTIRIENIZEHER, NMiEsasEM4eE, RRED
Foh TIEEFMECE XL,

NetScaler Gateway 9288 IhRE R IE :

« BB . NetScaler Gateway AFH BT AR E,
o 1 - iT{d Secure Private Access AHHIEREME. SENTTIR .

o B . TEEMIFR Secure Private Access ER&,

B VREHEIZRANGRITIAT ((58i% README.txt) @A, ZIFMIIREREDHIRERIRE
RIRNREEmAREE,

WITRERESEMCEENDITHENN AR TG, BHESEERS. EEURER. KMH
PHTBIEUREIRAIBRE, BREFRHLERBRAIA, DARREST R, FREERGUSH
{t JSON RT3 fY, EATHME. &Mt

BB S8 3 iEMDH, UTEHHE NetScaler Eis1THIZA,

StoreFront 428

StoreFront #2881 Boh{b A IFLEUEESS, &1LT Citrix StoreFront B Secure Private Access
HBRBERNE, EXNERE. EiE. SNWRIEAERHTE ST ERNITEG, EMTRIERIZIER,
MNmiRE eI S, REEDFoITEEMEEX D,

StoreFront £ %28 ThREEFE !

o 9O . X StoreFront BRE. MEAHAM. BRRILIZE. T2 ARIESHLU KNS Secure Private
Access FEAEHE X FIEPE M H T RIS,

RITSER S S EME BENDEEN R T4, %t a31E Secure Private Access URL &1
StoreAuth ZEHIRES. DNS LR, BEESAAEM. SSLIEBINIEAR & INBVA & TR,
FRBEERE UL ISON RS, EHFENb. £MEIT

FETEMEEER, AR BENET,

BRI SR 3 BN, LUTFEHE NetScaler Lin{ThA,
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5 Google Chrome 1MV SRk hR SE/X

Citrix EFAIUFAHA LRFIT. RELESWMLENLEE Chrome, B AR AP AR AR
H L LE W FIFERF, Citrix Secure Private Access 1RIBEIE R E X REBFIRITE TN BIER
IR/ ERIAIR], XLEEHRBE@IT Secure Private Access ZEHI8#ITENEE, EERAUE
Secure Private Access £ a ERINECE R N RRZFIRMBEEARIREE, 1T LUSBIEREE I
WIERMIA R 24R, HIEMEEEINNAFFRM&EERP &R,

SRR FZSEUTASE !

+ Google Chrome Enterprise Premium (CEP), HEPEIEHIEELMIP (DLP). BEIRHFFMMER
&R5IF. URL ISR Google BIRIEHISHFINEE,

o EEFPIRITEN EAMIZITH Google Chrome % 25:@id Chrome HERBXHE, EAR
2R, BEMITHPRAIRERE,
- 3@1¥ Google Cloud [M]Fi518]#9 Google Chrome Enterprise Premium $#%|& 7 Chrome
Enterprise Premium ZE£REEIRHEIR. XM EEEHIS,
« Citrix Secure Private Access, HHTHEN=EMIGH. ZTNA RE&5 | ZULTEER PR
HEERIE &AL,
o Citrix #ZHl5, 2IERFNLBNBEFLESEMEH0REEE Secure Private Access 2§15,
LUK A F IS RN FEHERRAY Citrix Monitors

Citrix Secure Private Access IREEFIMITEE R ENPIEIARRKE, HBEEPXHIE T IFEM
&N AT BYIA RN R

Chrome Enterprise Premium SRk Z £ I8

LLF=2 Chrome Enterprise Premium {2t —EZ KL LINEE ¢

« BUREKXBGIP (DLP) : SKIEAEARIZRIANERES, PrEBRBIEHERENHER,

- BERGREAH | CASFEEEANHREARNEEXEG, EIEESAERITHEE
FH®E

- MEERAF | BTIRAELERNENEZE, RIPAFPRZEENENEE, BHEEREREN
PAEBRRE,
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 URL 33T : IRIEAB LSRN Musayinie, BlERA BRI EEEERAR.
« Web ERBERARMIN | RIEX FMERENFAIREMON, FEEREBEIEAFE
&), IRFBENREE, HRIEMEHE.

BEXEZELR, 1585 Chrome Enterprise Premium Lk,

RRINER ARYSTR S A

FHB{R Citrix Workspace™ R FAFERS Chrome Enterprise Premium Z BRI R{EER, MR ELU
THRREM. RINTERXLESREHIFERTEM Citrix Workspace M FAZFHETF Web BIAF RE
EHINAEFNREESR. ELENEKL,
FToRFMGRB D AUATILE,

 NetScaler o/ RE M

« Cloud Connector FoR &1

« StoreFront Fo R

« Secure Private Access 0 RE M

« Google Fo/REZ 4

* I Citrix Workspace FECEBBF BRE Google Cloud BFBRES

o 5ud TLS K&

Citrix Secure Private Access - R BEHET

ERRR TG EL 1 Citrix Secure Private Access B TEREIET ©

« Citrix Secure Private Access RS : EILERERET, PAEAH (SIFZEHIFEEFRM X Btz
) #BHEETE Citrix Cloud H, BXEZER, 1BEIA Citrix Secure Private Access,

« Citrix Secure Private Access BGHE | LLEIERITFEF ERZAM StoreFront #1 NetScaler
Gateway A SLRESEEMLL IR (ZTNA) FRFER, FHER Citrix Cloud EIEECE. BIEMKE
EINRE, XEMER P AU BIMARAM NetScaler Gateway FIZEHI B RERE, FIER
Citrix Cloud ¥£&E8Y Ul REIZECEMREE, TR LU Citrix Cloud F#EER Citrix Monitor i
TIPSR PR INEE. B XEZER, FEIA Citrix Secure Private Access JEEEE.
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3+F Chrome Enterprise Premium (CEP), 1X3z#F HTTPS &l Web #1 SaaS WEEF. A%
 HTTP &1k Web #1 SaaS WA ER.

=

EEEH

Chrome Enterprise Premium FH Google LLC &, EMIERASR Google B[ AEER M RS
FE S AR,

EERAENNR

Citrix ARZ51K B Secure Private Access FiFI¥FF & A Chrome Enterprise Premium (CEP) #/E
FA CEP &£\, HItb, EwH1E Google BIRIEHIE R AZRSB KA DECEBFIFENRNARE,

Google EIEZH| S RIEMMIHERENAE !

R | XER Google IREHNEUAAB R, RTEBAEERABYN, ERZAHABRES CEP 5
Secure Private Access SEFFT ERIFRE L ER.

BEXAR ! XEAEIUEEEER API HRNEAFE, BXIAtIE— T BEXAE, Hbhg
& CEP 5 Secure Private Access &P E PTG IR,

BUBLGBRER R FNER Google BIREEHIS F BEMITLLES

BREERAEREDRLIRSK

Google BEEX EERABIR

3FF CEP # Secure Private Access %5k, Citrix IRSZ1K P #407E Google EIEIEHIGHEFTEZTU
THRHENENEEXAE :

PrENER AR RIAEE AR
EEER > ZNER FAFi£EY Google BF4RER
RiF5H.
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FrENEIEBANER
(AL BafiT > JREY
BR%Z > Chrome B > 88 >
FERPIZE
AR . BEREIEFRINENRE
EEAPIGE IFINE (B

BNARERIRE M BE
Web igiB) -

BR% > Chrome B > g8
FEE N 428 > IERE

FFRIIEEEE > JEEY

RE

B¥4H > IREY

Agss > BRAHO > LI >

BB

EHGENICE

BPF > 3%

NAEEIAR

IIFER B RYA R B AT
Google Directory FA]F,

ANMAPEEX %S CEP
SPA £ PR sRGIT BRE
[ii=

IEEGEEM Chrome ECENXF
FMIEEHIN B ER,

EIHLALLTNER Chrome
Enterprise Premium 2 ECHIF
AIIER

REUEERRERE S BRI
AIEBYAF.

BRE AR BEE KB
(DLP) MNBSRYEENE o

BREEEE M

IR B RS A ZETE Google
Directory H1A]Fl,

REBEERMIPNE2ER
MEBERKBEH.

REURETTEE, UEE S
ML RINRERETE
i

KIERCEMERABFTE
Google Directory F ],
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=r .

b= W

« EFBHXLEEERNERTFURH OAuth SEE,

- FTEEENRIEERAIUE EERMR IR FHE, XSEURE EERZEH SR E
HE API PR BB HIIHEBINR, HERRZINRIDE AN, WENRFREERUT—

BT
« BRERMSNREBAPKE M FNR (EENARFRE N EE Web IE") . X
EREFIRZ B,

« Citrix Secure Private Access {EREZER Citrix IRSS K P FEL B SBER)IEAY Google 1K,
52X Citrix Secure Private Access #1 Google CEP £/i/5, #TFF Google BIFEHIAHS
fiEl“Chrome NEIEE > MBAMT BERF . FIR, EERAR/RINEE TS RKEERT
B, XL RBHF OU 4i&k, HAFPERILLTAFINA Google Chrome EEEX 4B, XLEd
BS BhiE.

SIEM D EA BNNER
AT TSRO B N ETR R A &5+ ) BUARR -

1. 7£ Google EIEZEHIAH, SME KS > EERAE,

2. B fIEHAR, ARRAAGNATRRE,

3. I Google Chrome ERFAFRIFABNIRANBILLEEX AT, B XENRNTIR, FEH
Google BEXEIE R ABINR,
BXAEMNRNEZEL, 15517 Google X1,

4. RIFEEXAE,

Open ID Connect BEEX{, FAF ¥ NetScaler Gateway FA{E
IdP

B ITE Google BIREHISHEIE OIDC EEEX Y, FEERF NetScaler Gateway B 1{E IdPs
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BEEE

v © Admin console ®

« C % admingoogk

= O Admin

(Rl Home

I8 Dashboard
Directory

Chrome browser »
Devices

Apps

Generative Al
Security
Data
Reporting
Billing
Account

Rules

=]
@
@
[a)

storage

Show less

[0 send feedback

© 2025 Google Inc.
Terms of service - Billing terms
acy Policy

+ - o
2 ¥ 18bf Cx @
Q,  search for users, groups, settings, or devices a2 B ®
" Devtest Enable advanced mobile management
togo )
—  Welcome to the Google Workspace Admin Console Protect Google Workspace data with strong
device controls
illi i LEARN MORE SKIP
Users o Billing e Discover P
Add or manage users Manage subscriptions and biling Get the most out of Google
Acti Dels Tools
ctive eleted m
10 Manage subscriptions ’ % Google Workspace Status Dashboard
Add a user Payment accounts F— [Z Transfer tool for unmanaged users
o0ol
T Buy or upgrade ©Q Google Meet video setup
_ Protect against insider risk and data loss with @ Google Workspace Marketplace
Update a user’s name or email enhanced monitoring of Chrome activity across your
organization. Learn more
& @) Get help from a partner
Create an alternate email address
View details & enable
. Alert
Product updates ) Domains ) SR )
View all Overview View notifications sbout potsntial View all
Latest updates in Workspace Manage your domains .
issues
Google Workspace Updates Weekly Recap-  Nov7 Primary domaln 5] SSO profile deleted Nov 4
November 7, 2025 fusi et
‘ usion.cep.citrix.com
P 5] SO profile deleted Nov 4
Use a wider range of emoji reactions in Nov7
Google Meet Manage domains 5] SO profile added Nov 4
Gemini Deep Research now integrates with ~ Nove ) 5] 550 profle added _
your Workspace content Add a domain
Bringing inline threading to direct messages  Nov5 - N
n Google Chat ange your primary domain

2132 Google OIDC SSO EEE XX

7 Google BIREZEHISFHITUTHE,

1. %3 REL > FHRIE > FAE=75 |dP #1T SSO, FAFIEE 7 oIDC EBEXH.

¥ B8 S50 with third party IDPs

<« c %

18bf

= O Admin

- @ security
Overview
Alert center
+ Authentication
2:step verification
Account recovery

Advanced Protection
Program

Login challenges
Passwordiess
Password managem

550 with SAML
applications

SS0 with third party

Multi-party approval
requests

» Access and data control
» @ oata
v
» B siling
» @ Account
@ Rules

& storage

Reporting

Q,  Search for users, groups, settings, or devices

fty > SSO with third-party IDPs

e Single sign-on (SSO)
with third-party identity
providers (IDPs)

Set up S50 50 users can sign in with a third-party
IDP to access Google Workspace services. Learn
more

ent

1dP

Third-party SSO profiles

ups. Learn about SSO profiles

ADD 0IDC PROFILE BETA

ADD SAML PROFILE

Name Type Status
Microsoft BETA

scte_oidc_profile 0IDC BETA Complete
stg4_oide_profile BETA mplete

Manage SSO profile assignments

Name.

fusion.cep.citrix.com > scte
fusioncep citrix com > stg4

fusion.cep.citrix.com

Domain-specific Service URLS

Mang ry to access

ments for organizational units or groups. Learn more

Tye

Organizational unit

Organizational unit

jice URLS (for example, https

mail.g

ogle.co

janizational unit

MANAGE

550 profile

None (users will sign in with Google}

m). Learn more

a/your

2. WABRENXHHRIT
3. A OIDC FHEE,

« EPFIRID : FAMEYIEiE ID

NEBHMTFE )
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- BFWEH 1 ER—TEDEE R2 NFHENENFTH. ZFFELND S FREFNE
HFFo

7E NetScaler LECE OAuth IdP EEEX RS, BEFIRERFRPFIFEARELERHFFN,
PO - #. @ WV & %o AL, EREEULANEFRERTRPEAXERHRFT.

1B JRTE NetScaler Gateway RFERIEREF i ID 1B imEH.

o fiZ#E URL : [FILFEXSEN https://<SPAGatewayFQDN>/oauth/idp/
<OAuthIdpProfileName> , EF SPAGatewayFQDN &5 Secure Private Access Gateway

URL XiZf) FQDN, OAuthIdpProfileName R27E NetScaler Gateway _E8I3EHI OAuth
|dP EC& X Y% FF,

IdP EEiE X 4 B AR A E {25 1Ko

o« ML URL . ¥ZE (LRFREE)
4. BEHERTF
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v MM S50 with third party IDPs X+

< c 2% admin.google.com/ac/security/sso?journey=218&hl=en&ac_gid=03jtnz0s2an18bf

X Add 0IDC profile

0IDC SSO profile

SS0 profile name

0IDC details

Client ID

OAuth Client ID used to identify the client with the authorization server

Client secret

QAuth Client Secret used to authenticate the client to the authorization server

Issuer URL

Base URL of the OAuth authorization serve:

Change password URL

Must be a valid URL (for example, https://domain.com). This is the URL users are
redirected to when they attempt to change their Google account password

EERR

IBTFEFI ID. BFPHZEPANEFER URL, 7 NetScaler Gateway A& OAuth 1dP EEEX
HIFEEXLEE,

#%E oIDC EEEBXH (B oU ZH4H)

BEERL OIDC EREXHELE, FHNIUFHEYSES Google Workspace HIRVAFELRLR NI (OU) T4,
L4 ERTE T B PRI A AL OIDC BEBEX {F:@12 NetScaler Gateway /9 IdP #1TE 1L
Eo

1. MR L > FHRIE > FAS=% IdP i SSO.

2. TEE sso BN #HEiH, RHEE

3. EEMSMERS, EFRABLPAL (OU) MIER SSO EEEXH, NARKNFERFER
SSO, (&, IERILURY SSO BLEX D ECLA % E RIZHEK OUo

4, FEFRIEOER SSO EfEX Y, AEREHRE
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v % SSOwith third party IDPs - s X +

« 3> C % admingcogh

© Admin Q Search for us

ers, groups, settings, or devices
arty IDPs > Manage SSO profile assignments

Home

5 2

=3

Dashboard Showing settings for users in stgmongroup1

ol

Single sign-on (SSO)
with third-party identity
providers (IDPs)

Directory

Manage SSO profile assignments

@ Do

Chrome browser

Devices S0 profile assignment e how users in this organiza group si
Not set

Apps Users

+ i

Generative Al Groups A Legacy SSO profile (disabled)

s
£
E

This profile is disabled. Re-enable it or choose a

Alert center o . -
fost changes take effect in.a few mintes. Lear more
- Authentication n view has e Audit log
2-step verification
Account recovery

Advanced Protection
Program

Login challenges
Passwordless
Password management

S50 with SAML
applications

SO with third party IdP

Multi-party approval
requests Organizational Units v

Leam about 850 profiles

nother profile

REMOVE SCOPE

go to post-SSO verification

SAVE

39 OAuth I1dP
79 OAuth IdP IE &, 1B

¥+ NetScaler BgE
£ X% NetScaler E2i&

£ 5% NetScaler E9 OAuth 1dP,

« OAuth IdP BB 44 H Audience FERENNE R P iR ID EHEE,
« Issuer URL #4715 Google EIR#EHI & HECER URL PLEg,

- BEPFIE ID. EFIHESA 1 EEM URL EXM Google EIBIZEHIAS

FREY

BREY
UTHARHTEXBERATHNESFER,
{65 G Suite E#BE2FH Microsoft Entra ID
1R Microsoft Entra ID 5 Google Cloud BF BEREY, LUEE Google #1 Microsoft =¥ &
BEFITRPIAEE, EX1FHAEE, BERANTER
 Microsoft Entra ID (LAE#59 Azure AD) FAFFECFI R =5 H
 F Microsoft id & Google Cloud / G Suite &3228 LI 5 Microsoft Entra ID BV RER
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PR AP MAE N ITUES B FHi At R, EBFHMFIRA 5 Google Directory AR iERYIEH T
fido XE%KE, BEIFAZEREBFHHFMIINE £4HE B FHfEIE 8 @onmicrosoft.com BY4H,

BRER . BRER (SSO) BBREAIIEM, LAILE Google B RHEERMHNEI, HEH £H

Open ID Connect EEEXHEACE SSO LUF NetScaler Gateway FATE 1dP,

AR=BRAY (GCDS) TE

f&Bh Google Cloud Directory Sync (GCDS), &rILUE Google kP FEIEIES Microsoft Active
Directory 3¢ LDAP fR5528[E% . GCDS ARIFAEMNE (FIUIRFapHF. BHEEHIHXH) THEE)
1889 Google tkF, EEILUER GCDS [RF &M Google BF. BHAMBEZEERA, FHEE LDAP
RS 2R R HV1E BPTED,

BXIFHER, 2% % F Google Cloud Directory Synce
REMAS GCDS -

. T

o T

Pz g

« HF POC BB, GCDS TErIULRIEE AD itEH L.
o BB RNREITRERER.

- EEAURERIXH (XS ER) §, AETREERT T,

AEER
ERFREN, BHRRECAEHNER LETAFRNA, ARMNAXMER BFHRHEM,
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File Action View Help

£0X 7 B D] &
-] Active Directory Users and Com|| Name Type Description
. Saved Queries !gGrcup Polic... Security Group... Members in this group c..
v &4 demo.local l?]grcupab Security Group... Group AB Users

Builtin
c ™ R !E,grcupcd Security Group... Group CD Users
omputers
J 18, groupef Security Group... Group EF Users
Domain Controllers 2 spaa Properties
ForeignSecurityPrincipald| &2 Guest User Built-in account for gue...
Managed Service Accout ‘_gjke‘, Admins  Security Group.. Members of this group ...

Users S localadmin User Built-in account for ad...

Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM+
‘_{1) Protected Us... Security Group... Members of this group ... General Address Account Profile
‘_45 RAS and IAS ... Security Group... Servers in this group can...
lﬂ,Readvcnl) D... Security Group... Members of this group .. J
%Schema Ad.. Security Group... Designated administrato...

‘_?)SP;« Admins  Security Group... SPA Administrative Users

& spaa User SPA User Account A First name [Used Initials

Telephones ~ Organization

y

2

& spaadmin User SPA Administrative Acc...

Last name:
E)ﬂpab User SPA User Account B
‘3) spac User SPA User Account C Display name SPA User A
E)ﬁpad User SPA User Account D

2

. . Description SPA User Account A
0 spae User SPA User Account E g

&:paf User SPA User Account F Office
HZ]SPAUsevs Security Group... SPA Standard Users

Telephone number
E-mail spaa@demo spaopdev.com

Web page

AT =ERESEE
Google FHEE :

1. WAEE .

2. M OAuth 28, PEHIIEMRN. RASETEH A Google Workspace BIEREHE, HEK
18581518 Google Workspace B o
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&3 Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmin\Documents\demo_spaopdev_com

Eile  Windows Help

Google Cloud Directory Sync

|Goog|e Domain Configuration

LDAP Configuration

General Settings

User Accounts

W Connection Settings | Proxy Settings | Exclusion Rules |

Specify Google Domain Account Information

Primary Domain Name: demo.spaopdev.com

["] Replace domain names in LDAP email addresses (of users and groups) with this domain name

Alternative email domain:

20[E

0 Authorized

Read Timeout (in seconds)

Authorize using OAuth

LDAP EoE :

1. WAENS. WO, BINBRAERL.

i Google Clo
File  Windows Help

Google Cloud Directory Sync

Google Cloud

LDAP Configuration|
Google Domain Configuration ' CONNECtion Settings |
I DX Server Type: MS Active Directory ¥
General Settings
User Acc Connection Type: Standard LDAP ¥
Growps Host Name: 100.1.10
Notifications
Logging Port: 389
Sync
Authentication Type:
Authorized User: spaadmin@demo.local
7 Test Connection X
Password: sssssssssnee R R Sl
Base DN: de=demo de=local|  Executing rule for Email Attribute...
: Success: Connected to LDAP server
Close
Actions
= A7 .
BALE
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BT HITH.
‘3 Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmin\Documents\demo_spaopdev_com
File  Windows Help
Google Cloud Directory Sync
Google Domain Configuration B General Settings \’
e Choose what to synchronize
I 6 9 ["] Organizational Units
User Accounts [¥] User Accounts
[v] Groups
Groups
[]User Profiles
Notifications [] Custom Schemas
Logging [] Shared Contacts
[] Calendar Resources
Sync [] Licenses
BPKP

1. EEESANRTSHAR.
2. BEEARIMELURERF B, HittA P EIEMRERA,
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i Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmin\D s\demo_spaopdev_com
Google Cloud Directory Sync Goog

Email Address Attribute: mail |

Invalid characters replacement: _l

User Attributes
Unique Identifier Attribute: ‘ objectGUID
Add
proxyAddresses Remove
Alias Address Attributes:

{24 Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmii demo_spaopdev_com - O

Google Cloud Directory Sync Google ClOUd

Family Name Attribute(s): sn ‘
Display Name Attribute(s): displayName ‘
User Password Sync
Synchronize Passwords

(@) Only for new users (0 For new and existing users () Only changed passwords
Password Attribute: ‘

Password Tmestamp Atisbute: |11

[
Actions
~ Description
{2 Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmin\D \d dev com — o X
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Google Cloud Directory Sync Google Cloud

1. EEESANRTHIA,
2. BHERARIMELUREHAIZZRAN,
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@ Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmin\Documents\demo_spaopdev_com - O
Eile Windows Help
Google Cloud Directory Sync GO gle Cloud
Gy
Google Domain Configuration W Search Rules \ Exclusion Rules “\
LDAP Configuration Google Group Deletion Policy
General Settings [T] Don't delete Google groups not found in LDAP
User Accounts Manager Role Configuration Policy
| Groups () Skip managers from sync: Managers won't be removed nor updated in any group
Notifications (®) Keep managers: Managers won't be removed but they might be updated to either member or owner
() Sync managers based on LDAP server: Managers would be removed or updated to either member or owner
Logging
Sync Group N. J Display .. |Descnpt| J Member.. .lMemher .‘ Owner D. l Owner L. JGroup Pr. l Group S... ‘ Invalid C. llnvalni C. l Scope ‘ Filter |Bise DN. l ‘ | ‘
mail name descripti... member manage... [w] SUBTREE (&(obje... Lab A= 4
mail name descripti... msExch... manage... v SUBTREE objectCl... 4+
Actions
s
Descrip
A
It B2 RIERY,
E¥ &, Google Cloud Directory Sync ZEEE|ZH SMTP RN H L XTZEF F4E 2B
o
« EHEERLEREENIRERB & 4 AL,
o B—HRIABRGABFERC AL, ARSI HIES TR R,
WMREAFIREET 24 MB, ERREGRFHEN ZIP MiF KX,
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smtp.demo.spaopdev.com

[¥]JUse SMTP with TLS

spaadmin@demo.spaopdev.com

spaadmin@demo.spaopdev.com

spaadmin@demo.spaopdev.com

[¥] Use attachment

[¥] Compress attachment

84 Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmin\Documents\demo_spaopdev_com
File Windows Help
Google Cloud Directory Sync
Google Domain Configuration ™ Notification Settings
LDAP Configuration SMTP Relay Host:
General Settings
User Accounts
Groups
User Name:
| Notifications
Logging Password:
Sync
Subject Prefix:
From address:
To addresses
(recipients)
Do not include in notifications:
Actions

Add

Remove

Test Notification

B&IER

EEASXMHERNEAMLE. FAREURRRKBEXFKR .
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=+, Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmin\Documents\demo_spaopdev_com
File Windows Help
Google Cloud Directory Sync
. . 4
Google Domain Configuration W Logging Settings |
LDAP Configuration File name: {Users\spaadmin\gcds_sync.#{timestamp}.log Browse
General Settings
User Accounts Log Level: INFO
Groups .
Maximum Log Size (MB): 500@
Notifications
Logging
Sync
CEE

Eﬁ*ﬁiﬁﬁ, 15K S '\E,‘J #EEFﬁﬁrﬂEw

< REERE, R RHMRAT LUEESM e RS SHFERELEDNEHRTR.
BRXEN, FRECEXHHRT AT HNAENR, HEMBGRITIEIT sync-cmd o
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m Google Cloud Directory Sync - 5.0.39 - C:\Users\spaadmin\Documents\demo_spaopdev_com

Google Cloud Directory Sync

|
J
IM

Configaration Validation results
1oAe Google Domain Configuration 4
General Settings LDAP Configuration v

General Settings v
User Accounts User Accounts 5

Gﬁ

v

Logging
Notifications Sync 4
Logging

¥][Clear cache

Simulate sync | Sync & apply changes

ARTFRBER:

ERZHREIEEIEFAF
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Users | Showing all users

4

i

O0O0O0OO0OO0OO0O

» B silling
» @ Account
@ Rules
& storage

fiEF CcLI E% :

BRRAERMRITRD,

LA AL
BARPRILUERL T AEET Secure Private Access A BN AR, Sihihn A8 ERENER
K50, AL LURIEEFAEN AP AR ERBARREEN S E.
« Citrix Workspace AT - AV RENBER, RERETE. WEKRFEEWNIHRGKR, BF
STERAY SRR SCHEA] B2 2 B R INEE
« M Web JIR2RHRMAERE URL - @I RENIRARIFRHRNET Web IR -

o 3F Chrome %328 (f5/30 Firefox. Safari 3¢ Edge)

- BEIFRERBEXMHR Chrome (&AM ILEREEHI ™A Chrome X %i23)

- BEEREIEXHR Chrome (B Chrome Enterprise Premium SKBEAYE I IEE Chrome
W BE2R)

* Chrome HEEREXH - B @I ERABENE Chrome HEAEX Faytuti=RFNRAN A
2 URL REZH RN AR,

TREETERSMA AN PNAEFNNRLRAFAER
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JE Chrome 31525

Chrome GEFEEHRC
B3 1H)

Chrome (FEEMCE
X14)

Citrix Workspace [
BEF

SaaS [N FEZFIA0
#HIEE (fRi& SaasS
NAREFBEREEH
89 1P ik 7355
=) o

IWBENABREFITER
1&o

SaaS N EFIAE
HiEL# (fRi& SaaS
NAREFBEREES
89 1P #itk S8 1T 5
=) o

BN AREFITER
1ao

¥83E Secure Private
Access fgi&, 1

BIEL N ATER.

ER

M WEB N ¥ 881581
s URL

N T2 TE N AR IS
RS,

N A F1EMEN AT
Chrome £ BECENX
HHER,

A0SR A R B AR BY
REREXM, Nz
[BEIECEX (e R

=]
~to

N A F1EMEN AT
Chrome £ BECENX
HHER,

LIESEIE Sellbe2islviEy
REREXM, Nz
[BEIECEX (e R

=]
~to

WA AR TE#T
T REE.

CITRIX
WORKSPACE N
=2

NER

N P2 R FE P IR R
=

N i TEMEN AT
Chrome £ EECENX
HHER,

SNSR A R B AR BY
REREXM, Nz
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[ M WEB ¥ 257181 i CITRIX
FHf@IE URL WORKSPACE 12
=2
EnhitEXX 4 EIER
=
~Jo

;& F Chrome Enterprise Premium BY Citrix Secure Access #~

RiER

i&FATF Chrome Enterprise Premium (CEP) 4 Citrix Secure Access ¥ B2 RIE#ZM Chrome
BRTEM TR P IRIHRINERMNERBERF. ELS 7T Citrix Secure Private Access #1 Chrome
Enterprise 893088, LUIRHEEIEZ M. SEEIHR. LTI &L,

ALTUFERIILY BIEFRME SaasS AER. HES Web HTERF. SSH ARZ25F1 RDP REHY
ZL2ihE, PRIEXLETLE VPN AN Z P IRRE,

LITF Secure Private Access 5 Chrome Enterprise Premium £/8Y, Secure Access %5285 B
EFRSEmRE, EXIRERA, 1587 & E Google Chrome £, TG, EAILUM Chrome
N2 _ EANENRIL R BIERF.

cibres
if Secure Access

Tools

®

Remaote Desitop

‘ ‘

S5H Client

Secure Access ¥ BIERF A&

Secure Access NN 23 BIEF HEN FHRMMBIZLREXEE, HIRMEN, REAPAIUE
E*ﬂ —FEJZ E Inxy} J«X@'ﬂ_-miim:zfiﬁ. BA/ L2,

BEERW MHAE
1. BRBEN ST BRIZF BT

- B RERAE UEFEE.
- B FHAE UTHAZ.
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Citrix Secure Acoess

Inspect Logs

Export Logs

Manage exftension

View web penmissons

;&FF Chrome Enterprise By Citrix Secure Access ¥

Citrix Secure Private Access 2#FHiEAF Google Chrome Enterprise Premium (CEP) B Citrix
Secure Access I BREFRXIMBEIHITHR K, BXFMAER, FER R Y,

@A LM Secure Private Access ‘B IR H| & it B X L 5 IR,

1. 33 5RBE > NLARIREE, ARET QUENLARERR,
2. FEFERBE, ARG EE,
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B Ssecure Private Access > Policies > Browser Policies

Browser Policies

Platform support varies by policy. See supported platforms

Anti-keylogging

Protect against keylogger attacks by preventing unauthorized keystroke
capture in web applications.

Status: Disabled

Clipboard container

Status: Disabled

Session recording

Status: Disabled

SSH connections

Make SSH connections available to users in the Citrix Secure Access

in the extension.

Status:  Disabled

Control clipboard data transfer between web applications and virtual desktops.

Records supported browser sessions for auditing and investigation purposes.

extension. Users matching the rule conditions will see SSH as an available tool

Configure security policies for browser-based access to web applications and virtual desktops. Each policy can be enabled independently and configured with specific conditions.

Search policies by name, description, or status C)\ J

Browser session reauthentication

Control how often end users must reauthenticate their Chrome browser
session. Configure the reauthentication interval and warning banner period so
end users have time to save their work before they're signed out of their
Chrome profile and prompted to log back in.

Status: Disabled

DNS suffix

Configure DNS suffix for hostname resolution within the browser environment.

Status: Disabled

Remote Desktop (RDP)

Make Remote Desktop (RDP) available to users in the Citrix Secure Access
extension. Users matching the rule conditions will see RDP as an available tool
in the extension.

Status:  Disabled

3. JERBEAINARN,
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BEME

Anti-keylogging

Enable Anti-keylogging

top to bottom.

| Search rules by name

Ql

Protect against keylogger attacks by preventing unauthorized keystroke capture in web applications. This policy requires Device Posture Service to be
configured. Learn how to install Citrix Workspace App and Endpoint Analysis

e Policy behavior: When a user matches multiple rules, only the first matching rule applies. Rules are evaluated in priority order from

Add Rule

Priority Order | Rule Name | Conditions | Status Actions
1 AntiKeylog_contractors 1
Showing 1-1 of 1 items Page 1 of1 20 rows
N, N EA \‘ 7
4. PRI ERBERY SR
Edit Rule X
0 Rule details Step 2: Conditions
Conditions @
C2 Conditions
User:
C3 Actions Matches any of A4 ] ‘ *Ad v ] aaa.local N ]
@ Summary Enter name, user ID, or email address O\ ]
V' Selected users/groups (1)
’ Filter by name Q ‘ C T Remove selected (1) )
| Users / Groups | | Action
gwaasdevuser1
Email: gwaasdevuser1i@ com IdP type: Ad (] @
OID: 4e337f9a- 57ed164e  Domain: .com

@ Add condition

Citrix Secure Access % 28 R IE L 1F B S 2R BT E T IRSSAY Secure Private Access 2f&, H5
Chrome Enterprise Premium (CEP) B2 &1#H,
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BXFMEEET R, H2HE MEHFIIXE.

B2 5i: Nt

Citrix Z3FLLF Secure Access 1254, XLEE$E(HE
Premium &I :

24

PR

BINL#R A 2% (/zh-cn/citrix-secure-private-access/
secure-access-extension/spa-cep-clipboard-
container.html)

DNS [&4%(/zh-cnlcitrix-secure-private-access/
secure-access-extension/spa-cep-dns-
suffix.html)

KIERH(/zh-cn/citrix-secure-private-access/
secure-access-extension/spa-cep-session-
recording.html)

N BRI RIEFEH F A IIE(/zh-cn/citrix-secure-
private-access/secure-access-extension/spa-
cep-session-reauthentication.html)

SSH %% (/zh-cn/citrix-secure-private-access/
secure-access-extension/spa-cep-ssh-
access.html)

ITF2SRE (RDP)(/zh-cn/citrix-secure-private-

access/secure-access-extension/spa-cep-rdp-
access.html)

SREEHEI A P MIA

UTFEHoRETEXAFNEANESER !

ERAPEA

12 Secure Private Access #1 Chrome Enterprise

Theg

EATRUM LR ERVREIERERINMAHE
RAFA.

FEB R AR S AR A L A2 oz 18] £ A
LRI AR

BEPFHERER URL (FIR0wiki") #h2R5eEt
Hko

ERNRBERRIEER, BTFHEITNEHML,

FECERBEIEMRE, BE N SR IEHT
REHHEH & 1503k,

fEF P RENS E TR N SE 2R e TR R 1T SSH &
B, MERLHEF i

fEFE P RETS B IR 1E N W 2RI £ P B EhiniE R
H=1E, MEE RDP B i

TERNBPNAREREMRR, MRPNE—THRETUTEMFRESR, UEETLUFE!

XoARRE. MESHRERE (1dP) PRBAF A !
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o« ¥ - AP EARNERB.

o BFHH - 5510 X BXBY BB FER(F i,

« IDP 28! — S191R{t7, a0 Azure AD. Active Directory. Okta B Google,
* OID — SN R ID HE2ITIRFo

o 35 - P AR

AT R ARIEMAE . BIBREDT, HEERES N REHERRRPMERNSTE—HMBIER.

ERRSHAFMNA

EERAF AN, BERAMUIEFMERF BRFPHNEZEREES Google Directory [E4 FHIEMED
B, Secure Private Access RESIEFEARS BB P AR FeeEATh. TN, AJESHIUT

f= =
= -

34

o RO P AR,
HNIETE . 7F Google BIREERIGH, AR > BEAIA > EEBPR 2B L THF RS,
SPA EEXLARRIIEA P AR T FE T,

- APEAKRREY,
RSN - EREEEM AP AR S Google Directory [B14%7, 1E{ER B REAIESN SPA FH
21, iBERESE Google Directory FE#,

o AIHANEEFE.

HNRFEHE ¢ 1E Google BEIREEFIGH, FTHFMEARIAINNIRE, HBFRETUEEBRREDIEE
T AR R IET

L IHBEIRFE Google Chrome SRR IN5ERLE R o

R B EICRIZEH!
WEEED FEARSTREETERGTRUBES, AINER. ERFSTNEADRE,

i&FATF Chrome Enterprise Premium (CEP) #4 Citrix Secure Access X B2 B iFREBEICFEI
88, UEBIRIPEMEIE. WIIERMELER, RNREIEFZAHERBANGA, ERAIE
RAAMENFR, MEMXARREMEXIENTIENBRER.

HIFAYEEZE : Citrix Secure Private Access IRZFIESIE,
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FIFTFES : Windows 11 RNEERRA,

A RDP RERZ R B EIERIEE.

S RE M
EERRERICRINEECH], 1EMERBRBUTIOREH :
. B&RIE CWA 2603 HESHRA,

« Citrix Secure Access 5 Chrome Enterprise Premium (CEP) ZIi8]lEE B 5Tilo

ol RBRIDRERE

1. &R Secure Private Access BIEEZEHI &,

2. BLH IREE > NKIBRRAE, AFRE GUERNILIARRER,
3. iE RBRIER, AERE BE.

4. | AR 9 R8P AN LA FE RS A 12 R IR,

a. WAMNEH, AEsE T—%.
b. RIBEMNERIEFERMG, FIIBAFRZE, EZEATLURNED BB, MEAE M &&K
BEE F&M4,
C. /'|£\\EE -F_jjo
5. i %

AP REICRRBECERMNEE BT NEERRE > BHIRBICR ETFH,

BNt A ax 1l

A Chrome 3#17 Web I1a)#11ERA VDI #1TANNABIZFHERE, AIUERTMRAIRIIEERE
HIX 20 VDI REZBRVEIEH R, BISREUETE Citix RIEEEZEL R, MAREARMT
REMtR. XRRETZREM, EMNAAFRME T ERMIFRHITENREM.

S HFA9EBE © Secure Private Access IRSZFESERE,

FHEFFES . Windows,

FoRZMF
MR R LA T o RN -
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« Citrix Secure Access #1 Chrome Enterprise Premium (CEP) Z BRI B 5e o
« Citrix Workspace N F#2F 2603.10 ¢ E mhR AN,

17 2607 LTSR T E ShRAAY Windows VDA (BINMEIRHEZSEER GA RAX) . B X FAESR,
27 HMERHEESEE,

* 5517 2507 LTSR BY Windows VDA (BIMbikEZSCEMNTSRAE) , BERAUTINEE

 iB
&
1=

- DaaS BBIMLRARINEE. B XIFMER, 152 DaaS Bk A2:. tLINREBRITE
DaaS H{EN TN hRig .

o BIMGIREEEEIIMER. BXIFAER, BENE BREIREZEEEME.

B B iR A 2R 2

1. & Secure Private Access BEIEEHIA

2. ¥R IRER > NKIRWRAE, AFRE GUENILIARRER,

3. iF BIMRAR, AERE BE.

4. = FINFW LU VDA F3X BE 28 2 (B3 AR = A9FIM

a. AR, AERE T—F

b. MRIBEHERIEFESRM, IR A, EERILAINEN EAE,. MSEAE M 9&E

BRE F5&M.
c. Rii =%,

d. EXIFFINEHRIEEZRY URL F1 Secure Private Access N FETERE,
e. EEERIEEE,

- NAFEMNREE — ZRRERTEREXHPRIRE BERE.
- NAFRHEMAERFM URL — ZRINIRTEE N ARZFMMmARN URLERT,

o ERENARERF — ERANAREFERREENENE LB NAER.
o URL BRI - AR EN FAF2FHY URL B,
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BEME

Edit Rule

@ Conditions

(3) Actions

(4) Summary

& Rule details

Step 3: Actions

STORE

cepspastagingdemo.cloudburrito.com

cepspastagingdemo2 cloudburrito.com
.
Policy scope
() Apply to entire browser

(@) Apply to specific applications and URLs
Applications

Select application Q|

Select
applicaticn

URL or Domain

*.chn.com’™

A

Copy from Virtual Apps & Desktops to Web Apps

Enable users to copy content from virtual apps and paste into web browsers or Saas
applications.

Policy scope

() Apply to entire browser

(@) Apply to specific applications and URLs
Applications

Enabled

Select application Q|

Select
applicaticn

URL or Domain

hitps:dwww w3schools.com™®

= «=»

5 =i RF.

AR R 2R RAREC BRIV N2 BRTE HKERRER > BIMEIRAER T+,

BREMIREESEE
EFTF VDA kA 2607 :

1BEERTERIE,
EFTF VDA k4 2507 :

SRt BIMGRLEEE JEAM R
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N=PaN
= =N

1. f#H regedit.exe $TFF Windows JF &R ImiE2R.

2. Sfn% HKEY_LOCAL_MACHINE\Software\Citrix\Clipboard\o

3. BIEZ—"P%A clipboardSharingScope HJ REG _DWORD f{&,

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Clipboard

v

HE

Citrix

Citrix Virtual Desk
CitrixUpgradeAge
Clipboard
CtxExceptionHan
CtxHook
Director
FileTransfer
Graphics
GroupPolicy
HDX-Direct
HDXMediaStrearr
lca

IcaConfigTool
Icalme

Icak2m
ImageAnalysis
Install
InstalledProducts

o)

Name Data
ab) (Default) (value not set)
000002 2

ClipboardsharingScope B2 VDA SIMSARAUE A L[N, 7557 DDC SBSET AR A,

I LA L E RIS E 1R B

SHFE

FEBRH!

1 VDA

X CEP

VDA #] CEP

s

=

BINEARBUER & HIB B P imR
FEINbR, FERIAEF .
VDA #1 CEP 4ia,

BIMEAREHEY VDA B 318,
B FIRRFAT MR CEP I
AR FEIEARA R

FIMEAREHEIN CEP BIiA1E,
P IRRSEE IR VDA T
EIR R FEMERA R

EINEMRERHE VDA #1 CEP 58]
iRl &P UHRSR T MR T E
R MERA S,
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Il
Fjle Edit View Favorites Help
Clomputer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Clipboard
v Citrix A || Name Type Data
: Ef"f":""‘“’ji“‘ a8 (Default) REG_SZ (value not set)
itrixUpgradeAgt || @@ ClipboardSharingScope REG_DWORD 0x00000002 (2)
Clipboard
CtxExceptionHan
CtxHook
Director Edit DWORD (32-bit) Value X
FileTransfer _
Graphics Va.luenane, -
GroupPolicy [CipboardSharingScope |
HDX-Direct Value data: Base
Medasiea @ ] ©Headeom
Ica
Decimal
IcaCenfigTool o
Icalme
lcak2m Cancel
ImageAnalysis
Install
InstalledProducts

« {X CEP (2) #1 VDA #1 CEP (3) &RNE1E 5 CEP ¥ BHRR I Itk B Ihaeic S A,
- ERELRARREE, REEEREERN URL FEe5 VDI R NEAREIE.

>- Content copied from the approved web applications can be pasted into
the VDI.

>- Content copied from the VDI can be pasted only into administrator-
configured, paste-allowed URLsS.

>- If a user attempts to paste VDI clipboard content into a website that
is not included in the policy, the paste operation is blocked and an error
message appears.

Web N T2 BUIRIEER

AP TNRSETMABENRGENS (B0, sw 3 servereol ) HIHRTF, BHERIER
BzhfiAN DNS [54%, FHERNKEIEEIER DNS EERBRNEERATEREE S (FODN), MR
EIRFURFRSIRY DNS [FRECE.

DNS [5&I18e7E Windows #1 macOS 5 394, HRLERTE RN URL MARKT, &
1E

* Sw

* http://sw
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https://sw/
sw/
http://sw/

https://sw/

ZRFRIERE ¢ Secure Private Access IREFIES BB,

FEHNTES : Windows 1 macOS,

FoREZ M
Hafx Citrix Secure Access 5 Chrome Enterprise WERR BB, B X FMELR, 158#5 Google

Chrome Enterprise Premium %o

A DNS &

1.

2.

B RE Secure Private Access EIRIZEHIH,

a. ¥3) :RBE > NN, AREE SIENIKEIRREE,

3% DNS [54&, AR T EHE,
B AR AEFINE) URL RSN,

a. MAMNRY, AERE %

b. HRIBEHER (FINAFEAE) EERME, EERILURIN TSN, Fa0 tEBAE. MK

B M IgERERE,
C. %EE -F_go
d. EXZERTFAIRRIHIINE,

@ Rule details Step 3: Actions

DNS suffix™

Add Rule X

& Conditions

test.com

@ Actions Specify the DNS suffix to append to hostnames for name resolution. This helps resolve internal resources
without fully qualified domain names. Enter the suffix without a leading dot (e.g., "corp.example.com”).

(4) Summary

5. B RE

79 DNS ERRISEC BN E ER7E X 3ZHEE > DNS B EH £,
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RIE R

DIERHIAIRE. KEMEFERIE, UEHTREMER.

RIERFPREUATEEMS :
- RERERVRES, FTEMMRANAREFMNEERIERIRE
o 1T ARBEBEENRERFER, FHFREMERUKRIEANENENZ 2512,
« BT ANIRIEEIR B 4852 AR BT B KD BI R S o

BEXBFAER, B2 MB,

EREW

RIERHFBEAAERHNE=TFM0 :
« BEHEE Chrome BEES 4. Citrix Secure Access ¥ EBERAF i SMASiEREICIER IR S,
« Citrix Cloud 6@, EFE S Secure Private Access FIRIERFI RS

- EPFEENRBRME, S NetScaler Gateway. STA R85, SIERHIIRSZB|BREBIEENR
GEE

Endpoint
. Chrome Enterprise Citrix Workspace
Chrome (HTTPS) Premium (managed profile) app
B e EE—
N\
User ‘t’ CSA Browser Extension Session Recording Agent for endpoint
Enablement - recording policies Recording (SOCKS5)
Citrix Cloud Customer Managed Resource Location
Session Recording & SPA cloud services { NetScaler Gateway
v ¥
==
Register / entitlement (= =) Session Recording Server STA Server
@ SPA Cloud Service Iul Session Recording —> [=3]
9 Browser policy - toggle Cloud Service
v v
SR Database R ding St
N

WG
« J&FTF Windows 2603.10 S E S kR4AHY Citrix Workspace [ A2
o IREDHT (EPA) ARZA : 26.5.1.7 RE SRR
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RGTER

« Citrix Secure Private Access, UIRZBEXFESIENIBE, HLES Chrome Enterprise
Premium (FHEEEENXH) o

« RIERFTIRS, FRIERFIRSES 2511 HEShRE. BXIFMER, BESHE Al'l
« Windows 64 i[5 32 fiinm=, EFUTHG :

o Citrix IR 734 (EPA) & 26.5.1.7 HE ZhRAS,

o 3&FTF Windows B Citrix Workspace N R, hiiA 2603.10 ERhRA, HEET=iE
RHlm IR

IREHIE
FERUA T B S FAMILIE Chrome Enterprise &i&HH =R,

IERIERFIE R
IR ECEin R RERES PRmRRYS BT,

=L .

AR

in s RHEIFEE NetScaler Gateway, TiEL STA FRFIRERABRIERFIRS S, EHTH
4 Secure Private Access BREZRY, BN{E{EA Secure Private Access BRE: (B NetScaler
AEBRFINAREFRNIAR) , BHATARGERERMEH X URL,

7E Secure Private Access FECEBSIE R B3R

1. B R Secure Private Access EIEHZEHI &,

2. ¥R HHE > NKIRWAR, AFRE RUENISIaEHRER,

3. F RIERH, AERE TE

4. BE RN, WARNEH, RAERE T—5

5. ERH (AFPMA) . (FNHE) &0 HEBAE. MEGUE 7 IgSRSHE, AFRE T—4%

o

6. B R MNHHERE NRIRREE > RTERF] ETF L

NiEmREHSIERERIEMN Workspace N BER
BRB SERFIMINAG X PiERISBI2 1,

[ERRFINEIE
REABRAIERERFIEG EHEE,
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« SAF® Chrome TRECEN fF X BXRIFTE & Q&R &R Hlo

s B—1MEZ T ERENZS T EOESRERS.

« RENEOZEEMNBREFEENE NN TERS.

- R/ MEBNEOMNER T HEREHRNE DERBHREE R A REIER.

BR{ELRE

« RE—2RE, FRENEREEARFEAHIZIREE, FREHEST]
HEEC B R,

o WK, HRIEFRHITRS URL. =B P IGHEHREEER— Citrix Cloud XKigH, LU
IR BRI R R,

- MREFE. 27 Web/SaaS REIFJeES HBAAEFMZEE, HENMMIFAERSESS. RIERHIEUE
EMRHTFERIAR), FHBEYEIEFMEERE,

o BFRIFISINFIAT, Citrix DaaS 1 Citrix Secure Private Access 1N ESMEL MR E
WHERE,. EERERZA, BRINEFEENEINEFIER, FEESEFMENEIEAG,

X B IEEFR IR IIEZES

Citrix Secure Private Access JIFEIE5 ¥ Chrome Enterprise Premium (CEP) %5 882 iE 58 HlIHh
TRIEEREE, AFREECRBENRIERERBEEIHITEMIIE, TIeNKEREmNfE, X
ANE8 7 @53 Google Chrome LFECE X4 iA1RIRIN iz FRVEEE LIRS,

RRAHEMIE R

At

¢

REIHE, ARYEREUFEENZESMHIEIE (MFA) EXNEITEMEIE. RINEHRSHIIIE
&, #ixgE B ERESRNEH EHEMRIEITE 8.

SRFAVEBE . Secure Private Access IRSTIESERE,
FEFMTA . Windows. macOS. Linux. ChromeOS,
e RE M
HRERFEEUTRREY .
« Citrix Secure Access 5 Chrome Enterprise Premium (CEP) ZIi8]lEE B 5Tilo
ERANERRIEEHTE A IIEZES
1. &R Secure Private Access EIEEIA,

2. %% SRBE > NUAREREE, ARBE SIEN SRR R,
3. & NUARZEERSMHEIE, RAREE B
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4. B FNFN LURINFENSRE AR R EE=1EE#H S 0 Ik,

a. WMAMMNRN, AFEE T—F

b. RIBEMERIEEZERM, AIIAFEAE, EETLORINE MEME. MEAE 1 &R
BHRE F&M.

c. R T—%,

d. BBEUTREA :

- EFSMIILER : BREEEFMHTEMRIEZEN BEsSIRIFEATE, BRI UIZE
75 9HE 14 X, HUDE. NNEXAPMHITE S,

- HRESHEERNE  FAPYRNSBSIEIEFIRER 2R, 7 X ANEESER, ZEAU
TE28AFT 5 B 60 D iEliRiE, HFEIFR 2 o, SEME_NESEE, MEERIEE
RETHISIETEEE IR,

- BIREERE | FHNEBMIREIEFNTEIREHS (FQDN), LUESHMRERT. EaL
FEE 1 8 25 M, SIFHEEBEFELESINEE IdP TIE E#ENE], LUARS G IIERIER T
Wro XLEIHAY Cookie ERIETRART REMR, URRIBRIEH LB, IFERFT (F
N, *.authO.com) o

REEFH P IRIE(/en-us/citrix-secure-private-access/media/spa-browser-reauthentication-

settings.png)
5. ,rli—:_'\l:-'-:l -F_jjs QKE/F‘“H-:I ﬁﬁo

AR R 2R RARECERVMNEE BRTE WBARREE > NMBRIEER S DI ETFHo

SSH #Z4)

Citrix Secure Private Access 5 Chrome Enterprise Premium 558, FIER RSP EEERALZEH
SSH &i&, WEMIERTZeM, HEt T EERMAFIERL,

PBAFEWNET SSH NRAHITLRENTIZEE, AR SSH BRPIRMERLG AR EinRRE
TIFRENR, FHERZBARIBIEZERNIF (DLP) sBHHIT, MMHERKNL, EEMETR[ER
PRaktto

SSH RIEITEE Chrome FHBHER, MABEIRILH SSH FFIHPEL, XD T HAME
ERKRHFFIRD T MM,
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_[-=r .

b= W

o WINREER T RS EERZER Chrome Enterprise Premium A% Secure Private Access &
B, BXIFAGRE, BERMUTER !

o BATHRE EIERMNRF BEEZE Secure Private Access #l1 Chrome Enterprise Premium 2%
B

o AL IHEEER FreeBSD ARS8,

i 0 3: NNy )
IEERRMU T ERME !

o ERT M | JERMIEEE SSH B IRRKRKL, FHEREXE,

- EifbiAE @ RENKESFRETR, TEMALER .

o BAME . ERENEARPREMITEW DLP K&, BEITHRENENR,
- BEWER . BESKEREENEFIHEEE XA T FiH

Al
tbIhRE F M A, Flan

- EFFBBIRS A 1 ERLREAMFF RN KIMEZ 2R SSH 1A, AT IgEHESHR.

o« ITEE | RIFEEGEITRE Chrome FIEERLZEMIFIE Linux ARSS28, FHIREIIT DLP 3
B&o

- AQRANE ¢ AB=AHEEERER SSH B, RNFMREARNT SRR,
RAER
BIRENIFRBRENTER

« B#HhRAH Chrome Enterprise Premium,
« Citrix Secure Private Access BEC B HE M.

o WAJITE Secure Private Access BIREZEHIEHEIERIF SSH A=Y R KK,

FoREMF
HIRER AT IREMS, UERAYN SSH MARFINEEIN
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« Citrix Secure Private Access BEZE Google Chrome Enterprise Premium £/, B X %405
B, %% & Google Chrome Enterprise Premium £,

- PP BE%RET A Citrix Secure Access | M 231 BHIERHT Google Chrome X %28,
- BEXEBRTENRREYS, BEERUTER :

o =ERZ - Citrix Secure Private Access A']

o IRBEPE — RGBSR FTRSEM

Bidii Secure Private Access LUH#{T SSH ifial
1. BFF Citrix Cloud, A58 Secure Private Access,
2. EEEEHIET, B Applications > App Configuration, JA/5& % Add an app.

3. J¥ SSH M AIEFEIE N Secure Private Access ) TCP/UDP N TR,

- ZNAEFRIUERRSHFENE P #tiksEE. FQDN X EH A,
* SSH X FA AR OMIERR AR o

4. FpRIRERIECLA 48 X AP 4H.
B X G TCP/UDP N AEEFIIFARER, BEEANUTER,

o EPE - £ TCP/UDP MR
« ‘BEEEPE - 1F TCP/UDP N R

Ol SSH kg

1. &R Secure Private Access BIEEZEHI &,

2. ¥eE SRER > NIIREE, AFRT IR,
3. 3%&3#% SSH, fZAIGH# & Manage.

4. R AN, FABRRMAMNLEFAE SSH.

5. WARMNAH, AEmE %,

6. BIFMNER (BIIAFEIHE) EFRM 1 EETLRINED tEBUE. WKUE N R&E
SE F5x&Mo

7. /'lguﬂ-:l -F_jjo
8. mifi f’RT%

FPREICRRBE BN E R R NRR/E, > SSH ETT+H,
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iR R
Citrix Secure Private Access 5 Chrome Enterprise Premium £5%, BTSSP EZEERLTESMN

RDP RiE, MEMIBRTZEM, HEt T EERMAF AR,

RRNTEREIAFEEKH T AN RDP FF %, XEEFimEERZET N 557 DLP 5251
7o SMARRIBNMLZENE, LEHREFRETRT, HAEENETEERkIE. ARFE—
T2, BMERELZIZIRART ERARX LR,

SRR ETE S RE IS sR BT BV 4k DLP 24, AIaNsINEARZEH ARS8 E T,
Pz

o tkIN8EEFF Chrome Enterprise Premium &% HY Secure Private Access 1&i&, FHTES
M=EE. EXIFMAER, BERUTER :

o BATHRE EIERMNRF BEEZE Secure Private Access #1 Chrome Enterprise Premium 2%
B

ASZHFHITHEE :
ASHFLLTIIRE ¢

e 5 mﬁ*&/ \?
o SINMBIRIGRK/IEREFR/USB EEM

LSRRI
IEEMEHRATERMRS

- R BEREIHITIEARY DLP K., [HLEIRERIEHREAVEIEME,
- BRI L BERRANREES], FHENHRERIFRREMER,

- B . TRREPMM RDOP B, @17 AP IARIMETE,
« RiEtE ¢ XFMHEER Chrome FIR L2158 RDP, RH—MBAREHER,

R
teIhReFFZ A G, a0 :

- IR | A= AHUBREZRENITIEREIAR, RNTRERBLZEE.
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- BEPPAR ¢ RITFEEFFRT N EBRSAZRHHZET FibZ 27518 Windows R4t
o IT 328 1 70T IT ARNZREKE#ITHRED R, MEFLZEGNBRMT

RHEER
HERENIFEREATER :
« B#THRAHY Chrome Enterprise Premium,

« Citrix Secure Private Access BEIEB NEMK,
« WAZTE Secure Private Access EIRZEHI G HEIEDIF RDP REMIHIRIZREE,

FoRGMH
MRER AT REM, UERN ROP NAEFHNRZ SR -

« Citrix Secure Private Access BEZE Google Chrome Enterprise Premium %, & * ¥4
B, &2 5 Google Chrome Enterprise Premium 5%

- XA BLZERIAIR Google Chrome %25 HH Citrix Secure Access | 5281 B2~
. BXEEBIFENFREY, BBRUTER :
o =ERZE - Citrix Secure Private Access A']

o BERERE - RAEKRMIzAEZYF

B2& Secure Private Access LU#{T RDP i4(a]

1. B Citrix Cloud, $AJ5& 5 Secure Private Access,
2. EEIEZEHIEH, B NEAERF > NAEFERE, ARG RNNAERF.
3. ¥ RDP W AIEFECE S Secure Private Access Y TCP/UDP W A%,

o ZNAEFAIUEFRS S 1P #utsSeE. FQDN ZEH%.
« RDP ZHrEIAIROFIEEIAIR O,

4. YHAER I ERLAHE X B9 P 4.

B X 83 TCP/UDP MARFIIFAER, BERAUTER
- =HEBE - X¥F TCP/UDP AR
- BBHIE — Z#F TCP/UDP LA ZF

LB iERE R

1. & F 3 Secure Private Access EIEHEHIA,
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2. WHRER > NKTRREE, AERE CIRN KRR
3. R TERE", ARRTER.

4. BEHFRINFNH AP AN LS BT i2 R o

5. WAMN A, ARBRHT—H%

6. IRIBEMER (FIMNAFSHAE) EFERMS. 1. BERALURINENMEGUE. MEUBMISERSE
WE 2 2R

7. BT
8. BRI

FPREICRRIBECERIA N 2 BR7E X SR 5REE > MRS H AT+,

BEEE CEP £} A

ARE T —MIEEBR TETR, &R FE5ER Chrome Enterprise Premium (CEP) 5 Citrix
Secure Private Access B EGRIN AEFHNE R EIE A,

BEXRIL

« TP EERABSTME Google Directory WERED,
« B BERIN5ERL Secure Private Access F1HJ Chrome Enterprise A1,

o NATREFEMIFRFERREE Secure Private Access BIRE4ISHEE, URTFRFAXABFAFAEN
¢HipiRIAE X N R

- AP IEREERTIEMARI,

« N2 EH Internet E#K,
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nable to
Access
Applications

Confirm user is

Profile is Correct

Y

logged in to the Sign-in with correct
correct chrome profile; Not Signed in to profile
C ) correct profile § )

Issue Persists.

—
Check Secure ‘
Enterprise Browser
Extension installed ‘
\
Extension Not Present

ForcelList policy in conflicting policy

Check Conflict Warning
ExtensionInstall and extension —» Conflicting Extension —still Failing—

Troubleshoot

Install List Policies

. J

Configuration missing
or incomect

Validate CEP
integration in SPA
admin console

CEP Integration configuration
Carrect and in Complete state

Ensure Group
Membership

Troubleshoot Google
Secure Gateway
Reachability

Policy Missing s N
or Extension missing Check SEB Extension .
rom policy policy Policy looks OK
. J
Policy Missing
or Extension Missing
from Policy -
or Conflict
or wrong Tenantid Check if Routes are
being fetched
Successful
Routes
Response
403 in Routes Response
S— v
‘ ] I N
Troubleshoot Multiple Integrating Check User Extension
Citrix Tenant  <—Multiple Giix— _Configuration within DNS error
Integration Tenants Google Admin Console Timeout - ~

Confirm Application Al
inclusion in routes
telemetry. nelsca\sr net APP ‘ICﬂUD"

in routes
in Routes

pplication
in Routes

Ensure IDP and Ensure App
Google Directory configuration in SPA
alignment. Admin Console

Check Access

settings for the group
in google admin
Console

Troubleshoot App
Access after Routing

BT CEP #EHBRRVIZET B &
NT LA,

1. §H Chrome B,

BEFIFHFERAZAIUEN TS

a. ¥JFF Chrome H S % chrome://policy/s

b. BH"EZHE, PR FHA
c. FFFHAISXHMINBIERYSFFZ= G,

1-\\

2. 79 Secure Enterprise Browser " B2

JSON’,

ﬁém E /La\-LEl io

JEER, FHESXIE

B _Eo

a. B Secure Enterprise Browser i BEiHHE RS BT,

b. BHEED, AN BERS 1%
c. XHAIHEHFHITH Chrome,

BN .
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d. REY REDR (BERSE) , ARSEE FTHEAE.
3. W& BB

a. XAFHEHFFTH Chrome,
b. EESRE 2 LUAR ¥R EW, AFREE THBAZE
c. FFTFHBISXHMIINBIRBZHFRA,

4. FHIRME AT,

a. £ Chrome 1, Sfi%) chrome://net-export/ H Bt FFHARRIIER (BRIAXHRA
chrome-net-export-log.json) o

b. hiA—LE SaaS 1 Web 2R, FA/SR[E] chrome://net-export/ F £ H FI1EIER.
c. THEEREYSTHIIINE)E B2 52,

HBIABAFPEBERBIEME Chrome BB

YMAIHEE ¢ 7E Chrome HMaA LA, BEDAZHER. o MER I RE@IH BN AR
RPN AR IER AP MIERE.

5, FHREEXHRETEBEFEXREUER, NRER, WHMEFHITH NI,

- EBEXHERBCEIERHBRIE | HEMITIE Secure Enterprise Browser i B2 EBE L,

- EBXHFERIREIFHRIE . FREBNREEXHERIEFHITEMRIE. BERAF
B FHRMERIIEE 2 5 %3 T Secure Private Access By Google B2 G MK P BIIH—2,

F&E Secure Enterprise Browser i BB B B &%
WIS ES © 7E Chrome 'S 23MVAE LA, NiZE— T ERENEEERR, XN TF Secure Enterprise
Browser I B, ErlieEBEREHERFEERIIFIET Bo

- FBEE | $EHRITHE Secure Enterprise Browser ¥ B R,

o F'BARERE | #EEHITIOE ExtensionlnstallForcelist F5&,

HE ExtensionInstallForcelist SRH&
AR © S#1ZI chrome://policy, SAIGTEChrome HEB& TZ&E+% 7 ExtensioninstallForcelist
R, BHEMENITARENETRESUETERIKIFMER

EUEAREIFIRA, ENIZEER ID N ekajlemdfcigmdbphhifahdfjbkciflj B B. XXTNF

Secure Enterprise Browser i &,
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AR B —RTE, RREER I,

o FREENAREIEDT R | BERITHEREMT BREFIRREK,

- IR | R BIEIRKRAAF KECENER Secure Enterprise Browser, R GE
Google BIEZEHISFHNBRYT BEE,

o FHIRPBDER | HEHITIRE Google BIEIEHIETMNAFT REE,

HiERRNT BRRRTIRRRR
R ERRAR—E RS CEP 5 Secure Private Access HIfERS, B2, B RIRNIREIZ L
T=EAE

o ZeINYER ( ekajlemdfcigmdbphhifahdfibkciflj )

« Citrix 22757 ( loifegnemklkgbmonigcdkmniboielgl )

o IR IOIE ( callobklhcbhilhphinckomhgkigmfocg )

EfER Secure Private Access BYH RERERHZE, IHIRIE Chrome JREEEXEM IS MITU TS

o

=

JA50HZE ¢ SME) chrome://policy . #F ExtensioninstallForcelist H 1 ERESFHIE,
2. DKL . EFR, VISFRERE (GPO) BE B/ &K,

3. A . MESESMNEEINEREIFAE=ZTVENYT B ID MMRIZHMTE, WEXR)
&, NRNBIEMNEEXEBEE— Google Workspace A4REIE, Er]LUFERRIBSHIY
o

4. BIIF . BEEFMBFEREE. “ERT RN LAEIAFRENYT BEEamEn, FREEBEWML
b TFEEIRTS

MREFIEY BLEYREBGRIZBNATEE, BHREHIT F Secure Enterprise Browser ¥ &K
B

FRE Secure Enterprise Browser ¥ EBIRE&

MRS © SMF chrome://policy H7E Secure Enterprise Browser T &% 7
securityGateway HIZEEE, RERTRESUETRTEENRIKIE, HENEFUTHER !

"authentication": {3},

"context": {
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"resource": "projects/project-<tenant_id>-<random-hex-characters>/
locations/global/securityGateways/securitygateway-<tenant_id>-<random-hex-
characters>"

iy

"externalHelper": {

"id": "com.citrix.device_posture_context_provider",

"metadata": {

"action": "device/metadata",

"input": [

"key": "tenantId",

"stringvalue": "<tenant_id>"

iy

MR tenant_id FEXRMIESEB Citrix Cloud FAF ID 3R, MRIERRE, MagERE MR
BEE NS Google K &R

o HRERERICTNZE | RERSTLERKFREA Secure Enterprise Browser i B {XH Secure Private
Access fitiE, MBMHBEFEE, HEAFEEMNARIHFoHEEPIRERY BNERE, B
M ¥7& Google Admin Console FHIAF Y EEE,
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- SRBRIEFE T $HIRAY Citrix 1P ID | (IRKEEFEEBESTHOFT, WEF ID FAHFERD
HPZERERER, 44517 HE Google Admin Console FHIAF Y EBACE,

- SRERERRIER © #5: OERHAEDIEERE.

KE Google EEZFISTHNARY EECE

AR E @ SMEB) hitps://admin.google.com, TELLAL, #EF)“Chrome RHEE > AT BERF
FEILMER, ERIEEIFRE EENANRISE S,

BHREEIETE (RISETEE) , JAE%F Secure Enterprise Browser' N, E4AM|, “RES
B8 T B SR E R =EH EEE \&it;primary domain\> 1”7, E 1 \&lt;primary domain\> ¥t F
&89 Google BIRFZEHI G HITNRLBL B AL,

HAEEET BEFNHERE N, TNV BEFRRI IS, X¥M5 & Secure Enterprise
Browser ¥ B 2 PHEBHAT—Ho.

« BNRIREERIER @ IRK OU RURIREICRKIER, EUOMMREETENANBRBETEX
Bk, FHEEF OU ARIREEMEEREEEX OU BIREE, WRMRAAFRERIABIRR
PATFTE, BERR Citrix <o

. SRBRIERG | SRERSTRERSCRAAIL Google 1K REZE AR Secure Enterprise Browser, FH
&7 7£ Secure Private Access B IBHEHI & HI0IE CEP £/

o ZNEBK - 2 Citrix 1K © A1REEAT Secure Enterprise Browser i BIEFHZ NECE, BB
LXAREE X BXRIREC B R EMMER, ¥ Citrix P X BXEI[E— Google kP HIFEE
Ik, BERERSHMERTELERE T

o B - B Citrix #1KP ¢ SIRERER T — Citrix P, BB RAL P REHMEE
heerlRe ERECELLY BiER . WIREMEREHEMANLYT BREFRMEKRBEE, ErI4ks
fHIBRBRLL 54438 3E Secure Private Access BEIBIZEE| S ER M Citrix FAFP R A EREEE,

MRERRT 2R/NT BEREE, HETRERNRRENHALEHRENNAER, B55KR
Citrix i*%o

RERBHERIETR

WA © S#Z chrome://extensions/?options=ekajlcmdfcigmdbphhifahdfibkciflj B¢ # & & o
Secure Enterprise Browser 1 BIEF FHiEF I,

HAZLNKENALLHREBRAE . BEETGE, XEXNNHEHES IR AER
Ho XAJMREEOREMEDFPIENTERES,

FEER, BRAZUTRBNEETT:
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Calling 'https://api.prod.securegateway.goog/api/vil/routes’
ZIERE W R ELY

[260220 17:07:51.64] [SG.ApiClient] [DEBUG] Response: {expirationTime:

'2026-02-20T15:37:512"', proxyUrl: 'https://api.prod.securegateway.goog', ...

o FTFXRAEREPER 403 REAKED © 1tk 403 $£IRFJAEE Zscaler. Umbrella SF32 80 A 1%
R[],
o EXMIBRT, BRRBIBERBERA RTREZMEIIFRFE Google Security Gateway BY
RE
o INRAZE, NrlgeRBAFREXHEFEES MR, HERREEKE Secure Private

Access 5 CEP BIEMARTTE, 1B 4EHITE Secure Private Access SIB1ZEHI & HISIIE
CEP &5,

« FTXRRBAEREM. DNS iR 503 $HiR ;| BFHALEHITHE Google Secure Gateway BJik
MRl RR,

« FFXERHERMII (200 OK) @ IBASHITHRIARBPR IS NARER,

1E Secure Private Access BIEIZEEIHA HLEITF CEP /K
jfiA] Citrix Cloud #4I& B9 Secure Private Access RN M BRIGE LS,
FEHERSH, WU TAS :
+ Google Chrome ERE LN B RATEMR. MRLZIMEM, EHRRSIRBXILTTHN CEP £
S RZGS B, REEIR. NRRIBNAEE, BEER Citrix 2#%
« BF ID WIMEBEREEERR Google ik I NHE, EAILTE Google BIRHZEHISBIKA, >
i E T ENZE,

INR _ERPREEESER, BEATETE Chrome I WEEEFIREVEMAY BIZFECE, 1EEKR Citrix
S Fo

BEE Google Secure Gateway RJ5X 14 A ET

WA E © £ URL https://api.prod.securegateway.goog/api/vi/routes FF7EN| L2
WA= SMELE URL, BRI HTTP 401 $5iRMA, XEFHATTH, RAAURINEILS
Google Secure Gateway FIFILEIER,

- DNS TR | XKREATEHINFEAIREIRE T —LIREIME DNS fRITECE, FHIEE Google &2
X FQDNo B2, XZfERULINEERIRSEM, H B EESRITENEY FQDN.
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o EREENERENEIRIME - XBIUKRNE M BB < BB MSIEEEF L 1E Google
ZEMXBRE. 1BIEME (/zh-cn/citrix-secure-private-access/service/prerequisites-for-cep-spa-
integration.html) LUAREBMLE e AR R SfoRZ 4 BEXNALE,

IR B R EMRIEEE, BECR Citrix 325,

BIANEBEFRISERBS
FIHAYER IR &3 5 18R Secure Private Access IR BRI FAIEF X NMAY FQDN, i :

[260318 06:42:38.99] [SG.ApiClient] [DEBUG] Response: {expirationTime:
'2026-03-18T14:15:05Z"', proxyUrl: 'https://via.prod.securegateway.goog',
endpointMatchers: [{hostname: 'telemetry.netscalergateway.net'},
{hostname: 'www.workday.com'}, {hostname: '*.workday.com'}, {hostname:
'"jira.internal.corp'}, {hostname: '*.jira.internal.corp'}]}.

TR ESEERA RPN AER ?

- BREAMNPIZEEHNNNABER | EHLEHIT (#roubleshoot-routed-application-access).

« BREMEMNPINE S telemetry.netscalergateway.net : =iRfrEHth W REFM A SN B
PR, MREMAERBTEARTE, XBIUKRPARBIRFEEZ, HHE Citrix PEEEN
IdP 5 Google Directory ZBIFVAR—E, BHEINIT (#ensure-idp-and-google-directory-

alignment),

s BRAMNAPRESTELRNNNBERF | XKRBENBEERARTE Secure Private Access EIEFEH!
BHIEWEE, BRIINAREFEGEEHEES XBIEE (RFSELIARE) . NREHERN
BiEFEREENERYD ERERE, EEER Citrix i,

BFE K e N AR TR 17310 [P) R
WS AER RS (REBBIIRD) 5, MEBNTHRAA ?

o RIRRiT AR EE IR (ERR_NAME_NOT_FOUND)

X1R R aER AN A RF R IE MAECD B ol R IE AR = T SXE& .
« BR“IEIREIEL RKERTTHE
X FEH Secure Private Access &I B RKREEERIKENS S HalH o

s —MHEENEETR N ! HET,

RN EN S B LREEEZRT AR BN ARERF. EXMERT, HRIE Citrix XHEHE
EERBNNE N AR, = iR
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o NEB DNS Bk
- [FIHARE E X i
o FAASEFLIN

- — M EHERHE, AXIEFEERRSFTIR”
XA gER— M EIEEIR, JLOHEAERBITHER,
SNIRPIEAIPATFE, IFELR Citrix 3255,

)

o B, BIETE Chrome HilEF=H5 A via.prod.securegateway.goog RIIFHZE SRR
Ko BATUE] 401 MaNz, NREEEY, MRRPEIPGAESIEIETRLLGR, SR
LRl Y Be A RN A2 o

o NAREFEBRNS —MEBERRENSAEMELLET REEBRMU RS Google ZEM XY
mE. XEREFFEEXAREFEHRERKMHNIZRHEE M. Secure Private Access 5
Chrome Enterprise Premium BYSER A ZF IR EBEE,

o EPHEIR

N AEFAEEEFERILE CAIEH, R EETEaMH AZEERIEREIR. B
Chrome Enterprise Premium E2&, ZFAILUHEZEERNIR CA HEXEINEER. B X1FHE
B, &5 A Chrome Enterprise Premium BRI BAE,

HfR 1dP 1 Google Directory 347F

3FF Secure Private Access 5 Chrome Enterprise Premium BYEERE, EBYE R5 Google Directory
IR IS E SERARR TS RIVFTREZ M FIREN—EHE,

MRAPMNARAEFHEER, FESRERTHERE—N, BHREI0E Google EXRZEH A

AYi518)I& & (#check-access-settings-for-the-group-in-google-admin-console).
KE Google BEIEFISHANARILE
7f Google BIEfEHIAH, SME BR > 84 HEFREEER B AR KRB N AR AR MERIEFA,

EE, #8F HiRigE HARETUEERR 7P #AEARR EMEER. REXNMNB TR
#E7E Secure Private Access FoIERIEHIFTE BE4H,

ﬁﬂ%ﬁtiﬁlﬁegﬁa ) i%ﬁ*%x‘ Citrix S'Zﬁo
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CEP £/ HEH )&

LA 2 Secure Private Access 5 Chrome Enterprise Premium £8P 7ZERI E &7 7L,

Secure Private Access FH F' Hm|

- W& ERBEEBIMRADFARRNMIR MRS, REAB=ZIRETR. XRH T R
IR R TE %,

BRTGE | QR MRINRIERE ; — N AEIM MRS, 5T RROES.

o (A : TCP/UDP fRZ 2R E|E P inlic &iEN B el HIFEFrE TR MENN RS E Ul RERE Ao
XIREI T EXREZ2REE P imn=iT AMEE .

BiEMN PR BEACE
- E IR Okta 4ARY, JAFSRASOIRSAN, LB Okta B RFIFIERIL,
RIS | MEEILUS Okta AIfES MR, EFMEMAIEER. B9 Oka MIE IdP, BB

Bt AH AD 5 Okta . B XIFMER, FEBH & Okta fEN S RIRIHZFERES Citrix
Cloud,

Google Chrome X338

« A&k : 40R Google ELENXFikFEaSBRATHANRS, HEBFPZIHM CWA ZIE Chrome X528
BN AR, Mt REMNBEEX M, NASMELEEX FEIZIIER,

BRAE . XHAEEXFERSHEREINARER.

« B . ERHEE Chrome EEEXHER CWA HEINABRERGE, BRAREEEXHEIZEDE
BB RN AER URL,

BRAE . BEEXMHEIERE, ENEMINARER.

A/ . M Google EIEEEHIGRES AN, BHATPNAFRA2E5IRES. ERFHAE),
whoCanViewGroupMembership IKEMEILEE/ ALL_MANAGERS_CAN_VIEW ., FHIt, =R
o] DL R FHEATT o

AR . 1E Google BIRIEHIE L FEhEH Google BHANRIED API #H1TE#H. B XIFH
8, 1527 [t} (https://developers.google.com/workspace/admin/groups-settings/

manage)o
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« A& . AF@EIHREE Chrome EBEXfHIRIE A fHHY SaaS/Web NAREFIY, RAZEIAE
WHENRTAF AR RMERHTRMNRIL. XBELXEE—RNEAEDZE !
RRA :
o RESHEAETR, ERESHAIRBEREEIH.
o MTFIERYIA(L, SEB ¥ BREBEHVIAL.

fRRAE . EHEOREFZE) Chrome &iF.

o B/ : AFIEEHEE Chrome EREX4EX Citrix Workspace N BIERFAI0)A SR SaaS N AIRF
B, AlaEiB@F St IRS Al A iR, LR HEF Google Ehtti&hE L R AR RH fFimI0) =
EREY.

R E ¢ B3R Google HIPAF Rz,
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N AEFEENEE

Citrix Secure Private Access I 7 — AP RIF. EFXNFE, ATFEREMNEENESMYRAER

(SaaS/Web #1 TCP/UDP) BJifial, Secure Private Access 12| &@ i3 B BESIRHE—
EHISCRECLER, BERVUEREERS, ER—EFIaPENSERENSMEIE. BN
AR, EXARREUZEGAFPNR, HLT2RHURIPEUREEE, L5, Secure Private
Access xR Web W AR #ITEAIRRE, THELE VPN B F i,

BXIFAER, BEHAUTER :

« EEE Web 3 Saas NAERF
- EZ& TCP/UDP [ FTER

« B2E TCP/UDP - IR 2333 E P inf FHiER

AdE{ )l Web TY SaaS N FHER
I&IE Secure Private Access 5, RN ERZEHISECEN FEEFMIFR R,
1. EEEBESEH, BE NAERF

. BEAINARERF .
. RN BREFFRENIIE,

N

w

« WTFARNARERF, EFRERLTAMENE
- WTFARNARER, EFRERNLTAMERET

. BNARFRFAER S BMANTFRER, AREET—%

N

- ‘NMARRFEE - EENAREFREE,
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=g

3FF Chrome Enterprise Premium (CEP), {X¥3z#F HTTPS 1k Web 1 SaaS [ B2
Fo AZHFHTTP Ak Web 71 SaaS AR,

- ‘NARKFAW - MRAEFRETT.

- ‘NAEFHEL - NREFNEERE, LEENERAAFREEEES, B UR
KEYWORDS : <keyword_name> B ANBRERNXET., Ko UER X BFRIGEN A
2.

o ‘MR - FNELHHNBREFMNAERERE Ul P EREFFFEIBIT (JNRE
) . BaASTNBRERARNHIER, HEABEE U FRIIEZES. 7 Web 3 SaaS
N BRERFIEEXNG, ZNEAERNERERE Ul FEFESRST.

AFFNATREREREE, EERAIUASNNARERNFZE,

IFZER BRI R AT S M. Hl20, Business And Productivity\Engineering, It
N, EFBRXDANE, BIERRNIAEFRMITE X T ERIEG, WREE Ul RRRTT
ST N AR ENFERPEMANIERNLIALE, MIZEFFEAFIERNTE,

2%
2%

Flan, WNRIEE N AR FERF IR Business and Productivity 2855I AN
Business And productivity, MY Business And Productivity 28529}, s Ul %
25— %7 Business and productivity FIETZE51,

- NAREFER - REENERUERNAEFENT, EfRX 4RSI 128x128 &K, H
BA¥Z#F 1CO 71 PNG &R, MIREFREHER, N ZREINET.

- FAAPETNAER - MRETNEEAF 2RNERR, BERIEDR,

« URL - A=ZFH URL.

« X - HXIFRIEN AIZF URL BENER, BIERAILURNE 248 X SR AR,
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o BRI NAREFNEXFEASES— TN ARFNEXHES, NRELEXMIE
5, FBEMFRE R RERHFRIE X8, HEREEIE— N BER, AETH
1) SR B AR AE N 3t & A R PR. SRR R AE [RE B E 1L StoreFront™ FRERILN A
ERFRERE. EaUEATNBAERNEREARAR 2NN ARERIZIE
StoreFront 2N FAIERF.

o [, ERIINABIZFR URL RMFRMN S — N AEZRFHIHE X o
- BXEZFMER, FEiFWeb M SaaS VAREFAENREL.

- BN ARFAINBIBGRE — 2 Itk el YN AR VE A WIS N B 2R AN INE] Citrix
Workspace N AIEF S, ERILES, Citrix Workspace NFREFFNAREFNALAS

ER—MHEERNERER.

o FAVFA P MRS RRfpR — B o5 1R AT SR FBRERE 1T 12 M Citrix Workspace K FH
EFRPHWE N ARERTIRPRRN BEF. EFLIETfE, Citrix Workspace R F
EFRPNEBEEFNE EARER— 1 EEBEFE.

o RAVFHAP MNBETERIBR — & &5 1t%m el R IE T2 M Citrix Workspace B FFERH
B S N BB AR 51 2R AR R BRI BB AR o

INRIZM Secure Private Access #EHIE FRIFR T fric MUY BIER, NATMNEREE
KR T2 5| TR FehiBRiX L N TR, R0 M Secure Private Access 124! & #IBR 7 K2 B
2, NXLLERRERA2BaMEESRER.

- NAERFER - Web NAREFIEZFERER, Saas MARFIEFINER.
5. R, AERTTEK
ERAIMERE > NARFE TEEMEERENNARERF . EXBEZHAER, FEHARERE

Higi&,

MBRE T2y B YRR AR E

FCEN FATEFEY, HEM (FODN SN BERE) SAMEIERHERA, Secure Private Access /8
ZFRHITHRERE, MERNATERFEY, Secure Private Access RARIETHNBEIRRAEE -

o R5|ANZEFEBER - MRS5S EMBRNATERF X BERERHZE (FQDN SN BERE) REUE
AEfM I AIZERFES B, Secure Private Access 1% B h{$E MEREBRFHIFR.
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- HEXBRFRE - MRBBEFERS TNAREFER, MREPF— T NAREFASBRERESR
B. REEVDE-NENARFSIRZEXE, ZREUNSREERBERF.

o FEMMBR - B SR B (MEN N BIZF MR —ER 0 # A TIHEAMER. FRIEMIAIBRERBIE
RINAEFER, SWREHRRIER.

R_-=x

AR

- SNNAREFTIE (EREKS (.) X2 MRNEREFRN, BEXEMET. TEEE

SR
- BT HERBZXEERE, WRNAREFRAZFETNHZEREBRRE MY BEFRS
ao

|

RETR
o i FRARFF BB 5 A BB

5 HAR N4 & T4 X 15

Secure Private Access S0IFIZ_E{E HTTP Archive (HAR) X1, MU BEEh&AIN BEFIFRIME, &
AIUEERINE, FHIEEERIZINBEEREXIREEFRINE, @R FehiRaIFEBEME X
BWEE, BT NARERHARIRE,

Wgi, BERMIRE TN BAERFOFREME XIS, ETHEPERHAELLRN URL Bt &ZINE
1o BFERINBERTRELRELRE URL ZNHFRE URL, RILXMFEoIAESSEFEREREF K
I8, Secure Private Access ToiEIRFIN FFEFRER S ER A B URL.

Nl
BRIGIEEERE—NEHN example.com WNFARERF. EEAZNAERN, NHBERLEHE
L. AIan
api.example.com — BN FHRERFBEIE AP AR,
auth.example.com — BIRERMFMHIIIE,
cdn.example.com —iRFHSAR, FIUIEG. HAMFERK,
login.microsoftonline.com — IRME =75 HHIIE,

player.vimeo.com — JIEERANIINAR,

TEFIRFE T
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1. EERNBRERIER HAR X5,
2. B HAR X5 A Secure Private Accesso

3. &% Secure Private Access A, FlE0, FARTBERER api.example.com .
auth.example.com #1 cdn.example.com f{ERMAEEL, URIEALLEEHERAY
player.vimeo.com iz,

4. EFENRRRFPRERNSE.
5. RIEFEREERANAZRME,

IR T —MERNGAERIRA N EN BiEFERPTERE.

FoREZM

H{RTEIAI0] Web B SaaS W ATZFEEMIR HAR X, HAR XHH4MEZMEIFKER, HEKX

IINIAZI 50 MB BREE /),

S A HAR X4
1. T£ Secure Private Access BIE[M P, ITHERER Web 5% SaaS WHER.
2. %3 NARTEFERE, ARRE SAHAR,

Add an app

App Connectivity

URL*

‘ https://edition.cnn.com/ ‘

Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) @

‘ Internal via Connector N ‘ spablri NS ‘ ‘ None

N

@ 2connectors are available Refresh

Related Domains

Search related domains

‘ www.example.org or *.example.org T Import HAR
—

‘ O\ Search related domains

(1) | Related Domains | Routing Type | Primary Resource Location | Available Connectors/Gatew...
(]} * wikipedia.org A External via Google Secure (

Showing 1-1 of 1 items Page 1 ofl

| Actions
FZaU|

Srows v

3. ¥ HAR XHHEHREISABOR, stMIREFIEEFEH,
4. Secure Private Access 731 HAR {4+ R MWLRIE K PIRZIAiE,
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Import HAR

cnn_domains_sample.har

File size: 8.30 KB
Importing 5 total rows

Extracted Websites (Domains):

| Domain Name
WWW.Chn.com
cdn.cnn.com
api.cnn.com

metrics.cnn.com

O000O00O

edition.cnn.com

Showing 1-5 of 5 items Page 1 ofl

Delete HAR file

5. BEEKRIAE,
6. EERENNEINAEFBIE.
7. BEE F Ao

PSSR INEI N AR M X BECE .
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Add an app X
Routing Type Primary Resource Location Secondary Resource Location (optional)
Internal via Connector N ‘ spablri N ‘ ‘ None N ‘
| Related Domains | Routing Type | Primary Resource Location | Available Connectors/Gatew... | Actions
www.chn.com 4 Internal via Connector Spablr 2 7|
cdn.cnn.com £ Internal via Connector Spablri 2 VZA ]|
api.cnn.com A\ Internal via Connector Spablr 2 £ W
metrics.cnn.com & Internal via Connector Spablri 2 Y7}
Showing 1-4 of 4 items Page 1 of1 Srows v
(C] Maintain consistent connection 2]
Use the same connector appliance for the entire length of the session while accessing the application.

ESAZE, BEERXMNE. HAR XHRIEE SN BIEFEEFATENE,

EEM X
SAEE, RN EXERPIEH#TEE

« R - ERERFRIHERAREEHTE .
o ERFE - EEFESENMY, REARNE S EERFES MY, HEEFA BT RN S MIHRITERE
- JRIBEIECE - EXTAXEMVECE, SERENEE. TR RUEMMBEZRIE,

- HtERBE - EESNTERENE, HRANEFHERBEMTZRUERE, HEREEATER
BYARERI, SVERIE AT REAR X HF PR B BC &L

o BRNE - BLEE XN, 2BRFRBMUEUR (UER) EBRBAE, FHAXEIRERENX
Secure Private Access #0a]E& B4 X 13 BV 7R &2 A Kz {55 FE P AL 35 VR L B SR IR it 1% 4%

IIEMIXHFER
HAR S ATNREAERME LS RIS 2 BT R EDHTIE

« JEESATEMLIERZBEHNER HAR X4,
o TENRAXHEKI 50 MB,
« IS BN HAR XHHRY URL F1EEL
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- EENEZ BB
o BETENINEAE X MECE B R EITAE Lo

Aidi& TCP/UDP N BIEFE

1EBCE TCP/UDP N AHIERZFI, BERRARAEK,
B NSERS| ST E TCPIUDP AR, BHTUTSE .

1. EEEEH e, RENAER, ARREFINNARERF.
2. EERMUIEERNREMETR,
3. WAUTIFARESE -

- FREFAR - %#F TCPIUDP UE S5 HIEH. O EiRARSS 8RHYERE
- RREFAT - ARSI,
- WARERFHER - EEERINMNARFER, hFERR NN,
o BfR - (IFEIEFOMEHITEN IP #ihs FQDN, AILURINTARIEE— P HZ N E
Ho
o IP it va
o IP 33ESER - =4 © 10.68.90.10-10.68.90.99
o CIDR - = : 10.106.90.0/24
o TFEANIAY FQDN TiE4 — B TEBACRTIH. 2l : ex.destination.domain.com,

* domain.com
aAE:

o RRZAFFTILUEA FQDN hn N BiERR, BMEEIERMER IP MtiE T AR
. XZrRER, EA Citrix Secure Access™ Z FimAI LAY FQDN it N E
SCRY 1P Hhdik,

TREMH T BRI AXE B Rih R N AREFRRA

BiFHA N{EAIE N TR
10.10.10.1-10.10.10.100 RARPMNGED EERM IP itk
N AEF
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BREA

10.10.10.0/24

10.10.10.101

*,info.citrix.com

info.citrix.com

gnfelihiel R PR

BARBPMN{GEITE IP CIDR HEER IP
#uAbiA R N FRAER .

BB MNGED 10.10.10.101 KRR B

fm |
x

/

5t

=LA FRIAE info.citrix.com MIF
1K info.citrix.com (RiF) . fl
g, info.citrix.com,
subl.info.citrix.com,
levell.subi.info.citrix.com FE:
BT TIR A BHRRIEF R, HFERT
W= %

BB MNAR info.citrix.com ,
MARFRME R Fig, g,

subl.info.citrix.com ABEIIF[AE],

BiF IP I EFRE R R UER LR —B, MREFEIREE, A NARFRRP, 15§

FabMap

LS B 8 Lo
OO 24 162

B0.106, 19,062

W0.106. 13872
W0.106.138 T

W06 13182

PO I0E.13k81

00, 2248 W66

W02 32046

Ll et R

E IP SR BR— 1N ES

Q

Typt@

Innernal
Internal
Internal
Inierrial
Internal
Inmérnal
Internal
Inbernal
Initermal
Internal

Internal

15 (RE > MARFSE).

_ﬁ Subsel overlap of IP domain with existing entries. Please review the
FODMAP column f cdicators and adyust conflicting i
Applicat i column for warning ndscators an ust con iNg Ip
ranges as needed.

RARARRRRARARALE

- w0 - MARFSTHNERRD. EERANASTEREES MO SR CER,
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TREH T FTABREERYE O R,

tmOARA ]

réé

* RINBRT, WMOFRIEEN " (EE
®0) . BAr%$EF 1 3 65535 WigO=,

1300-2400 Brsz#F 1300 F] 2400 MiRES,

38389 B #Fim S 38389,

22,345,5678 B FiR0O 22, 345, 5678,
1300-2400, 42000-43000,22,443 B#F#F 1300 F) 2400. 42000 % 43000

s OS5 SeE MU im0 22 # 443,

BECTFIRO () FReS RO S SCEE .

MY - TCP/UDP
4. NBAEFEE . EXNBEERRENERES .
« PUER : DNS f##m@idizFE DNS ARSE 28 5T M0

INBERT, PABIRe AREBEYE R EE S #I= 8H B2 NetScaler Gateway F&i& &4, 5l
i, GNR .example.net HIERHKEANRNEE, WEPTEMEXE/Fi5 (Fla0
code.example.net . test.example.net . 123.example.net ) EPI=EF @D
NetScaler Gateway B&iE £ 4,

o SME8 © DNS 2@ &AM DNS fRSE 2355/
L8 X 38/ FIEARAR IS AAEREY , TRENIZHERER S HIZ & EIE NetScaler Gateway F&iE
£, FIa0, 1R code. example.net HIEHFIKEANEE, NREIIFZMRSFEREED
BEXMIERE, MiARmFIE (HE0 text.example.net # 123.example.net ) HIAREEE
i NetScaler Gateway B&iE 4,
5. BEARMUER AN E 4t B ARe AR S5 250

6. BERTF. NAEFRANIZINARFEBNE. KBENARERFGE, ErIUNRARFIHRE
MR ATER. Ak, BEENARERFFANERSRE RN MERIEE,
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- RIEN AER
- MHER

ESSR
EAL e

Ao TCP/UDP - REZRAE PN AER

TCP/UDP - fRSZ833I B FImN BIEF 2B n B F 5T I06E ©

« {3 Microsoft Endpoint Configuration Manager S8R R A = HITUHED X
« £F GPO Push T &8 & L #1TIRIZ SRR BH
o EAEBIAHFEM IR AP I,
FoREM
« Secure Private Access & BB FEMo
« BRIHRAHEUATER !
> Windows - 24.6.1.18 B =R A

o macOS - 24.06.2 REEhRA

o A IP #ULtE7E NetScaler® Gateway EFACE, HEPERIMENAY VPN E#IRS 2. BEEUT

TS

set vpn sessionAction ns_default_vpn_session_profile_spa_tcp_udp_apps -useMIP

NS -useIIP NOSPILLOVER

(AP EILUEIR(ER -useMIP NS -useIIP NOSPILLOVER 6l VPN &iEfiEXHMEiEig
E)

487 vpn vserver <spa vserver name> -intranetlP <IP address>
HITUTHSBUMNEEZHSECE TCP/UDP NARER :

1. EEEEH e, RENBER, ARREAFINNARERF.
2. EFRNERNL T MEZRER.
3. WAUTIFARES -

- NMAERFAEE - XETCPIUDP - fRS58:3IE F o
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- NAERRF- NAREFI%T.
- NARERFHER - EIETRINNN AR, b= ERENER,

o PRS32R - RENERPIREILEENNBERRSSFMFMES, EabiaA IP ik, 1P
H3ESEEE CIDR,

o WO - BPIHKROS,
o MY — TCP/UDP,
4. BEFMLGRINEMARS 28,
5. BEfRF. VEERNAMBNBAEFEEERE. CENBERGE, EUIUMNNBAEF TERE
MR BT, Mitt, BRENAEFTHE SR H AN EIFRIZIE,
- YRIBN TR
[

WA TARS 8- B P im@ERINAEFS, £ NetScaler Gateway EECERIARERM 1P #thibsE
B BUARINA TCP/UDP AR, MUERIRSf:-&FF milE P in-& P imii s,

A 1P ik (/en-us/citrix-secure-private-access/media/spaop-tcp-upd-intranet-ip-app.png)

BN R

1. ERSMEHNEEEHI G, BERAER.

2. BEBERNLARFAETRINEESHE, KR5S SEBNAER.
3. RIEMARFIAES

4. BERE,

RETR
R R AR O 5B
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inia) RIS E BN B

FHSBREAENET, NAEFREMNEMEIVHREXERE, HIE L TXEMNLZEREK, A
[EERXMNARRFRIAIR, FILREEEX X, ENIFRR IR,

Citrix Secure Private Access™ Hi&MNi5n)heElRt 7 —MeENBETIFRAE, AN BIEFRE
HEZLihR, BENIHREEIREAEBIRIE LT XX B PR N BEREAIARE,

Secure Private Access RIS AR A IFEIBIERPI AP IREN L TXERH BN N BERN
Hial,

BXIFAMER, BEHAUTER :

- FCENAZFRYISIR) SRR
« SRBRSRMF

- ECERIERES

« IRFIEFEM

BCiE N FATE Fr RV IR SR B

Secure Private Access R R) R D IFERIER P BAPIREN L TYX ERASZRXYNBEERN
iAo

AR RE S IUEET Google EIREFISECE, MARZTE Secure Private Access REPFHACE,

MNTE Google EIELHIE > MM PEE, XLEMNZES DLP HXNBRIRE, FIIARIMKEL
FEIETHISHERE SR G URL Tk,

B * 7T Google BIBZEH|EH A Google Chrome BIEERIEFANAEMER, BFSRUATER :

« 79 Chrome Enterprise i&& Chrome Enterprise ZE#% 23558
o BUBFRIPAN

ECE IR REE
L EEIRESIAT, B R,
2. it DUEEERE,
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3. 7£ RUEBIAIRISRER TIE A, ERUTETZ— !

- BFIAR4A
- HEHTENIA
R R R NIARSE S R SRBS PSR, BT AP TR ETXEeHIHIT.

ERTLOERR HHEATENA LS A Aways On 3. T Always On Ei%, EUAEEME
FiEH. BXEMER, BSR EHIEHIMEEE.
BXIHENRBENEZER, 15207 Always On VPN before Windows Logon.

4. a. 7% SRBEAWFR 1, WARBEAILIT,

5. £ MR 1, EERERGIMITIHNRERNEER,

6. 7T AP &M - RIBX A SIBL R B2 1A R AR LUK BB P 3R P AE#1TIEE,

« CEUTER : (NS5 F P HERRINTER A A A,
o NCEAEMRM : FRFERPIIHBAFEAN, PRERF A RITIAIR.

TR LR BB B ID AR EARBIMERAF, HERETIFEESUERIRSFH
BT EBAFIHRNR, BMEMITEZSMKF. BXIFAESR, 155 Policy conditions.
7. (AiE) B + DARIE L FSGRMZ 15

HITARE L T ORMSREY, e XERHENE AND 38, HENEHERAMENENET £
TXHIRMGE, FRITEERES, SR LURIE E XX AT &M

« FMISALE - A RN AEFPRERRISRAME,.

o EECLATERIN @ (NIIF MRV ERIME M E RN AiEFRIAE A 2R P AR N A
EFo
o AECECERIA : FRKBIHMINEMENRRRABFAEN, FRERR AR AEITITFN
Ao
o RERE - EERFIRELIRET 8B PN AEFRIZR M.

BXIFESR, 1585 Policy conditions.
8. £ #F b, EERETFRETMHMATERAER LEBFHITHUTREZ—
 R¥FiAiE
- $E4EI5IA]
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9. &R RENBARE. MRETEFUIED, NRBRNSIZMASERAES LBHAIT. 2
&, SR LGEd ERYIRF X MR SRS TIHE /S A SR EK.

YRR IP) SRS

1. 7£ Secure Private Access EIEEHIGH, BE IHiAHRE,

2. BEEBEUNRBRAEITHINERSERE, AERE HEHARRK,
3. REREIFAER,

4. B B
Search for access policy Q ‘
| Priority Name Status | Modified
1 app-pol Nov 17, 202...
2 app-pol-2 Nov 17, 202...
3 allow-policy Nov 17, 202...
4 deny-policy Nov 17, 202...
Showing 1-4 of 4 items Page 1 ofl 50 rows v

BRI RRBE IR

BIBMIRREEE, BRIABR TRAZARRBDE—MIERRS. ERIUEDRRE IR LEEE
K5cho

MAREEE, RIFES, FEAHETHE MRIERBATEEXES, WG T—7ML%
RS BIERIRES, MRILEHE,

ERILGEEfER MR 7R L TR KB mE _ 5 m TR e R R BRI LI,

Search for access policy Q
| [\Priority Name Status | Modified
1 app-pol Nov 17, 202...
2 app-pol-2 Nov 17, 202...
3 allow-policy Nov 17, 202...
4 deny-policy Nov 17, 202..
Showing 1-4 of 4 items Page 1 ofl 50 rows v

BRSSR

o« MNEPFPIRITEH (Windows 1 macOS) WIFFMERE,
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« ¥3F TCP/UDP N FTEFE, @id%EF Citrix Secure Access B, MBEFIHITENL (Windows

#1 macOS) WIFFRIELE,

TBIBCELLIE

ERBRSRMF

LB DR T B X REBRENESER.

APMAFA

RARPRHEXTHRREERTHERF . AFNEMS. XEMNIFERITEMRENNBRERF

AR R Y B 2 BRI EN S 15,
AFZGaAE="EB2AEMEH9

PCAECSEEY @ I FHIZIREGI AT EFMES AR,
o PCECA AR :

o HEBRUINCER T IEERAF AR, BEERILLIL,
o WNRFIRFWED—DEMHITE, NHESM-
o YERZELITF IN iTIERS,

o« RICESE(AII

o (LI T SR B R B T BRIEE A P sk A 2 ABIFRE Ao
o (REBIEFNEMIIRITER, FHESRM
o YEFAZELITF NOT IN iI3ESS,.
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H] SecurePrivate Access > Policies > Create/Edit Policy

‘ User/user groups AV ‘

Policy name and applications

Policy name

Select User/User Groups or Machine/Machine Groups below to proceed

‘ Test

Applications

‘ HelpCenter @ Q ‘

Conditions

User conditions

‘ Matches any of N4 ‘ ‘ gwonprem.corp N ‘ gwonprem.corp\Administ @ Q
rator - Administrator@gwo
nprem.corp
AND
‘ Network location NS ‘ ‘ Matches any of V4 ‘

fll_test @

v"@

| (® Create network location

kRS

BN SR B B RS DRIEIES 7.

- BERSE (APBFIRMYt. ABRFHE) - EFBRATERE—THZIME0, SHERF BT

fHAN4E B F R o

WA P MARYS

ERAPEHRERE, EEATURIEPMEE RPNEF 55 Google Directory B, (XNHBEFR S
Google Directory [E% Y, Secure Private Access tRBEFREIEMBIT (L, BN, AIRESHEIUTE

H .
/= -

« KRR
FRIRTTE

7 Google EE#EZHIGH, NARF > EBUWRE DAL TP IRSEM . Secure Private Access &5

XL RRIGUEFA P @& 7T,
- ARPXREY :
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FRRTTE -

FERWIEERBF X5 Google Directory [, EFERABREMAE A, BHES Google
Directory %, $AJSEBTE Secure Private Access SREEHfEFH,

IILINREIR 7T Google Chrome &L ISR S B Ao

P AT

MEEARSS (NLS) B—FERBESRM, IFERIERPHIME M ERSR, EERAILURIERF
RN AR EEE I RRE. ZUBERURAFPHRNAREFNESRMX, WAIUZRAFH
MEME, MEMLEFR IP HUSEE S F M E Mo

EIRIBEUEREFREE, FHITUTERE !

1.

2.

3.

ERHEEAT, BEFMEFMH
prics VSl VAT

B ML AL E (/en-us/citrix-secure-private-access/media/spa-hybrid-create-network-

location2.png)
NREEREZS TWAME, BIREENERERNTEP 1

s CEEE— - REMESBIEEFEENER—TMEULETE.
« RNEESER— - MEUESBUREREE BRI TSI E &R T,

N RSAE", ERILOERINEMEUENCIENEUE, ZCEMNMELE, BR
T QIERISNIE"

« H{RIZE M Citrix Cloud > StoreFront Cloud > Access > Adaptive Access |Ef BHiEMNij
e BN, ERITERNUBINE, BXFHAER, BSREREERIARL

1ZE A LAM Citrix Cloud #ZHI B EIZMEMLE, B XIFAER, BEHEREE DaasS HiRo
FERERBREC B
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A
AicBE=IERER
IS UERASIERE, @id45d NetScaler Gateway FRIE R SU1F A P E#510)/5iRN BIERF.

1. SE KR > REREE, AREE IBKIERE.

E] Secure Private Access > Policies > Create/Edit Session Policy

Policy name

hospital,policyﬂ

Description (optional)

Enter a description

N

Conditions @
User:
{ All users A4 ]
AND
Network location A4 ] [ Matches any of A4 ] [hospital_netwurmo A4 @

(® Create network location

(¥ Add condition

Settings

Choose at least one setting to add to this policy.

@ Direct routing -
/@

Route all users externally for all applications.

Policy enablement

Enable policy after creation

2. WARBRYR AN,
3. EFEENENAXEIRER A&,

TR LRGN A TFRERFEER D AR

g0, EEIUEX MBMUE KMEUBAENRIENDSEH, XTBRERNEBAUTARE
LN EREY F IS R IE IR F
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HITHRIE £ T SORNE SR MRS, MXWRMANA AND T8, HENXEAPMENENETF ETX
BISRMHERR R, FRITLRER,

4, E3F E#ERE LURBFR REEEA XD EIHNBIER, MEFE NetScaler Gateway F&iE,
5. %1F SIEREAKEE, MREFEFIGEDT, NRENEIE, MARENBER LEFIMIT,

®E, FHoLUBEEER RE ZIRHIIRA X, N IERE TEE AR,
6. B RF

ML BB N MARIERIERIFT, XAIBEIIRMNTANRNRERT s

« **Citrix Secure Access B i . *REERIF I eEcENERHBARE, NN BERIFIR.

 **Chrome Z&N %KY BIZF | *RERIFE 30 D AE—R. BRYUNEFEN KARHUFRT
R ¥ eEn RN A2

&M
MIGEMSFIE B UBAFIRAEAF B EEE, NMARISEEBIFSET S MEEDMS,
GEIEBEMS RUTHE .

1. Active Directory {RMVIEBIMAE NN L B F V28819 HIERIKEIE.
2. IEPMENMNI LT CRL 59 & = (CDP) I LDAP URL.

A2 FFE CRL CDP(/en-us/citrix-secure-private-access/media/spa-ztna-always-on-crl-cdp.png)

3. WHTEIEBMANAFREZIEBRENR, LOEMEBUTIFAERIREIES,

a. FIAIEBEREESRT, HEHTEN N TIESESHEIE (8% Bk,

b. AIEBRHB—TFHLT.

c. UHREMERAERIETF, FERELTRN IREEI N EBRRI, HEF AR s
FR (UPN)' U2 SEERERE RN,

RARFF B EAE & FR(/en-us/citrix-secure-private-access/media/spa-ztna-always-on-

common-name-upn.png)

d. YRBREETF, HARM—PREH (REIHENKF) , ERE/RFIERRERE
EMENZA, EERINAAE, AR BRI EE T .
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PRLRFFIE B 3OIE B F (/en-us/citrix-secure-private-access/media/spa-ztna-always-on-auto-

enroll.png)

ELEF, BRIEAF FrEHENNR) WICTFEME A EMFEIERER,

e. (Alik) BIBE—TAHRBEIIR (GPO), URIFEINEFREM, FREBERIHRSM (OU) K

R

Computer_Certificate_AutoEnroll

General

Computer Configuration (Enabled)

Data collected on: 03.06.2024 13:14:52 show all
show
hide

© 1997-2026 Citrix Systems, Inc. All rights reserved.

Security Settings -
Public Key Policies/Certificale Services (ient - Auto-Erwollment Settings it
Policy Setting
Automatic centificate management Enabled
Option Setting
Enroll new certficates, renew expired certficates Enabled
nmpaﬂgmﬁmammmmmd:ad
cerificates
Update and manage certificates that use cedficate Enabled
templates from Active Directory
User Configuration (Disabled)
ghow
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INEESIRSS

Citrix REFZESRSE—FMETHNRRAARE, AIEMEERBHRITRRGELIHENRELER
3K, LUEiAIR Citrix DaaS (RN AFSEE) 3K Citrix Secure Private Access iR (SaaS. Web
A, TCP #1 UDP RZFH) » BB ELESRKEINGEEEN TERETEEENAREXE
B, $EESRESBIEATFREAAFERZINETLIREERSEEM (FHEBYOD IREE
B) , MMEEHMEFaEIRITSEERN,

BXRELSHNESER, BB REES,

£ NetScaler Gateway Al BIGSBESKE

Citrix IR FEBAIRSZ B S NetScaler Gateway &, EAILITE NetScaler Gateway EREEIREZRS

mE,

BEXEZEE, 15805 NetScaler® Gateway ERIEEZESIKE,
X

- BiEEBIRSHRENERIRELESNE,

o {REH set dps parameter (B set dps parameter -CustomerID <CCID> ) I%
BEF ID. ERSHGHMET,

Z3 NetScaler® Gateway RIS RESKRE

Citrix RERSRSE—FMET=NRRAAE, AIEMEERBHRITRRGELINHENTELRE
3K, FHBEIALIA Citrix Secure Private Access &R, %0 SaaS/Web A TCP/UDP 2R, @idis
BGENESRENEEEENTEHETSEANHRAEXEE, KERSRSEIEATRE
BARERZENELIFEENENME (TE/BYOD MIZLEE) KELENWMETEFRITSEER
M, BXEERSIRSHIFMAER, BB IEERS.
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32N

BEIRSIRSEA Universal Hybrid Multi Cloud (UHMC) ¥ EI3ER Citrix Platform License (CPL) By
—EoiRt, EXEZEE, 1EEH <https://www.citrix.com/buy/licensing/
product.html> ,

79 Secure Private Access JBE SRR A EERAISE&FRS

REIRSIRSE 5 Secure Private Access B SRR A RIVEM XM NetScaler Gateway 14.1 kg4
build 43.x FFiA% . WITE NetScaler Gateway EIERIGEIREINEE, ISE RSB FREE

Secure Private Access JE S EFEHIE T,

B % 1£ NetScaler Gateway FERIGEIRSOERNIFHMESR, 1BEIR NetScaler Gateway ERYIZEH
:{k/&,\ ‘_‘LEO

FR 7 7 NetScaler Gateway tERIKEIREEESN , EEAAEREIRSIKE TR RIMNIAIR
StoreFront™ By NetScaler Gateway B9 URL,

1. 7£ Secure Private Access BIEHZEFI S SME LT, EHIGERS

2. migEPRIIER, BHIgE,

3. TENetScaler Gateway URLH, A XINERIKERSKRENEARSS 258 FQDN, a0,
https://gw.example.net o

Settings X

Edit your Default Device Posture settings

Home > Identity and Access Management > Device Posty

Device Posture
Create device posture polices to enforce application a

NetScaler Gateway URLs

Dashboard Device Scans Integrations Review and/or add NetScaler Gateway URLs. This allows Device Posture to connect to StoreFrants.
NetScaler Gateway URL * X
o NetScaler Gateways are now supported for Dt
https:// dpsspa. .net Add

mac0S i0s Linux
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EEIgE

EMAG, Eo]LAEHFMLER Secure Private Access JESEPEIGE,

T

- BEEVAREFEHERFERRERS. REPTUTIEE XIARERE. WARRF. BEE. BRI
B. T24A. mEESE. hREENNNEEERIFAGER. BEXEFEAER, BRRNMAGER
KB,

- BEEMARERA. FRAIRESERKT, AASMHEGKMTXLEE, RIBEXNAS, FiFE
S8R EIRE ZIREFEC BN EF 47 NetScaler. EFECE StoreFront UM EFH O
StoreFront, B XIF4ER, BERTEEERLERE,

« M Citrix Enterprise Browser £t %] Chrome Enterprise Premium BN EBA B, B Xi¥4E
B, {B2REE Secure Private Access Eti&.

o FIINBERT, HEA, Cloud Connector B ia—REZE—iEESs, HH Secure Private
Access =1E/9 Cloud Connector ARV —EZR 31T HR. B X IFMER, B2RAGFH R,

EEIGE
W RERMHT B RENESEA,

R FRTEFFIE

Secure Private Access B2 AR IUBEEFHNNEI Secure Private Access & EFHIN FHIEFIEHT IR,
N AERIERYH TP EEX EURNBERFRENEAAR (HNEBERER) -

1. B igiE > MAEFE,
2. BEREELR, HEYSENBREREEE,

IERE

PEEBERTUERRBIRSG, LUEATHR Secure Private Access 188, BiBIRG SIS U TN

om0
i

- BIENBEERMZIREIARAIGR KR,
 1f Secure Private Access F BN FHTEFo
o ANFAREFIKERNERE,
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« 5BP XBFRIIE,

- B2,

- miEFEER

- RECE.

« NEAKE,
TR RSP A T EMECERS ¢

- ERBHRFEEEFRIFAER.
« RERSPIFAER.
« DifrgREERIIFAER.

ERECERS
WITU T BRERRERS !

1. 7f Secure Private Access BIRHEHIE T, %3 18 > BBIRES.

B  SecurePrivate Access » Settings > Configuration Report

Configure global settings for your subscribers

Configuration report
Troubleshoot an issue by providing Citrix support with the full details of your Secure Private Access Configuration
Additional Configurations
7) Collect the connector plugin configuration and include another report in the bundle.
Collect the proxy service configuration and include another report in the bundle.

Collect the analyzer configuration and include another report in the bundle.

2. EERAIT LS HMIRS, HERKEFREERSEFBUERE. NERS O FEEETR

EEFAER, BEPHMECE 37 THEN & EiE,
3. BHeIEIRE UB iR S ERT 2,

REERE, EBRE MNEEFERUTIRE !

- REEFTW | RAMALFIIFAEREHERINZSERST.
o REMATEA | FRFEFMAEDERETARER.
« ZIEERRTIHIREERARTERIZE,

TEERT 1T EIBNHD A RSB RS HEETG,
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© Configuration report

Report Completed ()

The report includes configuration information for your:

Access Policies *  Routing Domains
Applications * Resource Locations
Security Groups * Connectors

Site Configurations
Browser Settings

Additional Configurations

4 Successfully collected the connector plugin configuration.
& Successfully collected the proxy service configuration.

7 Successfully collected the analyzer configuration.

Attach the saved report to your support ticket.

hitps://support.citrix.com/case/manage
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[ i Configuration report

/\ Report Partially Complete

Some of the configuration information could not be retrieved:

Browser Settings

Additional Configurations

& Failed to collect the connector plugin configuration.

= Successfully collected the proxy service configuration.

Attach the saved report to your support ticket.

https://support.citrix.com/case/manage
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@ Configuration report

Report Completed ()

The report includes configuration information for your:

Access Policies *  Routing Domains

«  Applications *  Resource Locations
Security Groups «  Connectors
Site Configurations

Browser Settings

Additional Configurations

Failed to collect the connector plugin configuration.

2 Successfully collected the proxy service configuration.

@ Successfully collected the analyzer configuration.

Attach the saved report to your support ticket.

https://support.citrix.com/case/manage

4. BHETHAFIHRE S HBIAMIREER.

EERTR

L RRERBIRESNETEBLLT Secure Private Access BEHNEIER !

- TEHANREERSR
- QIEEER

- Rl

i
palil

b

<

B8 Help Desk Administrator BEHERER T EEREEIRS

AR

RE P RE 2 2 BUREE,
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ZERERQEIE

IREERERSET AT EEREAMNMERMNSMEER A

BHECEEFREREKR T, ATIEERZ MAMFSIA, RItENAEFEERBAFTE
FECE, LOBHSEARSS AR,

TRELE T BEREEEGFIFRRIEIMEE.

BoEA R
SE1

Google F ID

2B MEMX URL

Google Workspace FAF4H

S 2

NetScaler Gateway FEHIARSS
BTN

2B WIRER URL

FRhsiR(E

BEER THEAREFEE
FMEFEF 2 NetScaler,

IR THMAKREREE
MEFH I NetScalero

TR F ol

{NEFTE1T NetScaler
Analyzer

{EFA#FHY Secure Private
Access MUt EHACE

StoreFront,

B ER N HEAER D

StoreFront

B THMAUEFHEENE
#1921 NetScaler,

Google RS = BohEHED
B

Google iR =B hEFEC
B

AR NRPLYE CEP BB, It
BEESE 2 W—EF%9.

RERERS, FTHAPESERR
%89 Google fRE _EBEhEC
o

i&1T NetScaler BIABT, {EH
TR
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EELT PRERIE PN

WER 1P it (AFZELH B T HBAEREEN D

BRI % URL) #r NetScaler,
IEB-FEAXS B FR B FHHAUEFERENE
#1994 NetScalers

B & Secure Private Access E0i&

WNRIEHERL T Citrix Enterprise Browser B9 Citrix Secure Private Access 'R & E8E, FHBEAAY)H
F] Chrome Enterprise Premium, f&=]L{EE Secure Private Access B, IR {ERIFREANED
B, SENARERFMIGIEER, StoreFront #1 NetScaler BB EEF o518, BMBEE/G, Fad

HBXINA Secure Private Access ;B & EBZE Hi%&#F Chrome Enterprise Premium,

INREFEFERE, BBKR Citrix 3o

THE

Citrix 2F A EH, MUIL5R Cloud Connector FIMRE. MY, EIABERT, Citrix
Cloud ETEEFH AR, B NMEESNEESR L ZEXLEEH, HIANBERT, Secure Private Access
£{£59 Cloud Connector AREI—ER 9 #H1TH R,

B % Cloud Connector ARHIFMER, 1BEIREESE FH.

1Bid GUI A+4%k NetScaler BRI R %2 Python, ZEINZiEE CLI F+4&k NetScaler,

B X EAHARNIFERER, BEHUTER :

e StoreFront

« NetScaler %
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RARETRIIFILIEE

UTFREZE2T AN —EaRIIEE :

- BRBUEPOEE | 22 TRNREGEFFESHIEROMB LR ECEFER NetScaler
GSLB, XRAEH-EHMREERL, HESMRINAMSLERT GSLB EEAE. B X ¥4
BR, BEHASREEROEE,

- 2RRSV/HFTFEEIENIE | 2ERSBENHFH (GSLB) EEMNIEME NetScaler Gateway HE
5BEAMAS TN FEIRERFRAVIE R, FREREDERNL S, TREABATH. X FMAESR,
BEBALBRSB A TEEERE,

- BRE2BRSV/OHBTERE URL : EARLTHIFINLEZHANR, BHNEBE— I 2F
AR5 25 88 (GSLB) #ullk, LEMtREBE—AOR, BIEEHRERE (FIUNEESEE
M) FRAFERAIREREFRONZETRBEAM X, BXFEAGEE, BERRE2RERS SRR
#2818 URL.

« BT FTITXHNBRFERS  ~iEENBAEFN, SENBRFEE FAENARERF URL RE
X I AR BAnE XERHEE, A E XM HEEER FRREBEMIARIZMN AZFH A
F. B2, ERELERT, BEEAAEFERERAR L TXURRARBHR—NBRER. F
o, YAPELTMKZALET, NN ARFE URL BImAAEERE, MASEIZLEH
HiREH, BXFMAER, BERET L TXHNBEFEH,

o RIRAZRAFIFIEES IP it | ~NBAEFAIMIHEERI SRR T RAR P EEIH R
ERANERRZ T2/ (HTTP/HTTPS A TCP/UDP R AATER) - WIhEER RMHIIEFrEE LR
WAREMAVIFNP Hilk, Fitt, BERPTUEEWLES/IP Ut FEHIESR, HFAESEREL
WmANRER, NTTAXLEAFPRERONR. BXIFHAGER, BERAIREZAFIHEEE
IP i3k,

- FRERTER  EERAMUSIRS MR GXERRDELS I AER. Bit, EERAEE
ST MERZRAPHNARFNRER, EREN, RERAFERESHRITIFEIELHREURAT N
RREFMIARREEE, REERTE (iR > RBER) St EEREE 7 FHAN
RREFHNER (RIF/ZRDIFAEL) REEAXLERT, X FAEE, BEARKER
ITEK,

- ECEBEUEELPAIF (DLP) %BE - 5 RIFRHITE Google EIBIEHISH A CEP BB, URIEREE
FipiRZH & R E BRI R PR HI{GE B T Citrix Enterprise Browser, 2 Google Chrome 21k
FLIERET, IHRIRRFIMLINIE Google BIREEHI S HPECE N RSN, B X FMER, ESREC
BHIRERFIF (DLP) 2K,
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- BURAYERE  CRFNNEENS BRI AT ANNEERT AL, BXFHAESR, 1
fﬁl%ﬂ%'lﬁ%ﬁ%o

o

- BEBRLETHIGNER : (NREHBEM T Citrix Enterprise Browser By Citrix Z£2E FHifRES
IE, FHEBEYHEF Chrome Enterprise Premium, NAIUEEZRZEERIHREE, B X4

B, BBREELZETHMARE,

REBHEFROECE

Secure Private Access JE BB B X FEZHIET O Zih =it & A NetScaler GSLB, X FEx)-

Fahibh R EREM GSLB EHMIEBE L SIFA M Eo
ZFIEFOERE (Jen-us/citrix-secure-private-access/media/spa-hybrid-multi-datacenter.png)

AEFRH T EZHEFOZ I AECERILE Secure Private Access JE S ERER NP iHH,

TR

BERFEEUTEREY, UBESHIEDR.OEE Secure Private Access JESo

NetScaler Gateway 14.1-66.59 i & B =ik Ao

NetScaler GSLB B E&1-F ol S 282, GSLB WM MEFrBLS FAiE, MR EKEE
GSLB, &% £&)-Eahih R E8E IKEUR R,

GSLB FEEAR IP FA M,
BN CEP RIEEREHERIEFAM. BXFHAEER, 5811 £BRSSSNHTFEEERE,

GSLB B CLI 8%

32N NetScaler CLI iR GSLB, MU T2 CLI ;S BRI R FIE B

* add service <ADNS_SERVICE_NAME> <ADNS_IP> ADNS 53

add gslb site <SITE_NAME> <SITE_IP> -sitePassword "<SITE_PASSWORD>"

add gslb service <GSLB_SERVICE_NAME> <SERVICE_IP> SSL 443 -publicIP
<PUBLIC_IP> -publicPort 443 -siteName <SITE_NAME>

add gslb vserver <VSERVER_NAME> SSL

* bind gslb vserver <VSERVER_NAME> -serviceName <GSLB_SERVICE_NAME>
e bind gslb vserver <VSERVER_NAME> -domainName <GSLB_DOMAIN_FQDN>

e set lb vserver <VSERVER_NAME> -PersistenceType SOURCEIP

* set gslb service <GSLB_SERVICE _NAME> -sitePersistence ConnectionProxy

© 1997-2026 Citrix Systems, Inc. All rights reserved.

148


https://docs.netscaler.com/zh-cn/citrix-adc/current-release/global-server-load-balancing/configuring-gslb-by-using-a-wizard/configuring-active-active-site

Citrix Secure Private Access™ ESEFE

bind ssl service <GSLB_SERVICE_NAME> -certKeyName <SERVICE_CERT_KEY>

bind ssl vserver <VSERVER_NAME> -certKeyName <CA_CERT_KEY> -CA

bind ssl vserver <VSERVER_NAME> -certKeyName <EXTERNAL_CA_CERT_KEY> -CA

bind ssl vserver <VSERVER_NAME> -certKeyName <SERVER_CERT_KEY>

2%
TRELT CL e mRERAN S U REBZEIRA,

=RIESH

<ADNS_SERVICE_NAME>

<ADNS_IP>

<SITE_NAME>

<SITE_IP>

<SITE_PASSWORD>

<GSLB_SERVICE_NAME>

<SERVICE_IP>

<PUBLIC_IP>

<VSERVER_NAME>

<GSLB_DOMAIN_FQDN>

<SERVICE_CERT_KEY>

<CA_CERT_KEY>

<EXTERNAL_CA_CERT_KEY>

<SERVER_CERT_KEY>

i

=

ADNS ARSSEI%FR (Bla0, adns_ <env> )
Itk NetScaler = ADNS {58589 IP Hhiik
GSLB ihsa#miRfr (Flan, HE. FE)

GSLB i IP (FBF MEP &{SHY SNIP (&1
IP)

BT GSLB ihm B MEP S KIERNHEE
=4

HPTE B AT A2 51 B T BT Rz AR 55 285 B9 GSLB
AR5 7R

[EiH T B R AR S5 2R sk AR S5 Y 1P sttt
BTN EEXWIFIRIRY A (NAT) IP itk
GSLB E#IARSS 2RHI TR

GSLB & F imf#Hr#Y FQDN

SPER] GSLB ARS3H SSL IEBHEIABIT
WES CAEREHLIM (YBER -CA)
SNERIAE CAIEBEALIT (HBEN -CA)

4B7E B R BUAR 55 85 BUAR S5 2R IE H & AR NE
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ERETRSA

e add service adns_staging 10.100.5.50 ADNS 53

* add gslb site us-east-dcl 10.100.5.60 -sitePassword "password"

add gslb service us-east-dcl-svcl 10.100.5.80 SSL 443 -publicIP 203.0.113.42

-publicPort 443 -siteName us-east-dcl
e add gslb vserver staging_us-east_vs SSL
°* bind gslb vserver staging_us-east_vs -serviceName us-east-dcl-svcl
* bind gslb vserver staging_us-east_vs -domainName proxy-staging.example.com
e set 1lb vserver staging_us-east_vs -PersistenceType SOURCEIP
* set gslb service us-east-dcl-svcl -sitePersistence ConnectionProxy
* bind ssl service us-east-dcl-svcl -certKeyName star_staging_local
* Dbind ssl vserver staging_us-east_vs -certKeyName ca_staging.local -CA

* Dbind ssl vserver staging_us-east_vs -certKeyName CA.csg.proxy.ext.example

-CA

°* bind ssl vserver staging_us-east_vs -certKeyName csg.proxy.ext.example
N N
HEPOISEMECE
TERERTZHIEROPRRLILE AR S EERNHIMNE.,

B Secure Prvate Acoess <> Sotup Configuration
E . then analyze sefup eset ncer ‘Add datacenter

Google Chrome Enterprise Premium Datacenters
Status

> Bue £ Ready for analysis
© Setup complete
Global Server Load Blancer © Setup compl lete

Datacenters

> Blue > Ready for analysis

> Green £ Ready for analysis

100220

cerykeys )

1. AIMBIERD. BXFAER, FERATRE 2 1 REE—TMEIEFD.

2. WFENEEEFID, TEHIFSIT NetScaler F StoreFront A, B X IFMER, HBH THH
i&1T NetScaler # StoreFront 7,

3. WFEMEEFO, LERSEHDHEE, X 1FAREE, BRALEREHDFEE,
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4. BEEDER,

MRS EIEFONFE ST BEEET, WEEMINIIEEREE, FAErTUSESHITAR
EFES. BXIFAER, BERARGES.

ERIRS RN BITEERNE

2REIRS N EHI9% (GSLB) EZEAIEME NetScaler Gateway RENSEREMIS NI EIRERBAIER, F
HEAREREBNY R, THEEABP T,

1EfEF GSLB MY U5 Citrix Secure Private Access ;JEREPEH, DNS EirER A REAPIEK
AT IR =, REXFERE, ARRHA—NRELESIENILS, XARERE LSRR
B Web N RTERF.

GSLB E#EARIE@E I NetScaler Gateway REWSZERMAC T HIRIRHAVIER, FHHFENIERERY
e, TREMAR T, NMAERT R, EIENRLRAFR 2SR, HiEeTIEFA
4, JHERT HIF&IE DNS BHSFEIIRIEPEN BEF1ARK K.

TR

FA IR R IA T FORFMA LS GSLB EEAE

« PSS Secure Private Access JB&8E, HEMBMR ERET GSLB,

- GSLB LEATIR IP HAM. BXFARGE, BFENEER IP MtAiBRFA L,

- BETHSWMENE (BEEREEN IPBUERF) . BXFHER, B2AHSMEML.
« NetScaler Gateway hRA /9 14.1 SEFhRAS

FCE GSLB E#ZAE
TS GSLB EBRIE, HIBIBMERIFE GSLB RS VPN ERIRSS :

1. £ EERARITNBEEAEFIHIES, f80 csg.proxy.ext.goog o
2. RIEPHERFRELRBIFE GSLB ARSS.

3. MR EIEBIEN CAIEBRHEER] VPN ELIBRSS 25

4. ERBERHE MR LRSS GSLB iRSE & IRSHE.

CLIf% :
s FHEBHEER] GSLB RS-

bind ssl service <gslb-service-name> -certKeyName <certificate-name>
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« MR EIERHESR VPN ERS 250

bind ssl vserver <vpn-vserver-name> -certKeyName <certificate-name> -CA

ECiE £ /RARSS 8 A FITHR1E URL

4 Secure Private Access RBZ IR TR, BUNEESBIRS S EHDEE: (GSLB) i, It
MR HE—AOR, BIETIRERE (FIERSIY) AP BREISESIED O/ Secure

Private Access %,

79 Secure Private Access ESEACE GSLB BY, #4717 Google Secure Gateway (£ Google Cloud
5H) WEFT GSLB b, SR BIER T4HE TEIEF ORI Secure Private Access M x, #EfH
GSLB it = BB ZIMBEE, LIsRFHNE B,

[
HIRTREY, MALBIRS M EHISESS (GSLB) 13 URL IF4HER, MUfEHH GSLB 1% EH Chrome
Enterprise Premium (CEP) EE&. E#fa, EFMRESE — 1 HIEF O NetScaler Gatewayo

1. & R%) Secure Private Access EIE{EE|S,

2. ¥%3| gEiciE
3. B 2RRSHHFHITESS (GSLB).

Secure Private Access

A=
o

®@ v

Add datacenter

i citnix

T B SecurePrivate Access > Setup Configuration

Edit each component as needed, then analyze the entire
configuration to verify your setup.

m(ﬁﬁaio%ooa

=] Applications

Policies

( Configure Global Server Load Balancer )

BD Setup Configuration

Data Center

902 Settings

2 Device Posture

£ Monitor

Collapse &

Citri Saa$ apps. NetScaler ivate @  StoreFront @ Internal apps
x Workspac llrewalL | Galeway ﬂreweu i Access
- Network boundsry ~ =====- Pendingconnection @———@ Pending analysis @———4 Successful connection
Google Chrome Enterprise Premium Datacenters Configure and analyze
Status Status Global components
Setup complete
@jsetipcono © Setup complete Goosle CEP © Setup complete

Citrix service account address
tenant-sa-2kdpllf3hu79@svcacc-project-
productionl.iam.gserviceaccount.com
Client ID

103098070428048262905

OAuth Scopes
https://www.googleapis.com/auth/admin.directory.group.r
https://www.googleapis.com/auth/admin.directory.orgunit
+9 more

Datacenter Name

Datacenter 1

Secure Private Access site URL
https://alfacqel-cclb.spablri.com

Secure Private Access Gateway URL
https://spagw-alfacqel.xmga.cloud.com
IP address for Gateway URL

10.105.106.105

NetScaler Certificate-key pair name

Global Server Load Balancer
@ Setup complete

Data Centers
> Datacenter 1 @ Setup complete

1. Prepare

2. Download configuration scripts, run them and save
reports

4. 7f Secure Private Access M % URL FE¥iai A GSLB 18 URL By ik,
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Global Service Load Balancer (GSLB) X

> View Prerequisites

Enter details

Secure Private Access Gateway global URL @

‘ https://spaglobal.yourdomain.com

XIFEH CEP &5, HI¥ Secure Private Access W% URL Ei# 15 AR GSLB 15 URL,

WERIEDD (FIiE)
L EBEER MR O T BEL ST,
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Datacenters X

Select Datacenter

Blue N

> View Prerequisites

Global Server Load Balancer (GSLB) required for NetScaler Gateways

Before adding another datacenter, ensure that Global Server Load Balancing (GSLB) is properly configured for your
NetScaler Gateways. Verify that your existing GSLB setup is correct before proceeding.

( Configure GSLE )

Datacenter Name @

Blue

Secure Private Access site URL @

https://spa.yourdomain.com

Secure Private Access Gateway URL @ IP address @

https://spagateway.yourdomain.com ‘ | 10.0.2.200

NetScaler Certificate-key pair name @

your_certificate

[i-rilbagiiy

S LIRS EE, EeJUEHE—DEIRF.OFAM StoreFront 1 NetScaler A4 HIACE,

IEIRER S 1 3 . ERBA O TREIETO NetScaler AEMNEFHEE, HEMNE D NetScaler
#0 StoreFront A&,

BT F PN ARERFEEH

FCENBRERFN, RENAERIEE THENBER URL REME X HE N BERF BiRE X REAE
B, e EXMERAXIERTAREENARNZNAREFNEAF. B2, EXEERT, BERA
BEREIRIERR L T XURRE AR BRI —NAER. Fi, HAFPUTASNEANEE, RS8R
2/ URL LB MIERZERH, MAZE#EiE Secure Private Access B&H.
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IERILER R FORERF) = R1ERE FrERAF) FHBAGMINKEELLT. 78
RESPHER B BN EITFEER AT AREAEXNVRANVAP ST ENRIERBAEE, BTk
RERIFIRREEN—ED, Rt ERTZREPASHAAMITEN.

RV RBPEERBEE, NEecBEVAREFEE.

LU RBERTR T BB A

« BT ETFXBIRRE
- RABREAF EXRBDERNAER

B : BEF L TF>XRIERE
b/ g
« AZAFF { ABC REINAT, @idAERERHEAY NetScaler Gateway 7] Outlook Nz FAFERH
Microsoft Teams N FAIEFo

« BRF | 5 ABC GFNE=ALREINR T, 1@ NetScaler Gateway ihiRIFE LN REF
(RE¥E Outlook) - MHITEB @I EEXMIFIAAE 2R Outlook L FETER, FAHEZ@ET
NetScaler Gateway EHE Outlook FiZo

AJE

« BAARFE R Secure Access & ixLlifIR] ABC KL ABTER.
{138 AL B 8334 15) Outlook BYIEKET NetScaler Gateway B, SEUHIRIBIEL,
Outlook iz FAF2RFFRY B HRIENT T A 2871 B 4HFE 3Kt 2 BRIV,
RRERXITIT A HAFIEE], S5 B AR EZIREE) Microsoft Teams 8¢ Outlook BY#RIELE
hiE,
- BHFLERHAM, B HRAFTEFIEELE Outlook,

BRI .
ABC REIEER A UHITIU TEEE SRR R

1. &Ainie) Office 365 MATZRFHY B AR E XHTHIILIEHREK,
2. TEVIEERREH, |EABREINED,

EERAIUEE 570K X BBPTE NN AI2FRIFTE URL A X EBYFIR.
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3. XFFrE Office 365 A ERF URL, (FEHEECE AENEBHIT,
XiffR T B A Fi5IRHE Outlook N AIZFEVIEIK@EIT EEXMEEH, %63 NetScaler Gateway,

BT SLAEX TR, B ARF LGB BEEMIA R E /AT Outlook N ABERF, MEH@Ed
NetScaler Gateway #&H, EBIRIRIEZEIAREM ABC MAER.

B RERNT R

. BIEERIEIHIRER, B X ¥R, BBRECE IR,

. TEVIIRIERBE R, RrEEERAISMIIR A T

. NEIIR)REE X BXBIN FBREF URL AAB X 135 &R A, BB E R HRAZEERE,

4. IRIEEENANAR LTX, BrmEZBIRREZEE (640, M Internal E| External)
. REFVIIE)RE,

=

N

w

ol

B& 5} (/en-us/citrix-secure-private-access/media/spa-hybrid-routing-exceptions.png)

Afl : RREE AP EER BRI ERNRER

EERAIUERERIERE, FASE VAR ERRBEERNAIER, MEFET NetScaler
Gateway f&EZHIE. RIERBRENZMENMKERNSFRRRHEEDSIE,

BXEERERBIIFAESR, 521 EEERIERE,

_-==

AE

« RIERBITEERERIINATFRENARR, MARHERRENBIER.
- RIERBEAIUDECLAFRBE RPEER D R

BEER TR

RIERBEIFRREME TR, MRFEHRE, HRREEM . EXMBERT, HRRERBEHSN
RBERIERE. MRBIKREEHNREEREERERE, W2FBEHIRE (RE > NAREFH
) &R,

F 3 Citrix Secure Access™ &
LUTFRRARY Citrix Secure Access B %% 9 H R EER BT N BER.

e macOS - 24.11.1 RESRA,
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« Windows - 24.11.1.17 RESRA, Itt45, 72 EnableContextualAccess VPN & F i
R, BXIEMEE, EEi% NetScaler Gateway Windows VPN % P i £ iR 1,

TBIRA
R
FEERF, HAPEEDERMEL hospital_networkl”BY, RENBEFIRENAE R M GHL

AR, RAXENARFEERMS LrIUNERLR. MMRAPEERMEZHN, NNAREFR
S0 BE L o

BRARAER .

1. 70 appl. app2, FIFEREIEZENRER.

2. ANAAIEFE (appl. app2) 0GR SREELUIRFIH 0 R,

3. FNSIEERUBBRG, 8EERTIHIRNERSNMEEIAFAMMEUE,
4. EERBPEXGHFREISENFRERR.

5. AIMBABEMS. FHIGEACRUTERE—IR, HisEEMSLAIE hospital_networkl”s Xa]
HIRE B hospital_networkl”ByRE B R A EIHN BIEF,.

IEERIA AL R ERBEMNSN. F20, 2R appl BMEREERMS LB Fn @I ERE, T
IR IR SREE N appl BYIRECEER AN SThlltiRiFlE, BEAINRMLETRIERE,

ERRIERRBEEERMENERREH

ISR LUERSIERRDIFA P @I 54T NetScaler Gateway F&8E B #3510 BN BIEF.

BEXERERERBNIFAGER, BERRERERE,
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E] Secure Private Access > Policies » Create/Edit Session Policy

Policy name

[ hospital_policyT| l

Description (optional)

Enter a description

Conditions @

User:

[ All users A4 ]

AND

[ Network location % ] Matches any of N4 ] [hospital_networkﬂ@ A4 @

(¥ Create network location

(¥) Add condition

Settings

Choose at least one setting to add to this policy.

@ Direct routing -
/@

Route all users externally for all applications.

Policy enablement

Enable policy after creation

AINRLA P 3R REEY 1P Mt

N A IMINAE R E5BN BIR G 7 ARAA LS AR IE 1T A R AV AN ERFD N ER N FBF2R (HTTP/HTTPS #0
TCP/UDP NMF#2RF) - LMINRERIRMHSEFIE E R IARLGAVIF/IP ik, Fitt, EEGEAILL
EEETIHRELE/IP ik, RiEHRE, HAEERTENERHGANBER, NAXLERAFRH
IR PR

N FERF A IMINEE N EE R R TI08E ¢

o IRERLRFIAIENERSANERIE/IP UL AT T4,
o E T ERFEXERMNIBRINEIER (HTTP. HTTPS. TCP 1 UDP) ., iFifia) Citrix

Enterprise Browser™ #] Citrix Secure Access I,
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- ERRZLAFPIHRNEZHBIARKAYIP #ilt,

TEETRT TR ERARFAINTE. ‘NARFAI TTECFREDY (HTTP/HTTPS, TCP/
UDP) RI/IP #AtANiH S ki, EXRBRRERPIARNARLS CROBRATANAEER)
o

App configuration App discovery Security groups
All protocol N l { Last 1 Week v () Add filter
App discovery shows list of domains visited by end-users. Select one or more domains to add them to a new or existing application.
2 Selected [ View selected only ( Create application ) ( Add to an existing application )
| Domain/IP | Port | Protocol | Total Visits | Unique Users | Most Recent Visit | Assigned To App(S)

meesho.com 443 HTTPS 3 1 2024-08-14 12:22:32 1
O www.google.com 443 HTTPS 2 1 2024-08-14 12:16:21 0
0O www.googleadservices.com 443 HTTPS 2 1 2024-081412:16:21 0
0O www.bbc.com 443 HTTPS 1 1 2024-08-14 11:58:01 0

myntra.in 443 HTTPS 1 1 2024-08-1412:00:54 1
O www.apple.com 443 HTTPS 1 1 2024-08-1412:00:54 0
wikipedia.org 443 HTTPS 1 1 2024-08-14 12:16:21 0
WwWwW.amazon.in 443 HTTPS 1 1 2024-081412716:21 0
O Www.ajio.com 443 HTTPS 1 1 2024-08-14 12:22:32 0
(] javatpoint.com 443 HTTPS 1 1 2024-08-1412:22:32 0
(] udemy.com 443 HTTPS 1 1 2024-08-1412:22:32 0
O www.reddit.com 443 HTTPS 1 1 2024-081412:22:32 0

MR R NI N AR T

NRIBEFEIREFH Secure Private Access FIBEHEL T HRER BN AIZR, NEJLAERNBRE
FAIIIhEE, LEINEEr] A5 H &L B P iFRIBIFREEYIP ik, UEETLUFERE AN EE
. TEIRIE Secure Private Access IR, 1BRBUTHSBERNAERLXIINEE

o« BERMALR Web NZFBFERF, 1FTE Secure Private Access FEEBE— N BEF, HIEEBFTE
R INBIRZ FA AR R BYIE F I M@ ER AT AR X 13

a0, GNRIEABK IS citrix.com WFAE N BIERE, BEIE— T NARER, HEMEX@RrHEN
* . citrix.com o AT EHNBRRFEE, BEANERMEE URL /fEAE Web AT 2R URL BB
o
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App type* Appicon
HTTP/HTTPS N N hange icon Use default icon

(128 KB max, PNG)
App name *

. (C) Do not display application icon in Workspace app
Discover_appl

(T} Add application to favorites in Workspace app
App description

Allow user to remove from favorites

Do not allow user to remove from favorites

App category (%)

Ex.: Category\SubCategory\SubCategory

(T) Direct Access

Enable direct browser-based access to internal web applications.

URL *

| https://test.citrix.com ‘

Related Domains * (7

*.docs.citrix.com ‘

Web W %2 URL: https://test.citrix.com/ #X1H: *.citrix.com

o XFRER TCP/UDP N AFERE, iBE1E Secure Private Access FECBE— N AEE, HIEEFW
L% TCP/UDP #hiXFixSEE (A * UESENTE) . XEFALUM Citrix Secure
Access KIBAIIFRE TCP A UDP NATEF. a0, aNREBLIFM 10.0.0.0/8 FHFAERN
BiER, BERAUTFEHAEREENAER | =% : 10.0.0.0/8:
wma: (%)

hiX; TCP
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App type App icon

TCP/UDP N B Change icon Use default icon
(128 KB max, PNG)

App name *

Citrix Secure Access Client for Windows

Discover_a
_app2] Citrix Secure Access Client for mac0S

App description

Destinations

Destination * (& Port* (@ Protocol *

10.0.0.0/8 ‘ 443 | ‘ TCP Y

A

- QIBNAERFGE, EEOMEXITTFRRECE T IP FRHINAREFRIBF. elEinRR
B%, FHRHEHRELRITIHEFREZNAEFPEER FQDN/IP iR A A D ECA L RER, XLER]
RN BFSE, WAURERVIFERTIHRNRIEREF .

o BN REFEMENAIAIDERG, PB4 Citrix Workspace N FAIE 410N AR FH
WRIAREME, RZKRAFIGRNFRE FQDN/IP i E N F R B RE N AR AT TIE A,

_-=x

b=3— W

s HXRINBRERRHRNEARSBNARERE, FITEVHRSIEIZNNARER, UE
WLBERTEA 1P FRRFRIE ZIHRRRAIUX H, FEREAMNEENBIER
URL # IP s#toiit ¥ 5@ 3 3 N R S iF i IE.

o ENAEFBIFRIMNEIZ Discover , MUBRXE—MFHNAEFICE, ATER
RIMEEZEIRS, BT EIRSIUMBREERRIHDE IP FWEFE, UWEETUE]L
BS— B RSB ANBER IR XIS\ B4FER FQDN f IPROAE,

« Eifin] TCP/UDP NATER, AP XIER Citrix Secure Access {12, 1RIEN BRI
MFMECE, MIERBEMIARAENNBRERIFR, FENBERRI EPIRS.

o BMEEERRT ERMBINBERZE, WITEEadrs & IR P iGiRaviE/P ik,

Eit, SR FERhEE NAEF AR TIE, EEEEHENNAR, UREESHEMHANR
Bis/IP st FEEARCE NN AR

B X 7AINEL. FODN ¢ IP it pyIFAER, ESHMUTER,

o BCE® HTTP/HTTPS NE1ERE
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« fii& TCP/UDP N FTEE

MBI RTERF & Bl TUE S N AR
BB RN R ERF R NE RN RIS, BRTUTHR |

1. SiE NAERF > NAERF R,
2. NFIRAFEE—TE,

=

xR

o EARRERBE T AEMNAEREIENAIER, SEERETAEMINAEE, FER
HIRH R0

« MR—IMFEESENNARER X, WAREBREEZEKEBENAER. SIZEMT
NEFEERETARE, SEFEMRREEZEEELN, RER—TIERT.

3. B RENEER . EXENAREFNIFMER, FBREE HTTP/HTTPS NATEFE FMAD
& TCP/UDP N F1EF,

EHIENAEF

EHANEERREY, FRTUTSE

1. ERGITURINEI N AR,

2. BEHAMBIMENAERF

3. T MARF'F, ERERNIXLEENNAERF.
4. BRIV ARFEAER"

5. MXIEF R RMPITHEREZANEEBIFAE .
6. BEHFERL -
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Edit app

« OB TCP/UDP B#R IP 3R INE) BB TCP/UDP N 2R, “‘MARE FERNT
HERZEHEER TCP/UDP N AEF.

o IREILLERIBR HTTP/HTTPS 3 TCP/UDP N AER, LURMMNA HTTP/HTTPS BY
i (FEFHENEE) S

« BREERESE NN ARER X B,

RESEIRTR

BRI UCIES T REH N XEREOEAZS TN ARER. Hit, EEGAEENTHERER
FRNABREFIARER, BHEk, REAFARSHITHIELIFRBURT N AZFIHR RS
B, RESEETE (GHRHRE > RRER) BditEERLE 7 ETHNNAREFARER (UiF
REINESOIF/AELE) REHBRXLERH, EEGAIMUOERERAPIIFRER, H A LETXIRER
MABF &M, ZITEXRETRESNARRF XBKIREYR.

EDWIRRREECE, BHRITUTEER,

1. 7E Secure Private Access ZEHlGH, BHIHNREE, RGP T HRREBEIEDE,
2. A™INMUTIFAER :
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- EAEE AR RE
o B EESRP X
- AR [ EBRESTENAERM X EREIAF %o

3. ERFILURIERZ AR RNEIRE B LTRSS

a. BERBISRA, ETFRE RARIAL T EFRRZ.
b. EEPRA L TXIRE.
c. B + SARMME MMM

4. BEHERIA.
FmZE A P BN B2 F0 X BX R UFRE R E R

Policy configuration Policy modeling

Model user access outco

Device type

Desktop Q. ] (&
@ Simulate conditions ~Contextual tags = term &
- eauat o
Display name: spa user01
Application access @ Filter by app name Q

Application Name | Result | Policy Name
avanthika @ Access will be allowed avanthika_pol
buddi_nani o No access policy found N/A

Page 1 of 1 25 rows v

AOEZIEEKLGF (DLP) B

JHIRIBRHI7E Google BIEZEH|EH Y CEP E2i&, LAFITE Secure Private Access | & ECERYIA
1B FRHI{E R F Citrix Enterprise Browser, 2 Google Chrome 2 &V SI 230, i5inI BRI ZTE
Google BIEHEHIE P ECE SRR,

RBETE Google BIBHZEHIA > i&#& > Chrome > i B FilE, XEGERIFEEENHEHILE, 5
#NrELE JavaScript A FDIFFTENNTIR,

MN7E Google BEZHES > MM hicE, XEMNZES DLP HXHBRIRE, FIENARMIKED.
FHIETHISHILESHHIX LUK URL TR,

i

B X 1E Google Workspace BIEHEH| &P EIEREMMMNEFHAER, FBHEUTER :

« 3 Chrome Enterprise i&& Chrome Enterprise &E3%25 58
o BUBRRIPAN
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= RS

RO NN EEIPSIEEIE] A Secure Private Access BRE & Bl B4,

G518
‘ > Cund Conneclers
T I e O [ Y N S 1 R [ [Primany] Sirn'i Appbeanm
managad prolk -
' Ly et e
' Appkcaliots
L — [r—r— TERLEE
i (Primary Apghiations
NetScaler KA Far : ] ¥ Data centort
L ] |
.................... » e
L XAXDWVEN
vServer 1
Acive L8 {4 Cioud Conmdons
= Backe)
Legands
Comman ccmmlu websmBams | [
Wasft .
FERaE cepR ——" ‘wewssag apps acoess
i Passnn i '
TOAUDH soncosns tcrupe : e .
t £ Backug)
e
. vauabon Nats Doats canlid

BUEHRORBE AT A
HFESRE T B X BB ONB AN ESEL,

NetScaler
RNTSEUMESATAMN, BiNEIEE NetScaler BRI, XE—EEI-#Eh NetScaler 1,
INSRIETH NetScaler KEPE, #Eh NetScaler 2 Bohig A NENIRES, HEFMBEAFP REH K

BEIFHES) NetScaler, HF2IEHETE NetScaler ] AN zEES, FItFAREEETHT
%17}5‘_11]}0

B X NetScaler HA WHBEZIFAER, BEHRSA AN,

TEE4E52 (Secure Private Access RS383)
79 Secure Private Access EtiE EB RSB AAEER NetScaler faFTfzs.

1. 7£ NetScaler E8IEFHIBIRSEAH : S2) Configuration > Traffic Management > Load
Balancing > Service Groups.

2. BEHEAM.
3. WARRSZHENBTR, H40 primary_spa_servers o
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

IRIEA EIM 23R (SSL & SSL_BRIDGE) , MRS AEFER BTN
HthFERREBAIME, AFRTE OK REFRS A,
=i No Service Group Member LUZRINZH EiZ#ER.08Y Cloud Connector,

{E A IP Based EIRF RN 5i#3ES/0M Cloud Connector B9 IP address 1 Port, EXIAE R
T, Secure Private Access {£fiR[] 8443, HMFERLUREEIAE,

MNREERMMEANM Cloud Connector, FE 8 b5,

. =i Create ULBIZ A EHHIEIRS

i OK FFARSS AINEIARS5 4Ho

BRI LR /9 Secure Private Access BRZ 750 HTTP 128, AILAERLLT URL B&1RE
SERY AR 1E,

/secureAccess/health

N5 Secure Private Access IEE3&1T, B &[E 200 OK,
= Done,

MELE— N EI9%E R, SMP) Configuration > Traffic Management > Load Balancing >

Virtual Servers,

=i Add,

RA NIRRT,

ERRE S Protocol, 40 SSL 8¢ SSL_BRIDGE.,
¥ 1P #hAESERY G E 0 1P Mk, ¥ w0 IREN 443 ,

il A2 SSL 8f SSL._BRIDGE, Secure Private Access $1 25981288 A2 HTTP 2
B, mOMIUE 443, AZFEEX HTTPS w0,

B HAE.

B TAHTEELIRS 2R IRS A E,
BHLOERAICIZNRS A, ARRE &R
R BFF EIREN 10 B& 48, AISRT 4488
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21. WNREEF SSL A i, FRE TARSBIIES UHEHENNARSEFIER. XTF SSL_BRIDGE
KN FITEER, NEHOESRPAZTERSRIES, BT Cloud Connector H7 Secure
Private Access IRFZECERS 2RIER. B XIFHER, 1EZIH 7 Cloud Connector £79 Secure
Private Access ARZ5EBCIE TLS/SSL EF,

Secure Private Access B &9 28 SRS AR B RIILE R,

A EISERRPAIFAA Secure Private Access AR 28BN TIETIIRZS. MR — Secure Private
Access IRSEZBHINMKIE, ARASZEIEN, KAHEM Secure Private Access IRSZ 23 2441 08
JME. Secure Private Access IRSZ 232 LIRS, RILRBFAMEK,

StoreFront JR532%

FER—EBUER.ONHITHEFLTEEY, StoreFront fRSS23HI1T 95 Secure Private Access AR5 2548
[Elo

EE 18 Secure Private Access A&

INRIEHFER T Citrix Enterprise Browser B Citrix Secure Private Access ;RS aPE, 3 BT 8T
F] Chrome Enterprise Premium, f&=R]L{EE Secure Private Access B&E, IHIR{ERIFREEANED
B, SIENAEFMIGIRKREE, StoreFront #1 NetScaler RBEEFohiFlE, ICBEERE, ErIUL

HBXINA Secure Private Access ;B & EBZE Hi%&#E Chrome Enterprise Premium,

MREFEFERE, BEKR Citrix 3o
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A DA B i

Secure Private Access 5 Monitor (Citrix DaaS BYMSIZFIBEHERIZHIS) Ell. BEAMBAS
FARBRT rILUER Secure Private Access kS, BB DaaS Monitor ¥51ZEFEEE Web/
Saa$S 1 TCP/UDP N B2 IEFEH,

AR5 R

Z¥¥ DaaS Monitor IBES Secure Private Access &M, T AEBYIEA Secure Private
Access # DaaS ##%,

XFE P

« Citrix Workspace™ [ FBTEF - 2409 R EShRA

« S&ATF Windows BY Citrix Secure Access - 24.8.1.19 XEShrA

o SEATF macOS M Citrix Secure Access - 24.10.1 N E =A<

4N4e] 35517 Monitor

AT UM Secure Private Access 1224tk (83 Monitor) X Citrix DaaS™ BRZEZREANE1A18) Monitor.

7£ Monitor TNEAF, ERAPUETERIE

. \
SWEENX

Secure Private Access RiFlRERABAPEREIRE LNSEEMEAR. MAEREHF B KR
NEEHE, SIEESREUTAEMNT R, EAHRELHRM2ITNSE—IER :

« FHATHNAREFRNAENAN, SFEEMERR. MEHN EENBRFACER. XEFARER
TR GNP ERBEAE X BRI E X EE

- REPIESIRER, TE .
o 518 Web B SaaS N AIEFHIN K25,
o FAFER TCP/UDP thiXBIFLE N FIFERE Y Citrix Secure Access & F o

Secure Private Access RiEM—LeF B4FFIE ¢
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B REEDEE—THE—R ID, BTFREMZH.
BEMREAUSESTNARFEN, ARHEFERETRAFPEDNNEELE,
NFETNARERF, RIERRE

o BRTZNAREFINEEES,
o MR &2 EHIRYERES ER AN 1D,
o SEERBEBRFIFITISRM

RERIRERA P TE Citrix Enterprise Browser™ Hifalid B NERS, MMAATBEFRER
EFEPHNSMER.

Web/SaaS M AEFSIE
Web/SaaS RIFBRRHRIEFAMLERE XM :

« FH4a : 7E Citrix Workspace N2 H$TFF Citrix Enterprise Browser 58] N AT
o R RIEEUATERTER,
o X FRBARBIL N B 2R
o £ 30 NEAREDHE, MRERIRGRIEE.
Citrix Enterprise Browser &P ix#& 15 93 ¥0[A Monitor Z3X—XXIEERN. HNR 30 SFHREK
KR EED, XTREERHETUTREER

o MLBHFE,
© Eﬂ*ﬁﬂﬁ?ﬁl\ﬂ@o
o 7E 30 HHAREREIRGE, RIEFBEXF.

MBI AN (TR BoMINAIER, RIETE 120 D RENEER.

TCP/UDP N TR 21E
TCP/UDP NI RFMLEREX T ¢

o FFHA : IRE S Citrix Secure Access™ & iR ih R N IR,

o R RIEEUTER TER,

o B Citrix Secure Access & i,
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o TE 30 DEHARERE, MRKBERSRIEER.

EERPRE

RITUTETRUBERFRRIE !
1. BRAFUEERE,

« EFRE TNHERATAEEDNRE, NREEEBDREETFHRRARENRE, BEIE
BipR R FHEE,

o “BERIJEF T KMEIEEDEAREHTF Secure Private Accesss

Select a session C EQ Ty unied search X
Active Sessions Ended Sessions Failed Sessions Denied Access [®] sessions with recordings
APPLICATIONS @ N\

Virtual Apps (0)

These sessions are launched in Citrix Virtual apps and desktops environment

Web, Saas and Client server apps (1)

Preview These sessions are launched in the browser or locally from the end user device.
Launched Session lira
Confluence
pEskToPs @ v

2. EEBIRIEETFH, BERIE ID UBEBREFAER.

B B SE R E AR T,
3. BERUTETFZ—

- BESNNAER . EERFBRHNFENARFUKIGRRBITEINER (RIFSHE
)
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MRER—RERZXIFRENNARER, WGEREFNENIFAES.
- AIARAERF . SRAFEMNFAENAREFNNBEFREFAER,

o 9N2R Citrix Workspace MABREF AR KX T Z MEENR, NGHREIIINEFH

15 JENO

o 3F TCP/UDP R EBFEF (Web 1 ZTNA) , REXRENBIEFHENES, BFrEE
AoBFH S5 P X BN RiEFER5 1T Al B BB 5 &R,

“_JFHF"FH*IF'”?'JﬁT‘EE iT Citrix Secure Access B P InMZEHN SN BER, ER
EA1%k#@d Secure Private Access #H{THxE % o

o XJF Citrix Secure Access RIE, “AIANRARERFIFRXETRAEE Web ] TCP/UDP ZF

] }_._
2o
Daa$ Home > Monitor FEQ Try unified search [ Q_ Search ] [ All Customers v ]
Dashboard “ Activity Manager
o e @ Connected ([ v Refreshdata Cv
ﬁ Trends
Available Apps @  Launched Apps (Sessions) @
n Filters _—
licati Filter by Launch Status:
L) Alerts Applications (2) O Allow (J Deny (J Error
E Applications Launch Time J | Resource Name | Resource Type | Accesse: d Resource | status | Transac tion ID |
10/03/2024 2:54 PM Jira Saas i s’ 0 Allow e7e9ab67-531-4858-0991-cd8cc9584
Probes
F® 10/03/2024 2:54 PM Confluence Web o Allow 8ae5f593-fh23-43fc-09df-8fceelccaf

@ Cost optimization

Infrastructure

? Integrations and data
exports

.nﬂll Analytics

@ Settings

@ Secure Private Access

N RREFF#RFH

LIENEENNAER N I ANBAER ENEhaEE N BAREFN, HERNBERRFIA
H, HPETRBE X ZNAEFNTEER.
° Klﬁm?l‘ mﬁﬂﬁﬁ*&%%ﬁmﬁj%o

« XF: BERNAEREXER, AINNAERER. REIMNKE. RLREHIFIARNZER.
iﬁl"ﬂﬁ"]ﬁ)ﬁ E‘Bﬁj\qﬂmﬂ'\ﬂ’ﬂﬁﬂgmﬁﬁﬁﬁx ﬁ'ﬁv—n—

o

SaaS WATER - URL SN FET2FE FQDN

o

TCP/UDP — IP #4it/FQDN. #wOAF Y

o

Web WA EF (GBI Citrix Secure Access EFIHELN) - FQDN. imOFIMY

o

Web W 2R (& Citrix Workspace N AAIEF/EE)) - URL
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- SREGTME | BER5IARIREMEXESR, MR, REMZE,
- DEFAER | ERS5REEXNER, ERIEFHBMEREE. IEREUKR SRS X EX
B _E AR,
o IHRARFER(GE AT Web/SaaS MARER, HBENE 15 2#H/EEH, ER macos
Windows _EFY Citrix Enterprise Browser &P iw&E 15 9 A F—R21EED.
o W FMNABNBRE EMFHSENNERER, "RIFFAGRR B FRENZE, RAKA
EEMERERIEXEL

TEERT RINEEIRIN AR R R AR NE,

Vonitor > SecurePrivate Acces Sesion Detals [Q seon

HRBerry | Proview

% aaalocal\spauser001 ® Connected () ad6bSe..\DESKTOP-2359DDQ
Refreshdata (v

Application Topology

Policy Evaluation: @Allowed ----->}

App Launch: @Allowed

---- Network boundary —+ Applaunch > Policy evaluation
About -HRBerry Policy Evaluation Session Details
Details of the evaluated poli

Active
Feb 19,2025, 6:36 AM GMT+05:30
Feb 19,2025, 10:21 AM GMT+05:30

hrberry.com (121.242.181.232):443 (PROTOCOL TCP) 7d664705-6c5e-4569-0c14-1a7d52575ael

ssssss 001 06a45026-1176-d0c9-2bbd-a83b80942958
Application launch is allowed Policy conditions matched na
None Direct a
Platform:Desktop.
Session Policy
User Group

spauser001 View Details
Matches any of

spauser001

o True
Type Geo-location
Condition Criteria Does not match any
Value XA
Evaluation Status o True
Workspace URL
Matches any of
Value voyagers.cloud.com

Evaluation Status o True

TEER T IHRHRIELN N BIEF R AR NE,

IRl E4E 9 N FAFE I B N FR A2 7 ¥R F M (/en-us/citrix-secure-private-access/media/spa-monitor-
application-topology-denied-access.png)
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7 A EHEPR

AT TR T BERBEEM S 25 Citrix Secure Private Access X NFMNEE IS ETMSE, &

ERAIUERAXEERIR. ZENEREE, WRAFPTEZ 2RISR

Citrix Secure Access 12T\, FBYH P /% P o) &3

LUTERIRE 7B X Citrix Secure Access 12T, FAF/BFiRRIBANEZEL,
BRITEER
BREMEIN :

« 1E VPN ERRS B MBS NIIEELIRSSFEE LT UP KT

> show vpn vserver _spa_cep_csa_vpn_vs_10.8.0.35
State: UP
> show authentication vserver authvs

authvs (0.0.0.0:0) - SSL IPSet: 777 Type: CONTENT
State: UP ARP:DISABLED

_spa_cep_csa_vpn_vs_10.8.0.35 (10.8.0.35:443) - SSL Type: CONTENT

« K& Secure Private Access BCEXH URL REBE AT UP K&,

> show vpn securePrivateAccessProfile _spa_cep_csa_profile
1) Name: _spa_cep_csa_profile

URL: https://stgldspalb.spagwcep.corp [Status: UP]

 WA{RTE Secure Private Access BIEZEHI R NE P IEREE 7T BAREFMIFRERE, 5215 N

RREFEEMERE M EENAEFIIR R,
- WEMFOERELMIRSHINS, BRFAEEESRRSHBENIFHLT UP R
« BHFEE nFactor FMWIERE, BFEH HFESMINIE. RN EH TR,
ML\ LRRBE, BRITUATRE

1. BRAARES)HEIERFF M NetScaler WEZ 58,
2. E CSAZEFIR EEAEARSIERAKRETPIHEEE,
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3. BXXR Citrix 2R EKERIBIZEER.

AP XEBRINARER

ERERISEI
« 1E Citrix Monitor 1, #ZEBEF UPN HIEIEREGEE/ESNH Secure Private Access Rifo
Monitor FBY;ETNSIE(/en-us/citrix-secure-private-access/media/spa-hybrid-active-session.png)

- BENNAEFSNERE AANAERF T
- NRREFI NAEFERRAF EHL4IE BRMEARER T .

B2 BN A2 (/en-us/citrix-secure-private-access/media/spa-hybrid-monitor1.png)

o MNRARTETE, BEKE Secure Private Access BIRZHIER BB NAF EHELE T N BER
H IR SR,

« 7 Citrix Monitor 1, T‘EREINARERF TEHNAREFNEANBEFEHEIRES.
B2 i B 2 H51% (/en-us/citrix-secure-private-access/media/spa-hybrid-monitor-2.png)

o HIEEIR | DNS B EUTCP E#ELK,

o M NetScaler CLI, IRIEMAMERAY SNIP RN FHIZRFE91EE,

Wk EBIAHE S HEICRE NetScaler 325l B

1. M CLIKEFEIXKFIH syslog.

set syslogparams loglevel ALL DEBUG

N

. M Shell ER Secure Private Access FEMFABEIZR,
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Web Store Add shortcut

Extensions

No access needed
These extensions don't need to see and change
information on this site.

@&  Citrix Secure Access H
Endpoint Verification :

Secure Enterprise Browser...

Manage extensions I

R A vioas

Yoo

4. 1f Secure Enterprise Browser T, BH¥4MER",
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My extensions

Keyboard shortcuts

& and themes on the
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Discover more extensions

D)

B Your profile is managed by venus.spaopdev.com
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Citrix Secure Access
C@ Secure Access Extension from Citrix for Chrome

Enterprise.
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Iaptop and desktop status, including OS, device,
and user information.

4 Gemini

(R

Details Details
Google Docs Offline Secure Enterprise Browser (Canary)

g] Edit, create, and view your documents, Transparently protects your most sensitive data
spreadsheets, and presentations — all without and critical applications.
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c Extensions Q search extensions Developer mode

< 0 Secure Enterprise Browser (Canary) .
D My extensions
(E  Keyboard shortcuts on B
Discover more extensions Description
@& and themes on the Transparently protects your most sensitive data and critical applications.

Chrome Web Store

Version
1.26.82

Size
1.8 MB

Permissions
This extension requires no special permissions

Site access
This extension has no additional site access

=

Site settings
Pin to toolbar [ o]

Allow in Incognito
Warning: Google Chrome cannot prevent extensions from recording your browsing history. To disable

this extension in Incognito mode, unselect this option

Extension options 4]
View in Chrome Web Store [t}
Source
Added by policy
13 ”
1. BETEAER
M Extensions - Secure Enterprise | X + 4 Gemini = o >
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6 Secure Enterprise Browser (Canary)

Troubleshooting

Download Control Settings

Convert saved link to Google editor format

Automatically open the saved file
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EXMEXER, BBRMUTER :

« B X ¥ Secure Private Access 5 Monitor E£RHYE S, 15EI# Integration with DaaS monitor,
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Sign in to get your passwords and more on all your devices
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Images £}

Extensions x
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oogle
Q  Secure Enterpise Browser

Q, Search Google or type a URL 4 @ QA Mode
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Wb Store Add shartcut

o B TEMIEE A URL S SMEBIE &AL = 3R R N ERFI AN SRR BB o
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© 1997-2026 Citrix Systems, Inc. All rights reserved. 184




Citrix Secure Private Access™ ;E&ZFE

P~
-

Access restricted
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¢ % officecom r o & 9 9 x4 0 woe  :
=. Microsoft | Microsoft 365 Copilot Froducts ~  Features «  Prompts  Support ~ | Buy Microsoft 365 All Microsoft ~ Signin (=,

. 4

Welcome to the new Office - b= J
Microsoft 365 Copilot

Office is evolving. Meet the Microsoft 365 Copilot app—your new home for Word, Excel, PowerPoint, ﬂ , ;
Qutlook, and more. Your faverite productivity apps, now with the power of Al for home, work, and /
school.

Y

S

Start a conversation with these prompts in Microsoft 365 Copilot Chat*

« RIFHELZIES %I 1 48R,

¥ 3 | MIFZE Chrome BECEBXFZIE Chrome 25 (Edge.
Firefox) RS URL

- /25 Edge. Firefox HIFZE Chrome EE&EX %,

£ Web 35831 R A RS URL
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Vil

~R0
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Open Cltrix Workspace (LR

- BEERHE, FAEUTRERE—

o & Chrome EEEXHERFE | *NARFEREREEEXHFEM,
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Office is evolving. Meet the Microsoft 365 Copilot app—your new home for Word, Excel,
PowerPoint, Outlook, and more. Your favorite productivity apps, now with the power of Al

Verify that Google Chrome is installed, for home, work, and school

Venify that you're logged into your Chr

Verify that Citrix Workspace app 2507 {
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Welcome to the new Office -
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i \icrosoft 365 COleOt b
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FCEX fFo
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- BRIBEIE,
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i1 %& P is/ARSS 8% (TCP/UDP) N B1EF

MREIET RDP, REBFPHIHITUTHBEFEEIRIR TCP/UDP M BEF :

1. &3 Citrix Secure Access Z i,

2. REMARERLGE, BEEiEREER,

Secure Access

= Status

Connection URL

Home page

Current Session
® Started at 03 48 48 AM May 18. 2024

Connection Duration
ntermal network address
Data Sent

Data Recenved J

Secure access session is established
To end this session, right-click the Citrix Secure

Access icon and click Logoff

£ Remote Desitop Connection - X

Remote Desktop
» Connection

—ompubes L . =
Liper narmee  cltrte admen

You will be ashed for credentals when you Connect

o) o goure -

a. & Windows #, A TiEREERE, A5 Enter,
b. WAL IRNERNITENG 1P s F A%,

c. BE &, RATRSERTTHAZE,

d. MARRITENNARRHNER, AERE BE.
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o FTFXIRE
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AGBRT A LUEE Secure Private Access #Z#likz 4, EAILUEE DaaS Monitor S5 FLFIHERR Web/
SaaS # TCP/UDP N BiERFIEMEHAVEIE,

AR S5 124

E ¥ DaaS Monitor IIEES Secure Private Access &5, ETERIIEE Secure Private
Access #l DaaS 1%,

FIENEF G
« Citrix Workspace™ [ TR - 2409 R E S hrA
« S&MATF Windows BY Citrix Secure Access - 24.8.1.19 XEShrA

o SEATF macOS M Citrix Secure Access - 24.10.1 N E =A<

204al35 18] Monitor

BT LAM Secure Private Access 4k (3] Monitor) 3§ Citrix DaaS™ ARZZ RN 1] Monitors

£ Monitor TIEH, BRAFUEERE,

REENX
Secure Private Access Rt T RABFPRIEEMER. NARERESNURSEIRE EHNBERE
PHNLEHE, SIEESREUTAEMNT Y, EAHRELHRM2ITNSE—IER :
« FATHRNBERNIFRAR, SIESEBEE. MEEH. EENEREIFAER, XEFEMAER
S F RS IFRIREBEXNREEXEE,
- REPIESIRER, TE .
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o 518 Web B SaaS N AIEFHIN %25,
o FAFER TCP/UDP thiXBIFLE N FIFEREHY Citrix Secure Access & F o

Secure Private Access RiEM—LeF B4FEIE ¢

B RIEEDEE—THE—R ID, BTREMIH.
BEMREAUSESTNARFEN, ARHEFERETRAFPEDNNE2ELE,
NFETNARERF, RIERRE

o BRTZNAREFINEEES,
o MR &2 EHIRERES ER AN 1D,
o SEERBSBRFIFITHSRM

RERIRERA P TE Citrix Enterprise Browser™ Hifalid B NERS, MMAAT#BEFRER
EIFEPHNESMER.

Webl/SaaS M AEFRIE

Web/SaaS W BEFHNRIEFRAERENMAT :

« FF& : 7E Citrix Workspace MW B2 HFTFF Citrix Enterprise Browser 33518 N B2
« R RIEEUTBER TER.
o MR X ABARBIL N 2R,
o 30 Y RNEME, MR EERESRIEEM.
Citrix Enterprise Browser &% 15 9¥0[A Monitor £X—X1EERN. H1R 30 DRk
KBt iEER, XeJgeEBRTUTREERD :
o KR,
© Eﬂilﬁ]ﬁiﬁlﬂﬁo
o 1£ 30 DHHEfRARBRIEENGE, RIEFENX H,

M EI AR (ERE) BRI BER, IEE 120 DHREMEER.

TCPIUDP MAAREFESIE
TCP/UDP NN RIEF IR ILEREX T ¢
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o 4 . & FF Citrix Secure Access™ & FimFtifialN BIEF.
o 4R RIEEUTIER TSR,

o 1 M Citrix Secure Access & F 15,

o 30 PMARENG, NMREBIRSERIEFE.
BEERAFPSIE
HITUTTBUEERFRRIE

1. BRAFPUEERTE

o ERRE TUHETAEENRIE, IREEIEDRIE R FHRHRARENRE, BEE

HIFRETFHEE,

o “BERESIF TN KMBIF ETEREHT Secure Private Accesss

Select a session ¢

APPLICATIONS @

Virtual Apps (0)
These sessions are launched in Citrix Virtual apps and desktops environment

Web, Saas and Client server apps (1)

Preview These sessions are launched in the browser or locally from the end user device.
Launched Session Jira
Confluence
DESKTOPS @

Active Sessions Ended Sessions Failed Sessions Denied Access [®] Sessions with recordings

2. ABEHDREETFF, BERIE ID UEBREFAER.

AR B A E AR TUH.
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3. BHEUTETIFZ—

- BENNAER . EERFBHNFENAREFUKIGRRBITENER (RIFEHE
)
MRER—IERZRIGEENNARER, WEREFEHFAER.
- JRNAERF . EEIAFEMNAENRRERFNAEFREFRER.
o 9NR Citrix Workspace NABEFABAF &KX T ZMEENR, N GHREI IR FA
(B0

o XF TCP/UDP N AAIEF (Web #1 ZTNA) , RELREBNAREFHEMNESR, EBFREE
AoBFH 5 P X BRI N BiEFER% 1T o] B BB 5I&R A+,

- “BI AN IR YR 4 E @D Citrix Secure Access B P iR NN SN BRE, BN
e 153812 Secure Private Access #H{ThE £,

o XFF Citrix Secure Access RIE, “AIFANRAERYIFRXERAES Web 1 TCP/UDP R
=N

DaaS Home > Monitor [ Q_search

f=Q Try unified search ] [ All Customers v ]

Dashboard Activity Manager
° < Refreshdata v
Po & ®Connected () v

i Trends

Filters

£ Aerts Applications (2)

Available Apps @  Launched Apps (Sessions) @&

Filter by Launch Status:
O Allow () Deny (J Error

5 Avplications Launch Time & | Resource Name | Resource Type | Accesse d Resource | Status | TransactionID |

F 10/03/2024 2:54 PM Jira Saas "’ ol o Allow €7e9ah67-5f31-4858-0991-cd8cc9584
© Probes

10/03/2024 2:54 PM Confluence Web 0 Allow 8ae5f593-fb23-43fc-09df-8fceelccaf
@ Cost optimization
Infrastructure
9 Integrations and data
o8 exports
ﬁ Analytics

@ Settings

@ Secure Private Access

Rz R
HEN BRI AER X IAMNAER ENFHREEE TN AERE, BERNBEFHRINT
m, HPERE X ZNAEFNERER.
- iRt . ERNAEREIIRE.
« XF: BERENAREFEXINER, GINNARERIEE. KM, Z2BHIFIHRE
Bo HRNFIR 29+ ERNBIERN BEFEEMR.
o SaaS NWFTER - URL 5 2R FQDN

o TCP/UDP — IP #31t/FQDN. 3% OF0 Y
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Citrix Secure Access ZFIxES)) - FQDN. ImHAFI Y

et

- Web AR (&1

o Web RZFAFER (&id Citrix Workspace FRIZFEE) - URL

e

- JREGITME | ER5IARIREMEXESR, MR, REMZRHE,
- REFMER | ERSREEXNER, TERIEFHBRMNEREE. RIEIREUR S5 HEBE X B
8 _E T XARIE.
o “HIRAYE FERGEA T Web/SaaS MARER, HENE 15 D#HEEH, EH macos #
Windows _ERY Citrix Enterprise Browser &P ix&E 15 9 A EF—RR1EEE.
- WFMNTHENARE EM-FHREENNBRER, "RIFFAGERFIHOMAZE, RAKBE
FRERERIEXBL

TEERT RINEEHRIN BREF R AR NE,

Monitor > Secure Prvate Access Session Detals Q search )

HRBerry | Proview

@ Connected () adBbSe..\DESK

Application Topology

Evaluation: @Allowed
App Launch: @Allawed T
- Network boundary  —+ Applaunch > Policy evaluation
About-HRBerry Policy Evaluation Session Details
Datails of the ovaluated policy rules for thi resource.
-4824-b66¢- ) Con
F4df0f15-¢51d-4824-b660-8240eb187869 1D Copy Access Session Active
Web Feb19, 2025, 6:36 AM GMT+05:30

hrberry.com (121.242.181.232):443 (PROTOCOL TCP) Feb19, 2025, 10:21 AM GMT+05:30
1

Application launch is allowed

74664705-6c5e-4560-9c14-1a7d52575a¢]
06a45126-1176-d0c0-2bbd-283b8b942958
na
na

Applied S:

Platform:Desktop.

Routing details
R Session Policy
spauser001 View Details User Group

Matches any of
spauser001
o Tru
Geo-location
Does not match any

T Workspace URL
Condition Criteria Matches any of
Value voyagers.cloud.com
Evaluation Status o True

TEER T IHRHRELN N BIZF R AR NE,
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Monitor > Secure Prvate Access Session Details [(Q search

Yahoo finance ssb ~ Preview
“a
o asa © Cons

Refreshdata (v

Application Topology

3
Configured Policy Rules:2 | i
. Available Apps: 40 a Wieb

- Network boundary —» Applaunch > Policy evaluation

About - Yahoo finance ssh Policy Evaluation

Details of the evaluated policy rules for this resource.
Active
Feb 19, 2025, 6:36 AM GMT+05:30
Feb 19, 2025, 10:19 AM GMT+05:30

f7adc56¢-3462-4062-bf29-0b502a361e6 D copy
Web

finance.yahoo.com (180.222.114.12):443 (PROTOCOL TCP)

2

Application Launch was denied because of a policy

y was setup to deny access f conditions match. X

Platform:Desktop
56eb9857-4167-4d76-b129-c24a0c179490

i ol 37 %5
Secure Private Access IR EFIBIERA P RIELTX (AR FEEMIRERS. ELERMGF. #h
BAE) BAN Web = SaaS MEERN _ ETXiHR (BEEihE) o

BIERLUSHE L T XIRERNEMRINEHRI S, Secure Private Access 1 12F LRI ETX
RN AFEWIEA P SIEN NetScaler® Gateway & (RiE. FFMHIIE. EPA) BIZFR.

Secure Private Access 2RI UALARSL (31iZ1E) HRXNBEWEREIHRGE, @I EAR
Gateway, B *FAELR, BBIRRNNFHI L TFXIRE,

{E}Eﬁ GUI EZiB B RE AR

B L TXIRESRUATERTE,

1. ECELHER X TS 10 JIE R,
2. W HEMENIDIESRIRGPE BN X EELIARSS 250

AC B S BT X TS 19 W SR EE
1. SMn%l NetScaler Gateway > $RE& > MERWIE, FAFHE TR,
2. EFRU BRI ARERINGT. RERIFRIERE XIREE,

3. EIERBER, RERMUCIERIE, EIUAZDREBERLLIRE, Hld0, ER—TRERIF
e, SRR,
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Create Preauthentication Profile

Name*

win10_profile @

Action*®
ALLOW ~
Processes to be cancelled

Files to be deleted

Default EPA Group

4. EEREFERANFMER, AFREEIRE.
5. ERZERF, FRMHARKNHERRAN IR N REEMERIA

Dashboard Configuration Reporting Documentation Downloads

k~ Create Preauthentication Policy

Name*

Windows10 ()]

Request Action®

Expression*

Select e Select e Select e

CLIENT.OS{win10).HOTFIX == EXISTS

TEETRTREE Windows 10 #E1ERGMGEZRRFIRAT.
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Add Expression

Select Expression Type:

Component

Client Security =~

Operating System

Mame*

Windows 10

Qualifier

Hotfix

Operatar

Value*®

EXISTS|

Frequency (min)

Errar Weight

Freshness

6. P& AU

B EXIFC4ES NetScaler Gateway

1.

2.

SfE]“NetScaler Gateway > FEHIIRS388",
EEEHE NS HDIIEREHELRS R, AEREHRIE
RISy, BE+ IAYPE SRS,
TEEIRERRE T, EEFTNS D IR, HE ERAR hIkEER
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Choose Type

Policies

Choose Policy™*

Preauthentication e

Choose Type*

Request o

5. RGN R AR TR,
6. BEGRE"

Choose Type

Policies

Preauthentication Request

Policy Binding

Select Pelicy*

Windows10 > | Add || Edit |©

» More
Binding Details

Priority*

100

m C‘OSE

Choose Policy Choose Type

f&F CLI ECi& B E X45id

7 NetScaler CLI L3817 T RBlan S U EIEMEEF S DI IE R -

e add aaa preauthenticationaction winl1@_prof ALLOW

e add aaa preauthenticationpolicy Windows10® "CLIENT.O0S(winl1®) EXISTS"

winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl1l® -priority 100

7£ NetScaler CLI BT T RAG S LECE nFactor EPA 5B :
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* add authentication epaAction epaallowact -csecexpr
"sys.client_expr(\"proc_0_notepad.exe\")" -defaultEPAGroup allow_app

-quarantineGroup deny_app

e add authentication Policy epaallow -rule true -action epaallowact

AINFH _ ETXARE
1. ¥TFF Secure Private Access BIBIEHIE, RGBT HIRIER .
2. BRI RIEIN G R,

3. E&MH RO, BHAMEYS, EFELETXXURE. ‘RERE, ARRA LTINS
(g0, windows10 ) o

% FA3%3) Secure Private Access IEHEFH EPA iREREREM

7 nFactor EPA SRERHECZERT EPA ?%T’F%WLX)S’Z%E%E’\Jiﬂ%ﬂﬂ’ﬁjj*”“%lﬁlm‘]'ﬁﬂi %% Secure
Private Access IRt F. BE, AZXMIREEBURT EPA RIEIT(HEVLE

« 1R nFactor EPA [REEHEIFRE EPA 2{EESIE(E DENY HEAERE—MMEEFEETRS
¢H, NIPREHBTHEATEREIFIRIA X,

« PN nFactor EPA TREEHAY EPA I2ESBUR/E ALLOW, M5iZie{E X BXRY EPA SRESZFRFI2R
INBEFF (MREBERE) HEAEEHRRE A%,

EBeIh RN (/en-us/citrix-secure-private-access/media/epa-smart-access-tags.png)

EUERBIR, HIREMIELRY, deny app fEAEBEIRIRIRE & 1XE] Secure Private Access etz
o HIR{EHMDIFEYS, epaallowact 1 allow_app {EAE BEAIRIIRE: & 3XF Secure Private Access
RIEER.
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